EXECUTION VERSION

AMENDMENT NO. 1
TO ‘
MASTER SERVICES AGREEMENT

. This- Amendment No. 1 (“Amendment No. [”), effective as of February 28, 2013 (the
“Amendment No. 1 Effective Date”), is made to that certain Master Services Agreement (the “Original
Agreement”) first dated as of December 13, 2012 (the “Original Agreement Effective Date™) by and
betiween State of Vermont (“SOV™) and CGI Technologies and Solutions Inc. (“Supplier”, and together
with SOV the “Parties™). Unless otherwise defined herein, capitalized terms used herein shall have the
meanmgs given to such terms in the Original Agreement.

WHEREAS in connection w1th executlon of the Original Agreement, the Partles agreed to
negotiate in good faith during the period from the Original Agreement Effective Date to the Revised
Scope Date (as defined in Statement of Work No. 1 between the Parties) to agree on certain matters,
including the terms.of Exhibits C, D, E, and L (the “Revised Scope Date Matters”); and

WHEREAS the Parties wish to amend the 0r1gmaf Agreement to reflect their agreement on
_certain of the Revised Scope Date Matters;and -

WHEREAS, the Parties wish to continue their good faith negotiations, to be concluded no later
than the Revised Hostmg Scope Date (as defined in the Amended and Restated Staternent of Work No. 1
between the Parties), m order to finalize the scope of the hostmg services.

NOW, THEREFORE, in consideration of the promises herein contained and other good and
valuable consideration, the receipt and sufﬁc;lency of which are hereby acknowledged, and mtendmg to be
Jegally bound hereby, the Parties agree as follows:

1. That the following shall be added as a new Section 15.9 of the Original Agreement:

15.9 Supplier Rights to Use Work Product. Notwithstanding anything herein to the
contrary, SOV hereby grants Supplier, subject to any restrictions applicable to any Third-
Party Software embodied in the Work Product and excluding Customer Data, a perpetual,
nontransferable, non-exclusive, royalty-free, paid-up right and license to use, copy,
modify and prepare derivative works of the Work Product (excluding Customer Data) for
the sole and limited purpose of providing IT Services to another State in furtherance of
such State’s development and operation of a State health insurance exchange pursuvant to
the Patient Protection and Affordable care Act of 2010. Supplier will provide written
notice to SOV of any such use. With respect to Work Product that relates to Armedica,
Inc.’s Onegate proprietary software product performed by Exeter Consulting (“Exeter
Work Product™), SOV hereby grants Supplier, subject to any restrictions applicable to
any Third-Party Software embodied in the Exeter Work Product and excluding Customer
Data, a perpetual, irrevocable, non-exclusive, royalty-free paid-up tight and license,
transferable to any successor to Exeter Group’s business, with the right to sublicense, to
use, copy, modify and prepare derivative works of the Exeter Work Product (excluding
Customer Data) for any business purpose, except that during the period from the date
hereof ending December 31, 2014, Supplier will not, and will ensure that during such
period Exeter Consulting will not, directly or indirectly, license the Exeter Work Product
for, or use the Exeter Work Product in any respect for the provision of services for, a
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- IN WITNESS WHEREOF the Parties have cexecuted this Amendment No.1 as of the
- Amendment No. 1 Effective Date. :

STATE OF VERMONT

I{SFGEed by Mark Larson
By: <. oh 2013-Mar-01

Name:

Type or Print
Title:

CGI TECHNOLOGIES AND SOLUTIONS, INC.

Ef IGNgd by Gregg Mossburg

By: h 2013-Mar-0
Name:

Type or Print
Title:
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Exhibit C - Critical Milestones

Ligquidated Damages. Each party agrees that the failure by Supplier to meet each
Critical Milestone (as defined below) will cause SOV to suffer substantial damages
~which are difficult to estimate.” Each pdrty represents after all diligence it has
determined appropriate, that the liquidated damages set forth below (“Liquidated
Damages™) are reasonable estimates of the damages which SOV will suffer for a
failure to meet each Milestone set forth below (“Critical Milestones™), and agrees that
the Liquidated Damages are not a penalty. BEach party agrees that the Liquidated
Damages are intended to be reasonable estimates of the actual damages that SOV
would suffer, and are enforceable, valid and binding upon it. In the event that SOV
elects to seek actual damages consistent with the terms of the MSA for Supplier’s
failure to meet one or more Critical Milestones, any Liquidated Damages paid in
connection with such Critical Milestones shall be deducted from any damages award.
If any Liquidated Damages are held to be unenforceable, then such Liquidated
Damages shall be deemed deleted from this Exhibit C, and SOV shall have the right to
recover such damages as it is able to recover under the MSA. '

Go-Live. For clarity and without limitation, the failure to meet the Go-Live date of
October 1, 2013 is not subject to Liquidated Damages, and SOV shall have the right to
recover such damages asit is able to recover consistent with the terms of the MSA for
any such failure.

Excused Delay Notwithstanding anything to the contrary herein, Supplier shall not be
liable for Liguidated Damages under this Exhibit C to the extent that the failure to meet
any Critical Milestone is attributable in any material réspect to the failure of SOV or
SOV .Third Party Resources to perform their obligations as set forth in the MSA
(including this Statement of Work) or that arise out of causes beyond the reasonable
control and without any material error, negligence ot breach of Supplier obligations
under the MSA (including this Statement of Work) of Supp]ler or Supplier Third Party
Resources, provided that:

a. Supplier provides written notice of the delay or failure promptly after first
learning of the same describing the cause of such delay or failure in reasonable
detail and includes it on all subsequent red-yellow-green reports until it is
resolved, and escalates the matter to the SOV Deputy Commissioner of the
Exchange within the Department of Vermont Health Access if any such delay
is not redressed within two (2) weeks of such written notice from Supplier; and

b. Supplier takes all reasonable efforts to avoid and minimize the impact of such
failure by SOV or SOV Third Party Resources or such causes.

Cap on Liquidated Damages. In no event shall Supplier’s total aggregate liability for
all Liquidated Damages assessed under this Exhibit C exceed 10% of the total Detailed
Deliverables Cost (as defined in Exhibit L. (Pricing} (the “Liquidated Damages Cap”).
The parties acknowledge and agree that the Liquidated Damages Cap will increase or
decrease consistent with any increase or decrease in the total Detailed Deliverables
Cost.

Final Critical Milestones. The date by which each Critical Milestone must be met is
detailed in the chart below:
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HBE '.p'.-():jccf .LiQI!i(iElfe'(] .
Date ~ ~ ~ Damages

. :Number - _ _ SRS
002 Preproductlon testing of all Data 3/15/2013 Medium
Services Hub services compleied
92 Production environment sgtup 08/15/2013 Low.
: completed . : :
9.2 End-to-end testing completed 09/1/2013 High
' State test summaries and results of | Low
9.2 CMS-developed test scenarios submitted 09/1/2013
' to CMS ‘ _ ‘
_ Substantially completed Safeguard ) Medium
103 Procedures Report submitted to IRS for 06/25/2013
3 approval ‘ '

6. Amount of Liquidated Damages. The parties agree that the amount of damage to SOV will be as

follows:

For Critical Milestones categorized as Low:

$3,750 for every day late from 1 to 3 days late per Critical Milestone;
$7,500 for every day late from 4 to 7 days late per Critical Milestone;

" $10,000 for every date late from 8 to 14 days late per Critical Milestone;
$25,000 for every day late after 14 days late per Critical Milestone.

For Critical Milestones categorized as Medium:

$9,375 for every day late from 1 to 3 days late per Critical Milestone;
$18,750 for every day late from 4 to 7 days late per Critical Milestone;
$25,000 for every day late from 8 to 14 days late per Critical Milestone;
$62,500 for every day late after 14 days late per Critical Milestone.

For Critical Milestones categorized as High:

$18,750 for every day late from 1 to 3 days late per Critical Milestone;
$37,500 for every day late from 4 to 7 days late per Critical Milestone;
$50,000 for every day late from 8 to 14 days late per Critical Milestone;
$125,000 for every day late after 14 days late per Critical Milestone.

As provided for in Section 5, the total Liquidated Damages assessed under this Exhibit C
shall not exceed the Liquidated Damages Cap.

7. Payment. Supplier shall pay any Liquidated Damages due to SOV hereunder within 30
days of the date on which the applicable Critical Milestone was originally due to be met, or,
at SOV’s option, such amounts may be deducted from all or any portion of the Charges
payable to Supplier in accordance with the MSA. SOV shall notify Supplier in writing
before SOV deducts such sums from the Charges.
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Severity Level

Help Desk Mean Time
to Restore Severity
Level 2

8 Hours

$5,000 per day

Where “Restore” means

of the following:

1. Correct the
problem;
2. Provide

workaround; or
3. Correct a portion
of the problem to
reduce the
Severity Leve)

that CGI has done one |

Egregiqus: Any greater than 5 days

Egregious: $500 per
hour

Help Desk Mean Time
to Resoclve Severity
|- Level 1

‘Where "Resolve” means
that CGI has fixed the
.| :root cause and removed
the workaround

According to agreed plan identified and
agreed as part of problem restore
activities. Daily update on status.

Help Desk Mean Time
to Resolve Severity
Level 2

- | Where “Resolve” means
‘that CGI has fixed the

According fo agreed plan identified and
agreed as part of problem restore

activities. Daily update on status.

root cause and

removed - any

workaround : :

Note: "Workaround” means a temporary fi)( that is reasonably acceptable to SOV and that

doés not resolve the underlying problem, but provides the proper results required of the System
(through manual processing or othervwse)

Backup and Recovery

All daily and weekly backups executed
successfully
1 hour recovery start, 4 hour completion

$500 Each missed daily
Backup '
$2,500 Each
weekiy Backup
$500 Each late Recovery
$2,500 Each failed

missed

| Recovery

Egregious: Failure of any 3 consecutwe
backups or recoveries

Egregious: $15,000

Batch Completion

Completion of critical time sensitive

| batch processes complete within agreed

timeframes to be collectively defined
and agreed during design phase.

$2,500 each violation

Egregious: TBD Completion

Egregious': $5,000

Disaster Recovery

4 Hour RTO, 30 Minute RPC

$100,000 each violation

Exhibit D
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2. Description of Service Level. The parties will establish an update schedule
for updating the Content on the Website. The Service Level measures compliance with each
update required under that schedule (each is a “Scheduled Update”).

3. Measuremen't. Each Scheduled Update is required to be completed nd later
than the date and time scheduled, with all Content set for that Scheduled Update successfully
updated on the Website.

_ 4. Service Level Credit. The Service Level Credit in the Summary Table
_above will be multiplied by the number of Scheduled Updates not completed on time during the
month. -

jiii. Web Page Response Time
1.  Definitions.
_a. “Web Page” means an individual document created in HTML that is
displayed when a user visits the web page's uniform resource locator address.

_ b. Description of Service Level. This Service Level measures daily average
fime that the Web Pages comprising the Website take to respond to a request sent by a user
through the user's browser. ,

c. Measurement. Each day, through an agreed automated process, CGi will
sample Web Page responses on no less frequently. than every five (5) minutes and compile
hourly and-daily statistics for specific Web Pages designated by SOV and an aggregate average
response time. ' '

d. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be paid for each time that the Egregious Service Level is
exceeded for the hourly averages in a day or in a week, as applicable, measured for this
Service Level. - '

iv. - Response Time for Real Time Transactions
1. Definitions.

a. “Real Time Trénsa_ction” means a transaction between a user of the
Website and the Exchange where data is sent from the user after logging in to the user's

account and requires processing by the Exchange and a response to the user.

2. Description of Service Level. This Service Level measures daily average
time that the Web Pages comprising the Website take to respond to a request sent by a user
through the user's browser. '

3. Measurement. Each day, through an agreed automated process, CGl will
sample Real Time Transactions on no less frequently than every five (5) minutes and compile
daily statistics for specific Real Time Transactions designated by SOV and an aggregate
average response {ime. : :

. 4. Service Level Credit. The Service Level Credit in the Summary Table
above will be muitiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be multiplied by each day that the average is above the
Egregious Service Level. :

V. Help Desk Mean Time to Resolve Severity Level 1
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Level, Service Level Credit will be paid for that day. The Egregious Service Level Credit will be
paid for each time that the Egregious Service Level is exceeded.

5. Reserved.
iX. Disaster Recovery
1. Definitions.

a. “Disaster” means a Force Majeure Event or other circumstance causing
any part of the System to be unAvailable and requiring that any portion of the System be moved
fo another data center {o restore full Availability.

b. “RPO” means the Recovery Point Objective, the maximum period for lost
data in the event of a Disaster. ‘

¢. “RTO” means the Recovery Time Objeciive, the maximum time to recovery
all System Availability at another data center after a Disaster.

2. Description of Service Level. In the event of a Disaster, CGl will meefrthe
RPO and RTO to recover the System and restore full Availability.

3. - Measurement. The Service Level will be measured from the declaration of a
Disaster pursuant to agreed procedures until full System Availability has been restored.

4. Service Level Credit. The Service Level Credit will be pald for each failure
to meet the RPO or the RTO.

X. Cap on Service Level Credits. In no event shall the total Service Level Credits
_for the Hosting Services exceed twenty percent (20%) of the total amount billed each month for
such Services. Provided, that if any amount of Service Level Credits is excluded as a result of
this cap, any Earn Back Credits will be reduced by the amount of such exclusion.

”

- 2. Commencement. The Hosting Services Service Levels apply beginning on Go-Live.

3. Exclusions. CGl's failure to meet any Service Level will be excused, and not counted in
the calculation of any Service Level (in @ manner that excludes the failure in every respect so
that CGl is neither better nor worse off in Service Level calculations because of such failure) to
the extent that CGl's failure is caused by one of the following circumstances, so long as CGlI
uses reasonable efforts to avoid and minimize such failure as applicable and consistent with its
obligations under this MSA (“Exclusions’): (i) acts, errors and omissions of SOV or any of
SOV's suppliers or contractors including but not limited to any breach, failure or delay by SOV,
SOV's suppliers or contractors fo timely and effectively satisfy their responsibilities under this
MSA (or agreements with SOV related to the same) and to- provide timely decisions and
- approvals as required under this MSA,; (ii) a Force Majeure Event {subject to compliance by CGI
with its obligations arising under this MSA in connection with such Force Majeure Event); (i)
any circumstance where CGl is prohibited by applicable Law from taking actions required to
correct suich failure so long as CGI has provided prompt notice to SOV of the basis and extent
of such prohibition and has proposed appropriate efforts to address the same for approval by
SOV, (iv) service or resource reductions requested or approved by SOV and agreed to by the
_parties through the Change Control Procedures; or (v) if any of the assumptions set forth in this
Statement of work are exceeded and through the Change Control Procedures the Parties
identify additional hardware, software, or telecommunications resources required to meet SOV's
needs the costs for which are additional Charges under this Statement of Work, and for which
SOV does not agree to such change and does not approve the addition of such resources (and
payment of such additional Charges). For clarity, adverse performance of the components of
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material breach of the MSA, and the parties agree that such definitions will not be used to limit
the scope of the definition of a material breach of this Agreement. Each Egregious violation
sets forth a Service Level Credit, and for each violation, SOV may elect to terminate under this
Section, or receive that Service Level Credit, but not both

c. Tlmlng of Termination. If SOV elects to exercise the termination rights stated in this
Section 9, SOV must elect such right within twenty (20) business days of SOV's delivery-of
wrltten notice to CGlI of the applicable violation.
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STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY .

AMENDMENT NOQ. 1 TO MASTER SERVICES AGREEMENT

EXHIBITE - scbiﬁz ASSUMPTIONS

The following assumptigins ar_é intended to augment the RTM_ and assist the SOV in understanding the basis Supplier has
developed with regard to defining the Project scope, timing, resources, roles and responsibilities, and cost. Any
required changes to these assumptions will be addressed by the Parties through the Change Control Procedures.

These Scbpe Assufnp_tions are part of the Master Services Agreement (MSA).

1.1.1. General Project Assumptions

The project under SOW No. 1 (the “Project”) began on December 17, 2012. The project team will be co-
located in the Williston area at a location to be provided by the SOV,

e Elaboration Assumptions.

Q.

o]

0

Prototypes will be demonstrated to selected super users on an ad hoe scheduling basis.

Iterative development will include functionality that can be built during the allotted timeframe as
defined in the WBS, defined as deliverable D-01 (Baseline Schedule — WBS).

Subsequent iterations will include further 1eﬁnements to previous iteration functlonahty as time allows
as defined in the Pro_;ect Work Plan.

All prototype workshops will take place at a single location and make use of web confefencing to
provide access to users who cannot attend workshops directly.

Durmg testing (of all testing types), defects will be classified by the SOV and Supplier coIlaboratmg in good faith.
- If the Parties disagree as to. a classification, then SOV’s classification will govern.  Defects will be classified as

follows:

Sevi Essential Business Process Affected - Any highly critical system or
service outage that results in loss or severe degradation of material
business processes and/or capabilities, including those that are defined as
“must have” in the finalized requirements, and for which there is no
acceptable workaround, as determined by SOV in its  reasonable
discretion. (Availability of workaround renders it “Sev2”)

Sev2 Part of an Essential Business Process or Workgroup Affected -
Degradation of system or service performance that impacts end user
service quality or significantly impairs business process control or
operational ~ effectiveness- . for . material functionality, including
functionality defined as “must have” in the finalized requirements, but for
which there is an acceptable workaround.

Sevd | Non-Essential Business Process or Workgroup or Individual
Affected - Minor degradation of system or service performance that does
not have any impact on end user service quality. These are typically
cosmetic defects.

Doc Documentation Defect Error of omission in document.

e The SOV and Supplier will coordinate to establish a series of regular, formal reviews of the project progress,
issues, and strategies for risk mitigation.

Exhibit E
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s All deliverables have been approved by SOV and submitted to CMS
¢ Post-Production Readiness plan

1.1.3. Staffing Assumptions

1.1.3.1. SOV

s The SOV is responsible for appointing a dedicated full-time SOV resource to establish and manage a project
team to work on the Project and provide for timely completion of the SOV’s Project responsibilities. Supplier
has provided a list of roles expected to be provided by SOV in Section 1.3,

» _ The Department of Vermont Health Access, in conjunction with Department of Information and Innovation
(DID) and Agency of Human Services (AHS)-IT, is responsxble for facilitating the participation of other State
agencies and insurance carrier staff as required to assist in the design, development and testing of State of
Vermont agency interfaces and State insurance carrier interfaces.

e Supplier will incorporate SOV tasks and estimated level of effort to the project schedules through the lifecycle
of the project. This view of SOV responsibility will be tracked through the regular project management
approach facilitated by the SOW and Supplier project management.

 1.1.3.2. Supplier
Supplier will have the followmg staffing in place for the Project:
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+  Staffing processes include accountability, processes, and procedures to effectively and efficiently meet staffing
requirements, State requirements, and Federal hiring practices. Supplier will ensure flexible and scalable
enough to meet changing requirements and operational demands quickly and efficiently.

»  Factors such as specific skill sets, experience of staff at commensurate projects, outcome successes of specific
staff, cultural fit, and bench strength of the organizations supplying staff are all taken into consideration when
determining how and where to acquire staff. For the Project, factors taken into consideration include:

o Complexity and size of the project

o Implementation of newer technologies

o Types of business problems being addressed

o Timeframe to implement

o Proxiniity to project site and/or experience with virtual teaming

e Change of Staff

Supplier will utilize the same hiring process outlined above in the event there may is a need to provide
replacement or additional personnel. Replacement personnel may be required when planned staffing changes
result from periods of increased project activity (those periods tracked and planned for in the Schedule across
the SDLC). Additionally, when the project experiences an unplanned loss of staff, the Supplier’s team is
required to identify their replacement. '

Supplier is especially focused on mitigating the impact of unplanned loss of staff since the Exchange Schedule

‘is aggressive. The Supplier’s Project Manager has the authority to escalate the priority of the staffing of any
position so that resources are focused on staffing the most critical positions first. At-a corporate level, Supplier
shall maintain a bench of project consultants (both functional and technical) that can be evaluated immediately
if an unplanned loss of staff occurs. The Staffing Coordinator shall maintain a pipeline of external candidates
particularly with HIX, health and human services and/or specialized technical expertise that can be tapped in
the event of a sudden unplanned loss of staff on the Exchange Project. The Exchange Project team leads are
directed to cross-train team staff as a stop-gap measure should an unplanned loss of staff occurs.

»  Key Staff

Certain roles on the project are defined as Key Staff as identified in the Organization Chart and Staffing Table
located in Section 1.1.3.2 of this Exhibit. Positions that are designated as Key Staff will not remain vacant for
more than 30 calendar days. Key Staff positions will not be filled with employees who are assigned to fulfill
the roles and responsibilities of the pesition in a temporary capacity and/or maintain responsibilities for another
position. Supplier shall report the replacement of Key Staff'to the SOV IT Manager and HBE Project Manager
and shall provide a resume for the replacement within three weeks of the Key Staff members’ resignation, and
will be subject to the SOV’s written approval (hot to be unreasonably withheld). Supplier roles and Project
organization are set forth in the Organization Chart and Staffing Table above.

Sup_pl'icr’s Project Manager will coordinate its project activities with the SOV HBE Project Manager in regards to
project-related items such as: financial reporting, contract amendments, invoicing, status reports, etc.

1.1.4. Facilities and Access

» The SOV is responsible for providing space and furnishings for Supplier to co-locate their project teams in a
joint facility. Supplier is responsible for providing computer equipment needed for its staff.

» ~ The SOV will provide badge access for Supplier personnel to identified locations for the duration of the Project
_ as long as Supplier staff meet the SOV security requirements necessary to provide a badge.

o The SOV will provide wireless, internet connectivity to Supplier staff at the co-location gite.

1.1.5. Deliverables & Standards Assumplions

» The SOV is responsible for reviewingPproject document deliverables in the timeftames specified in the PMP.
The SOV and Supplier Project Managers may mutually agree to shorten or extend the review time should it be
réquired. Any such change to the duration will be documented in the mutually agreed Project Schedule and/or
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1.2.2. Development and Implementation

1.2.2.1, Solution Configuration Development and Testing

Supplier will be responsible for Unit, Integration, System, and load testing with support from the SOV in
reviewing and approving test cases and test results.

Supplier will organize and support User Acceptance Testing (UAT). The SOV will provide resources to
execute UAT scripts. Supplier and SOV will document a plan for development of the UAT scripts in the
testing plan.

The. Establishment Review Process has feplaced the Excharige Lifecycle as the current CMS guidance for
Exchange deliverable review.

Sﬁppli’er will train SOV staff on the use and organiiation of Supplier Ensemble SharePoint project repository.
The Supplier Ensemble SharePoint repository shiould be used to store only project management and delivery
documentations; State-specific confidential data will not be stored in the Supplier Ensemble SharePoint
repository.

Supplier will work with thie SOV to provide preliminary design review artifacts to support a “Design Consult”
with CMS targeted for Q1 2013. Supplier will support the SOV-CMS design reviews by providing the artifacts
defined as necessary by CMS for Federal Gate reviews. ‘

Exchange will support browsers consistent with CMS Guidance for web-based non-employee facing user
interfaces. Exchange will support commonly used bro'évs_ers (Internet Explorer 8 and above), Firefox (current
and subsequent versions plus the two prior versions), Chrome (current and subsequent versions plus the two
prior versions) and Safari (5.1 and subsequent versions). '

While a broad raﬁge of devices such as smart phones, tablets, and iPads that have modern web browsers that
support HTMLS witl be able to access the consumer portal, the full shopping, enrollment, and self-service
capabilities of the Exchange require ample screen size (e.g., tablet and above) for appropriaté usability.

Any modifications to the existing eligibility legacy system (ACCESS) that may be required as a result of the

- implementation of MAGI eligibility will be accomplished outside the scope of this effort.

1.2.2.2. Interfaces

The State and Federal Systems/Applications that integrate with the Exchange will be available during System

Integration / UAT with data to test end to end scenarios.

The SOV is responsible for facilitating Supplier's access to and ensuring the availability of access to SOV
systems and interfaces, :

Supplier and the SOV have developed a list of required interfaces within the Project Work Plan, through‘ the
‘interface deliverables.’ The SOV will provide such interfaces through inter-agency agreement with the State
agencies and secure production files for the final testing of the system interfaces.

Supplier will provide an interface to the Federal Data Services Hub, including:
o Federal Exchange Eligibility Service Interface
o CMS System Interface
o Federal Hub Interface
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1.2.3. Deliverable List

Project Manaéement D_eliverables

(D-04) Project Management Ploject overview, project scope definition, overview of the project management
Plan (PMP) plan and related processes. Includes a project organization chart. The PMP
includes the following standard sections,

Scope Management Plan The Scope Management Plan addresses the definition, monitoring, controlling,
- ' verification and communication of project scope to stakeholders and team
members. Contractual documents, thé project deliverables list, and the wotk
breakdown structure provide the definition of scope for the projects, and this
document describes the roles, processes and tools used to manage this scope,
particularly as it relates to how and when scope changes may be made in the

~ Change Management topic.

Change Management will describe the process, procedures, and tools that will be
employed for the project to determine whether or not a change should be made to
a baseline configuration item, The Change Management process provides the
- capability to identify, accept, evaluate, determine, and communicate the
disposition of issues that result in changes to project scope or configured items.

-Configuration Management The processes and tools by which software and non-software work products are

Plan . ' developed stored, reviewed, approved, versioned, baselined, tracked, and

’ maintained. This includes deliverables management and requirements
traceability.

This will cover both the managemertt of deliverables and requirements through
the project lifecycle, and address the tools and processes for managing them.

Schedule Management Plan The process of managing, maintaining and controlling the Project Work Plan and

Schedule, including a WBS based upon deliverables and milestones of the
Project
| Quality Management Plan “The overall quality methodology and processes for the project, including quality

assurance, quality management, and quality control. The Quality Management
Plan addresses the methodology for quality, including adherence to prOJeet
standards, templates processes and procedures.

ThlS section w1ll specificalty address the processes by wh:ch project deliverables
will - be clearly defined, including acceptance criteria, through Deliverable
Expectation Documents {DED), followed by other process steps in place to
maintain quality -as del1verables are developed, submitted, reviewed and

approved.
Human Resources, The processes. that are used to organize and manage the project team. It includes
Management Plan the approach for addressing staffing requirements, project roles, and

responsibilities and how changes in staffing will be handled.
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 Elaboration Deliverables

Interface Design Documents Supplier will develop interface requirements documents to support the
categories of interfaces listed. = The interface requirements documents will
address for each of the interfaces the major function being suppotted, direction
(one or two way), the major integration points, a specific list of the data
elements, and the frequency (batch or interactive).

[y

(D-05) State Interfaces Design  Specific requirements for the state interfaces design.
Document ; : '

(D-06) Federal Interface Specific requirements for the federal interfaces design.
Design Document : -

(D-07) Carrier System Specific requirements for the carrier interfaces design.
Interface Design Document

(D-08) Exchange Accounting Specific requirements for the accounting system interfaces design.

System Interface Design

Document ]

Deliverable: (D-17) The RSD provides a complete description of the behavior of the system to be-
Requirements Specification implemented as well as describe interactions the users will have with the
Document (RSD) software. '

Supplier will again leverage the documentation provided by the Federali CALT
and our own artifacts from HIX projects already underway.

(D-16) Requirement Traceability "The Requ'irements T‘raceability Matri_x_, which .for avoidance of doul?t includes

Matrix (RTM) the Functional Requirement Traceability Matrix and the Non-Functional
Requirement Traceability Mattix, is the basis for making sure we meet all the
program requirements by Phase. It tracks all requirements through the DDI phase
to confirm the final solution meets expectations.

The RTM provides links between the business requirements, technical design,
use cases, and test cases.

The RTM validates full coverage of the requirements in the solution and also is
the base for analyzing the impact of changing requirements, once in production,
to the various system components,

The RTM will be updated throughout all phases of program.

Exhibit E Page 11



Deliverable: (D-27)
Information Security Risk
Assessment

STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY

AMENDMENT NQ. 1 TO MASTER SERVICES AGREEMENT

Required for federall owned systems, This assessment inc e_s identifica

 risks and possible mitigation associated with information security components

and supporting infrastructuie.

Deliverable: (D-28)
TImplementation Plan

Descriptions and procedures of how the Exchange solution will be installed,
deployed, and transitioned into an operational system

The Implemeﬁtation and Deployment Plans must include the following
components: '

A detailed explanation of the Supplier’s implementation methodolbgy

An up-to-date detailed implerﬁentation schedule

Deliverable: (D-29)
Contingency/Recovery Plan

Required of federally owned systems. Includes management policies and
procedures to maintain or restore business and technical operations in the event
of emergency, system failure, or disaster

Deliverable: (D-30) Data Use
Agreement/Data Exchange
Agreement/Interconnection
Seeurity Agreement

Agreements - between parties for the use of personal identifiable data, and to
ensure secure data exchange. This includes a Safeguards Procedures Report
(SPR), which includes information that Internal Revenue Service (IRS) Office of
Safegudrds expects from an agency regarding their procedures for safeguarding
Federal Tax Information (FTI), in any instance where- that-agency intends to
receive, store, process, or transmit FT1

Exhibit B

Page 13




STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT

Deliverable: (D-31) Test . This deliverable will in¢lude the test results for the following 4 test cycles
Reports

+ Intepration Test Reports

+ Performance Test Repotts
¢ System Test Reports

*  UAT Test Reports

Though the deliverable will include all 4 test cycles, the cycle specific reports
will be developed and reviewed incrementally throughout the testing cycle.

Transition ‘an_d Support Deliverables

ocumeritation in support of the Exchange Go-Live Event.
Document ‘ T

Deliverable: (D-33) Operation  Description of the business product operating in the production environment, and

& Maintenance Manual information necessary to effectively handle routine production processing,

(O&M) ongoing maintenance, performance monitoring, and identification of problems,
‘ issues, and/or change requirements. ‘

(D-34) Training Plan - Description of training effort to use and support the system, including initial and
subsequent remedial training for business users and system support personnel.

(D-24) Training Materials Documentation on the overall solution to enable end users to effectively utilize
the system. . ’

Documentation associated with the deployment and use of the Business Product,
including instructor and student guides, audio-visval aids, and computer-based or
other media. ‘ -

The Supplier Team will leverage our other HIX engagements to bring together
the Training Materials, Manuals and lessons learned.

(D-25) User Manuals Documentation associated with the deployment and use of the Business Product,
including instructor and student guides, audio-visual aids, and computer-based or
other media.

Exhibit E ' Page 15



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT

1.4. State of Vermont Health Services Elsterpri:se Program Office of IT Projects Structure

State of Vermont Health Services Enterprise Program Office of IT Projects

AHS and Department of Information and Innovation Project Roles and Responsibilities

.1

Project Sponsor . The Project Sponsor assumes project ownership and performs the following
functions:

Assumes project ownership, and is the highest possible level of project review and
provides policy leadership and oversight as needed. Reviews and resolves policy,
fiscal, and resource allocation issues that cannot be resolved at lower levels.

Ultimately accountable for securing spending authority and resources. Acts as a
vocal and visible champion, legitimizing goals and objectives.

Executive Committee The Executive Committee will be comprised of senior management personnel and
representation from the Project facilitated by an appointed chair person who will be
part of the committee, and the committee will convene regularly to provide direction
or support required to the project and to support the Project Director.

Projecf Director The Project Director is responsible for the overall success of the projéct thréugh
- planning, directing, and overseeing the activities of the Project resources.

Project Team . The Project Team will be comprised of the various SMEs from both the business and
technical spheres and end usets from the State, and Local Agencies, as well has QA

* team members. This team will assist in various day- to-day activities and/or key
milestones of the project. '

Project Manager The Project Manager will be responsible for gathering and distributing information on
project status, risks, issues and quality assurance reporting. This role will be filled by a
person with in- depth knowledge of State and Industry PM methodologies and will
report to the Project Director. The Project Manager will have the responsibility of
formally accepting vendor project deliverables, unless this responsibility is delegated
to another party.

The Project Manager will be responsible from a State perspective for ensuring
scope, schedule, budget, and minimal required documentation deliverables are
completed.

ExhibitE ' Page 17



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT

Due to the interlocking functionality of the projects, each project team will be ﬁighly informed of the activitiés
happening within the other projects within the EPMO. The Supplier will be expected to support AHS
Program-level and inter-project communications between project teams to ensure proper transfer of knowledge -

between them.)

HSE Program Management Office

Executive Committes

-Exhibit E : ' _ Page 19



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
AMENDMENT NG. 1 TO MASTER SERVICES AGREEMENT

1.5. Supplemental Activities

As an output of the Revised Scope Date item resolutibn, CGI will undertake the following supplemental activities:

Customer Service

s  Provide SME resource(s) to liaison between CGI and Customer Support workshops; identify potential
improvement opportunities

*  Assist in analyzing the current set of Resolver roles and responsibilities, ecosystem, and escalation points, and
recommend customer-centric and efficient best practices

» The CGI SME will also provide guidance for Operating Level Agréements by reviewing and commenting on
key focus areas, including services provided, escalation procedures, change procedures and process
improvement

Financial Management

-« - Utilizing existing templates, design, build and 1mplement reports based on financial data received from the
Premium Processing solution

*  Allreports will be available for automatic upload into VISION on a daily basis

s Three reports have been identified for development, AR, AP and GL, with an additional two more to be defined
Privacy & Security
The following items will be included as part of CGD’s project delivery:

Draft P1A

Draft a Business Partner Agreement

Draft standards, policies and procedures to comply with 45 CFR §155.260

Design training for staff (ESD etc.) re ACA requirements, (mandatory HIPAA training already in place)
Design training for contractors — for example navigators and/or assistors, with the final list to.be developed.
User Experience .

¢ - Should SOV chose, contract with Jellyvision for the implementation of their avatar solution, supporting the
non-ransaction member experience

» At the direction of SOV, engage additional resources to support the activities in the areas of user experience,
member quality assessment, and/or decision support tools

The following adjustments were made to the cost proposal based on the output of the 30 Day activities

A collective goal was set to identify and act upon potential re-use opportunities, reflected as a credit to SOV

»

e Plan Management implementation costs were reduced

¢ Costs for an interface with the Federal Data Hub were added

* Requirements in support of MAGI Medicaid were added to the RTM
11785713v.11
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STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
- AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT
State of Vermont Cost Proposal Notes

GCGI.

1 Executive Summary

CGT’s Cost Proposal to the Hawaii Health Connector was used as the basis for the State of Vermont

" Health Benefit Exchange cost workbook. The following is a high-level comparison of the two sets of
cost scliedules, with the Vermont figures reflecting those in the Amended and Restated Exhibit L,
Cost Proposal. ' S Lo : :

Description of Deliverable

Vermont Hawaii

Project Planning & Administration | $2,460,650.00 $2,801,683.70
Deliverables ' '

Design, Development & $14,227,105.00 | $14,250,913.67
Implementation Deliverables : |

Full Implementation of Exchange $28,935,393 $21,801,580.81
Solution'

Total Detailed Deliverable Cost $45,623,148 $38,854,178.18

Schedules

Ongoing Operation Costs — Base $10,206,027.00 $14,441,125.64
Years - :
Ongoing Operation Costs — Optional | $13,782,240.00 $9,565,674.50
Years

Rate Card — Evaluation only amount | $0.00 $275,392.56
from HI HIX RFP

Mandatory Optional Costs $0.00 $8,343,133.00

Grand Total | $69,611,415.00 | $71,479,503.88

Some of the more significant areas of cost differences between the Vermont and Hawaii cost

- proposals include:

e Salary Adjustments to reflect competitive nature of market for qualified project team

members.

¢ Dedicated Hosting Solution

o Software License Savings through the removal of Oracle and Healthation licenses.

» Software Maintenance Savings

¢ Exeter IP & Services

s Reduced Contract Term

! Definition in Hawaii cost proposal included “(with Premium Processing for SHOP)

February 1, 2013

2012 CG! Technu]‘agi;s and S.ohm'ons Tne., All Rights Reserved.
Proprietary and Confidential

Executive Summary
Cost Proposal
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E‘ STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
CG l ‘ _ AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT

State of Vermont Cost Proposal Notes

1.2 CGI's Overall Cost Summary

Table 1 summarizes the pricing of our total solution.‘

" Table 1: Mandatory Solution Components : .

FFP for Design, Developmentand Implementation of our Exchange - 45,623,148
Solution ' : :
Maintenance and Operations (total for base contract term + 2_ one- a 23-,988,2:67

year options)

Total Product Price Mandatory Components P . 0.00

Grand Total Price Mandatory Components : 6_9,611,415

The following subsections of our proposal describe the cost elements of our proposed solution.
The comipleted tables can be found in the following sections.

February 1, 2013 ’ Executive Summary
Cost Propesal
1-3
© 2012 CGI Technologies and Solutions Inc., Al R_igl:rs'Reser\ieti.
Proprietary and Confidential
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H‘ . STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
CG I AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT
State of Vermont Cost Proposal Notes

1.4 Table 5.2.3 Ongoing Operat;ons Costs — Base Years

" This schedule provides the ongoing Maintenance and Operations costs of our Exchange solutlon
during the two year base contract. The fees include coverage of operatlons, software
maintenance, fulfillment costs and hosting,. :

Worksheet Notes:

»  M&O commences upon the 10/1/2013 go-live date of the Exchange
»  The first year of mandatory M&O runs from 10/1/2013 through 9/30/14.

»  To align with the two-yeat base contact period, the 2™ year of mandatory M&O is only a
- partial year, running from 10/1/2014 through 12/31/14 and has been priced accordingly.

Executive Sumimary
Cost Proposal
1-5

February 1, 2013

© 2012 CGI Teéhnalogies and Solutions Inc., ANl Rights Reserved,
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h STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
CG I : AMENDMENT NO. 1 TO MASTER SERVICES AGREEMENT
State of Vermont Cost Proposal Notes

1.6 Table 5.2.5 Hourly Rate Schedule for Change Orders

This schedule includes hourly rates for potential Change Orders. The rates in this schedule are
for enhancements or other Change Orders in excess of the 2,000 hours already covered in the

ongoing M&O fees on Tables 5.2.3 and 5.2. 4
-CGI understands that there is no commitment from the SOV to purchase Change Orders.

Worksheet Notes:
The total value from Table 5.2.5 was included in the Hawaii HIX total evaluated cost
amount. The proposed hourly rates were each multiplied by 100 hours in order to provide
a meaningful difference between the rates proposed by multiple vendors. This evaluation-
only amount does not reflect committed scope that will be delivered by CGIL.

»  We have provided staff classifications for the major position types we would expect to be
delivering incremental Change Orders.

1.7 Table 5.2.6 Summary Schedule of Project Costs
This schedule brings forward the totals from schedules 5.2.2 through 5.2.5. |

Worksheet Notes:
This schedule includes the two optional years of M&O fees in addition to the mandatory

costs for the base contract term.

»

1.8 Tables 5.2.7 through 5.2.8.9

These schedules are not applicable to our Cost Proposal. CGI does not have any “Other
Associated Costs” and Vermont has requested that we do not provide prlcmg for the Mandatory

Options that were included in our Hawaii HIX proposal.

Executive Summary

February 1, 2013 :
Cost Proposal
1-7

© 2012 CQI Technologies an.d Solutions Inc., ANl Righis Reserved,
Proprietary and Confidential
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Varmont HIX
£.2.9.4 License Payment Schedule

Product Vendor Camments License Type License Cast’
OneGate Exeter Enterprise 5,764,706.03
HP Quality Center HP - Requirements Management 30 Concurrent Users 124,712.00
- Defect tracking . :
- Central console for test activity management, exeqution,
! and reporting E
- Supports both manual and automated test approaches
{including unit testing, functionaf testing, regression testing,
' and performance testing) .
QTP HP Testing 3 Concurrent Users 31,178.00
LeadRunner HP Load and Performance Testing 1000 virtual Users 89,723.00
Web Inspect HP Security Vulnerability Testing Tools 1 Concurrent User 31,935.00
. License
JIRA Atlassian - Issue and Defect Mgmt Enterprise 2000 18,476.00
Users
GreenHopper (JIRA Studio} Atlassian Features/Task Management Enterprise 2000 4,619.00
- |Users
Ensemble caGl Internal {€GI) document repository (Issue, Change, Risk, 19,037.00
Collaboration, Doc Repository)
CGI SWAT CGl Agile tool, sprint m ent -
SpringSource Vmware Java IDE Open Source -
Toad Quest DBA Utllity; 2 optimizer + 5 standard 2 Optimizer, 5 13,360.00
Standard
Subversion FOSS/Apache  |Version Control Open Source -
Maven FDS5S/Apache |Build Tool Open Scurce -
3ankins/Hudson FOSS/MIT - Continucus Integration Server Open Source -
SONAR FOSS/LGGPL  |Coding Standards {JAVA} (Code Quality Metyics) Open Seurce -
FindBugs FOSS/LGGPL  |Coding Standards (JAVA} Open Source -
Chackstyle FOSS/LGGPL  |Coding Standards (JAVA) Open Source -
JavaNCSs FOSS/GGPL Code Metrics (Java) Open Source -
Cobertura FOSS/GGPL Code Coverage {lava) Open Source -
ravadoc Oracle Documentation (Java) Open Source -
Tunit FOSS/OPL Unit Tasting tool Cpen Source -
jProfiler e technologies |lava Code Profiling Cne Server 4,925.00
CA Erwin CA JDatabase Design and Data Modaling; 2 workgroup + 5 2 workgroup, 5 15,829.00
. navigators : Navigators
lustinmind Prototyper justinmind.com |Wireframe development 2 User Licenses 1,155.00
XML Spy Altova XML Editing Tool Enterprise 1,154,00
Logate Verify {Address Verification for USA) Logate Address locations for Oracle Enterprise Data Quality 1 Server 3,464.00
Address Verification Server . '
Liferay Enterprise Edition FOSS/LGPL |6 Servers & cores 2-Production, 5-Nen- 137,414.00
: Production, 2-DR
JAWS freedom - ADA Compliance verification 1 license 1,264.00
Scientific - Usability Testing
Thunderhead NOW Thunderhead }Simple Correspondence 200K-300K 214,348.00
selenium FO5S/apache  |Web application record/playback too! used for regression  |Open Source -
testing of the user interface '
scapUl Pro soapui.org Web services test tool; supports automation of web 10 Licenses 11,618.00
services inspection, invacation, simulation, mockup,
functional, load, and compliance tests
Java PDF417, QR Code Generator KeepAutomatio " |corporate ' 3,694.00
Quartz FOS5/Apache Open Source -
SLF4) FOSS/MIT Open Source -
splunk splunk.com 500 megabyte-per- 6,928.00
day perpetual
license plus First
Year Support
MagicDraw magicdraw.co {UML Modeling 5 Users 4,401.00
m
Eclipse eclipse.org Java IDE Open Source - -
AccVerify Hisoftware 508 Compliance Check 2 User License for 2 3,169.C0
Years
CS5Analyzer Usability Testing Toals Open Source -
Google Analytics Google Web Analytics Free -
! Licenses to be pold upon installotion
Configuration Total § 6,507,109.00
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- STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
EXECUTION VERSION

Amended and Restated Statement of Work No. 1

This Amended and Restated Statement of Work Number 1 ("Statement of Work" or “SOW") is

“issued pursuant to the Master Services Agreement first dated as of December 13, 2012, as
amended February 28, 2013 (the "MSA") between State of Vermont (“SOV") and CGI

Technologies and Solutions Inc. ("Supplier’). This Statement of Work incorporates the terms
and conditions of the MSA as if the MSA were fully set forth in the text of this Statement of

Work. Capitalized terms not defined in this Statement of Work are defined in the MSA.

1. EFFECTIVE DATE AND TERM OF THIS STATEMENT OF WORK.

'This Statement of Work is effective as of December 17, 2012 (“Statement of Work
Effective Date”) and shall continue through December 31, 2014, which shall constitute
the “Statement of Work Term”. The Statement of Work Term may be extended for up
to two (2) one-year periods, at the option of SOV. '

2, SERVICES TO BE PERFORMED AND SCHEDULE OF PERFORMANCE

A.

Scope of Services

The Supplier will provide (i) IT Services based on the Functional Requirement
Traceability Matrix and the Non-Functional Requirement Traceability Matrix (together
the “RTM") attached here as Schedule A to this SOW and incorporated herein by
reference and the (i) Hosting Services described in Exhibit |. Additional specificity
regarding the scope of Services is provided for in Exhibit E (Scope Assumptions) to
the MSA. As described in Section 17 below, the scope of Hosting Services will be
further developed and refined by mutual agreement of the parties by March 1, 2013,
or such other date mutually agreed by the partles pursuant to a Change Order
(“Rewsed Hostmg Scope Date™).

Location of Services.

Supplier will perform Services under this SOW at a SOV prov:ded facility. Supplier
will also perform testing services at its facility in Belton Texas. All Hosting Services
will be located in the U.S.

Deliverables and Work Product. :

CGl will perform or deliver, as applicable, the deliverables as set forth in the MSA,
including, without limitation, the deliverables as set forth in Exhibit E and Exhibit L
attached to the MSA (including a cost schedule and an executive summary)}.
Additional details regarding the deliverables and work product are documented in the
Project Management Plan (“PMP").

‘Milestone Schedule

Supplier will provide the Services in accordance with the timeframes set forth in the
Baseline Schedule. A list of Critical Milestones subject to liquidated damages is
included in Exhibit C.

Acceptance Criteria and Process.
The Deliverable acceptance criteria and process is set forth in the PMP.

Supplier Personnel.




R .. STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
" EXECUTION VERSION -

Supplier expects to engage Exetér Consulting (and its affiliates) to configure the

-OneGate product. The scope of the subcontractor _configuration work is set forth in

the PMP and the RTM.

SOFTWARE.

- A. Third_Party Software provided by Supplier

Subject to the terms and conditions of the MSA, Supplier Will procure the following
Third Party Software for SOV (the licenses for which will be directly between Supplier
and the respective third party vendor): . — S :

" Liferay

OneGate

- Thunderhead ' -

B,

Third Party Software provided by SOV. o
SOV will provide licenses for Oracle products and will pay maintenance on those
- products during the term of the SOW.

H

ARDWARE.

Not applicable at this time

T

HIRD PARTY CONTRACTS.

e e e e e Pt

NONE AT THIS TIME.

SERVICE LEVELS.

See Exhibit D attached to the MSA.

10.

SECURITY, DISASTER RECOVERY, BUSINESS CONTINUITY PROCEDURES,
CONTROLS '

See MSA and Exhibit D (Service Levels) and Exhibit J (Supplier Contingency
. Plans) attached to the MSA. -

M.

FORECASTING

 Any forecasting needed is as set forth in in the PMP.

12.

FACILITIES TO BE PROVIDED BY SUPPLIER.

Not appli¢able.

13.

ASSUMPTIONS.

A. See Exhibit E (Scope Assumptions) attached to the MSA.



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
EXECUTION VERSION

.SCHEDULE A
RTM

[see attached]
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Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

Financial Management Requirements Traceability Matrix

o m.xn:m:mm _:ﬁm.ﬂ:m_ mcmm.l.m.wm ogmmﬁ‘ Track operational and o<m_.:mmn._ expenses A under SCVs expected business
Accounting ’ . of the Exchange. process
Fiv-106
Financial Management Exchange [nternal Healthation NA The system will summarize and apply NA under S0Vs mx.vmnﬁma business
Accounting : general ledger coding to the financial process
transactions. - -
FM-107
Financial Management Exchange Internal Healthation NA The system will update the Exchange NA under SOVs expected business
Accounting Financial Management database. process
FM-108
Financial Management Exchange Internal Healthation NA Transmit the general ledger transactions to MA& under SOVs expected business
Accounting the accounting system. - process
FM-109 :
Financial Management Exchange [nternal Healthation Cracle BI The Exchange will provide detail reports 1o
Accounting support and reconcile the Exchange Annual
. Financial Report.
FMm-110 : .
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Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

Administrative Requirements Traceability Matrix

Data Quality Oracle Enterprise |Oracle Enterprise [Perform periodic analysis of data for S
Data Quality Data Quality - [accuracy and potential individua! contact
for verification, and potentially, follow-up
on incomplete information (e.g., dummy
DOB or SSN) |
A1 |Audit : .

Eligibility OneGate OneGate Maintain data to produce a report of the S
Determination . outcomes of rules exectition for all
eligibility determinations {positive or
negative) for appeals research and to
: analyze correctness of eligibility -
A-2°  |Audit _ ‘ . _ functionality. _ ,
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Security All, as All, as To adequately respond to “breach
, appropriate appropriate notification requirements,” the Exchange
should maintain an audit trail to aid in
recreating a security incident and’
determining the extent of the security ‘
A6 {Audit breach. This data will aid in identifying who
must be notified rather than having to
notify all individuals.
Identity Oracle Enterprise |Oracle Enterprise |Retain sufficent data to allow periodic
Management Data Quality Data Quality sampling and analysis to identify potential
fraud, waste, and abuse.
P
A8 _.om..mwa
Integrity
Individual Oracle MDM Oracle MDM Retain sufficient data to allow periodic
Identification {Customer Hub) |(Customer Hub) [amalysis of potentially duplicate individuals |
Program
Integrity ’
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Web Analytics Google Analytics |Google Analytics |Provide web analytics tools comparable to
) Google Analytics
Web Analytics R
Web Analytics Splunk Splunk [Provide the capability to review raw web
- logs for usability and security analyses
Web Analytics
SHOP, EE,Plan Business Objects |Oracle B} The specific Bl requirements for Exchange The CGIl team
) Management ‘ : data have not been identified, but it will will develop
involve KPI definition, trend analysis, the Vermont
forecasting, statistical analysis, and specific
Busi aggregation of eligibility, enrollment and. Feports
Alg [cusiness plan data. This data will include, but is not through
Analytics
limited to: Oracle Bl for
- Cost breakdown per individual HBE
- Cost breakdown per employee {SHOP) operations.
- Cast breakdown vmﬂ employer
- Plan data
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. Platform Business Objects |Oracle Bi  |The system must provide the ability to
transmit reports to various designated
. recipients in a secure manner.
Business .
A-23 )
Analytics -
Platform Business Objects |Oracle Bl The system must provide the ability to roll-
o - _[up {summarize data} and drill-down (view
details) in.reports online.
, iness
A4 Busi m.
Analytics
Platform Business Objects |Oracle Bl The system must provide the ability to  ~
. _|schedule the generation of reports at
. |specific times.
Business
A-25 v

Analytics
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Platform : Business Objects |Oracle Bl The system must provide the ability to sort
) - |data within reports in multiple ways.
A-30 mcm_:m.mm
Analytits
Platform Business Objects |Oracle Bl The system must provide the ability to
|present data in graphical or chart format.
A31 _w:mm:m.mm '
Analytics -
Platform Business Objects {Oracle Bl - The system must provide the ability to
) o ‘ ‘ limit report views based on user security /
access rights. .
A32 _w:m_:m.mm
Analytics
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Summarized Reporting Requirements Traceability Matrix

_\..ﬂ.muon.m:,m

Business Analytics

Business Objects

muwmn_m ‘w_,

Provide a business analytics solution for the Exchange

that will use a data warehouse for business intelligence,
predictive analytics, and reporting.

RP-1
. Repaorting Business Analytics Business Objects |Oracle Bl Enable ad kot query and reporting capability by
authorized users
RP-2
Reporting Business Analytics Business Objects [Oracle Bl Store and recall saved queries created by autherized
- users o
RP-3
Reporting Business Analytics Business Objects |Oracie BI Track and maintain history of alt ad hoc queries and
reports run within the system
RP-4
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Summarized Reporting Requirements ._._.mnmm&m_mi Matrix

rate Monthly m.mno..m on Ind

Reporting Finangial Business Objects |Oracle BI |Gene duail Enrollment in : M
- Management Qualified Health Plan .
RP-9
xmnonim Financial , |Business Objects |Oracle Bi Generate report of Individual Premium Payment History M
Management to CMS _
RP-10 . _
Reporting Financial Business Objects |Oracle Bl Generate and Send Enrollment Discrepancy Reports to M
Management . Issuer and CMS
RP-11
Reporting Financial Business Objects |Cracle BI The Exchange will provide detail reports to support and M
Management reconcile the Annual Financial Report.
RP-12 . E
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Summarized Reporting Requirements Traceability Matrix

RP-16

Oracle Bl

exchange view, including data such as;
- Plan title and description

- Plan quality rating

- Plan providers

- Qut of pocket limits

- Annual deductable

- Doctor Choice

- Prescription Choice

- Monthly Premium

- Applicants Denied

- Plan Details - to be determined

- Link to Issuer/Plan website -

- Medical loss ratio

- Transparency in coverage

- Summary in benefits and coverage

- Levels of coverage

- Avaitability of in-network and out-of-network providers

RP-17

Reporting

Plan Management

Business Objects

Cracle Bl

Provide periodic report to the Federeal Data Services
Hub to submit required data to CMS, but not limited to:
- Issuer data .
- Plan data including

- Benefits structure

- rates : .

- enrpliment
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Summarized Reporting Requirements Traceability Matrix

CGI Plan |

Plan Management CGl Plan |Retain and report-on periodic historical plan quality W .
Management Management |ratings as determined by the Exchange.
RP-22
Reporting )
Plan Management CGl Plan CGl Plan The system must be able to display a variety of data w
Management Management [about a plan to help determine the decision to renew
. including:
- 1gsuer Performance Data
RP-23 N - Quality Data
: - Complaint Data
- Coverage data
- Benefits and rates
Reporting . )
Plan Management Siebel Public Siebel Public ~|The system must be able to track and manage W -
Sector CRM Sector CRM complaints and consumer feedback about tssuers filed
through the Exchange. ~
RP-24
Reporting )
Plan Management Siebel Public Siebel Public  [The system must report on Exchange user complaint w
Sector CRM Sector CRM data on a periodic basis. Complaint data can include: ‘
: - {ssuer
: . |- Number of complaints
RP-25 , . . . o " " |- complaint type
: . : . - Complaint description/detail
Reporting : ) . :
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Summarized Noticing Requirements

Traceability Matrix

.O:mmmﬂm

Users of the Exchange Web portal can view the history

NO-1 of all communication batween the Exchange and the
- individual online
NO-2 Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Provide the capability to target noticing at a
: . family/household or individual level
NO-3 Notification zoumnmﬁo: Engine Thunderhead NOW Thunderhead NOW [Support the message body in a variety of fomats
. ] including, but not limted to text, RTF, or HTML
NO-4 Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Provide the capability to pass parameters to both the
- title and the body of the notification
NOS Notification Notification mqmim Thunderhead NOW [Thunderhead NOW [Include graphics capability for notifications
NO-6 Notification Notification Engine Thunderhead NOW |Thunderhead NOW |Enforce size requirements on messages as defined by
the Exchange
. Notification Notification Engine Thunderhaad NOW [Thunderhead NOW |Recognize "opt-out" flags attached to individual records
NO-7 ’ and supress notifications to those indivdiuals
NO-8 Notification ‘|Netification Engine Thunderhead NOW [Thunderhead NOW |Recognize and "invalid e-mail" flag and supress
notifications to those addresses
NO-D Notification Notification Engine Thunderhead NOW [Thunderhead NOW [Filter out and supress five e-mails for notification test
, . instances. .
Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Assign a notification ID {notification event) and include
NOC-10 on all messages as determined by the Exchange
NO-11 [Notification Notification Engine Thunderhead NOW [Thunderhead NOW [Support barcoding of outgoing notifications
NO-12 Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Provide the capability to include both dynamic and
. . static attachments
NO-13 Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Allow for embeded links within notification message
Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Provide tools to manage e-mail "bouncebacks”,
NO-14 . including the ability to parse the "bounceback" message
for actions
NG-15 Notification Notification Engine Thunderhead NOW [Thunderhead NOW |Provide the capability to include the message 1D in the
. notification subject line
Notification Financial Management Healthation Premium Processor |Notify Employer of Payment Discrepancy
NO-16 < / O_.J.mmm.ﬁm / other i
options
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Summarized Noticing Requirements ._.qmnmmE_mE Matrix

Notification Eligibility and Enroliment OneGate OneGate When additional verification is required, provide on- -

NO-26 : ) screen netification to individual to supply additional
’ verifications through the @azmzmm.. -

Notification Eligibility and Enrollment OneGate COneGate Generate on-screen notification to individuats who w
select at Tax Credit Advance of the possibility of tax
penalties / liahilities at time of tax filing should their
annual intome increase.
Notification Eligibility and Enroliment Healthation Premium Processor |Prepare an electronic, real-time transmission of W
/ OneGate / other linformation necessary in order for the guatified health
options plan issuer to provide a welcome package and &
identification card to the individual and to implement
advance premium tax credits and cost-sharing
reductions, as applicable. -

NO-27

NG-28

Notification Eligibility and Enrollment OneGate OneGate Generate communication to individual requesting W
additional documentation to support his/her attestation
NO-29 of annual / monthly income. This should only occur
when the Exchange is not able to verify income via

) N authoritative sources. .

Notification Eligibility and Enroflment OneGate . |OneGate Prepare and provide communication to individuals W
NC-30 . about a mid-year plan decertification and notify need
for plan selection / enroliment.

Notification Eligibility and Enroliment CneGate Onelate Prepare written and on-screen notification {o w
NO-31 individuals regarding eligibility for enrollment periods.

Notification Eligibility and Enrollment Healthation _|Premium Processor |Prepare an electronic notice to CMS with a minimum F
, / OneGate / other |dataset of information regarding an individual's
options enrollment in a qualified health plan through the :
. Exchange. This information is used to mm:m_.mﬁm .

NO-32 payments to qualified health plan issuers for advance
premium tax credits and cost-sharing reductions, as well
as for performance measurement and tax
administration, as applicable.
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Summuarized Noticing Requirements 4..unmmu=:< Matrix

NO-38 Notification

_mn.m_ Public mmnmaﬂ
CRM

Siebel Public Sector
CRM

Generate a notification ﬂo,n_s.n. of m:< no.:._u_mﬂmn_
appeals decisions. :

Notification

NO-40

OneGate

OneGate

Send a formal, written notice te a individual’s mailing
address summarizing efigibility determination for
individual exemption -

Notification
NO-41

Eligibility and Enrollment

OneGate

OneGate

Send an automated transaction individuals who have
heen determined as exempt or not exernpt to CMS

Notification

NO-42

Eligibility and Enrollment

OneGate

OneGate -

|send a forenal, written notice to a individual's mailing

address summarizing eligibility determination for
individualexemption

zo:mnmc.o:

NO-43

Small Business

OneGate

OneGate

Upon submittal of initial Employer Application, provide
email and written notification to employees {as
identified on the employee roster) to elect for or opt-
out of employer sponsored coverage. Notification
should also provide instructions and information to the
employee about the open enrollment period and SHOP

website access. .

Notification

NO-44

Small Business

OneGate

OneGate

Provide ability to generate an-screen and written
notification to employers who select at Small Business
Tax Credit of the possibility of tax penalties / liabilities

Jat time of tax filing should their business size or income

change.

Notification

NO-45

Small Business

OneGate

OneGate

Produce a mailed, written notice to the employer to

|provide additional verifications; the automated written

notice shallinclude:
- Employer name

- Address

- Unique identifier, potentially
- Employer EIN

- Information requested

- Due date based on date of i
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Summarized Noticing Requirements Traceability Matrix

Notification Small Business OneGate OneGate Produce a mailed, written notice to the employee to S
provide additional verifications; the automated written

notice shall have the capahility to include:

- Employee name

- - Employee Address

R - Social security number

- Other Employee Contact Information

. - Employer Name

- Worksite Address

- Enrollees’ dependent Information

- Information requested

- Due date based on date of initial application

- Unique identifier, if reguired

NO-54

Notification Small Business OneGate OneGate Generate written and on-screen notification of the S '
NO-55 , : result of an employee’s eligibility determination

Notification . Small Business OneGate OneGate Produce an automated and real-time, electronic S

notification of plan selection.

Notification $mall Business OneGate OneGate If an employee initiates a voluntary disenrollment : S

through the Exchange, produce an electronic .

ONO-57 | - - notification to the employee's employer to inform them
of the employee disenrollment.

NO-56

Notification Small Business OneGate OneGate If an employee initiates a voluntary disenrollment S .
: through the Exchange, produce an electronic

NO-58 . . .
notification to the Issuer to disenroll the employee.

Notification Small Business OneGate OneGate Prepare a notice to CMS with a minimum dataset of S
’ information regarding an employee's disenrofiment
NO-59 , ‘ from a qualified health plan through the Exchange. This
information is used for tax administration, as applicable.

Notification Small Business OneGate OneGate tf an employee has an involuntary disenrollment S
through the Exchange, produce an electronic
notification to-the employee to inform the employee of
the employee disenroliment. N

NO-60
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Summarized Noticing Requirements ._._,.mnm.m_um_mi Matrix -

Prepare and send monthly report to employer with the

OneGate
insurance bill, indicating changes to their employee
’ enrollment list. Some of these changes will resukt from
NO-72 the employee’s reporting of Qualifying Events.
Notification Small Business OneGate OneGate Process notification notifying employer of coverage for
employees. Also, communicate any next steps required
NG-73 by the employer. -
Notification Plan Management CGl Plan CGl Plan Provide the ability to generate letter of denial indicating
Marnagement Management that an Issuer and/or Plan has not been accepted into
NO-74
the Exchange
Notification Plan Management CGI-Plan CGl Plan Produce electronic and paper notices for Issuers
NO-75 Management Management indicating the results of the compliance and quality
reviews, i.e. the compliance and quality rating
- determination
Notification Plan Management CGl Plan CGl Plan Produce electronic and paper notices to issuers when a
NO-76 Management Management plan is not renewed to be in the Exchange
Notification Plan Management CGl Plan CGI Plan Upon request, generate and send renewal request to
- Management Management Issuers about the plans desired to be renewed,
NO-77 requesting a notification of intent to renew.
Notification Plan Management CGl Plan CGl Plan Upon request, generate and send non-renewal notices
NO-78 Management Management to Issuers about the plans not be renewed.
Notification Plan Management CGI Plan CGl Plan Upon request, generate and send electronic
Management Management decertification notices to Issuers about the plans to be
NO-79 decertfied.
|Notification Plan Management CGl Plan CGI Plan Upon request, generate and send letter {mail} )
Management Management n_mnm&mnmzo: notices to Issuers about the plans te be
zo.mo decertfied. -
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Summarized Noticing Requirements Traceability Matrix

Notification Plan Management CGl Plan CGl Plan Record the plan or issuer decertification event and
Management Managernent status information, including date, reason/rationale.
NQ-94 : :
Notification Plan Management Gl Plan CGl Plan Produce electronic notification to the Insurance Division
‘ Management Mznagement when a Issuzi/plan is not renewed or is decertified from
NO-95
; the Exchange
Notification Plan Management CGl1 Plan CG! Plan Produce electronic notification ta CMS when an
NO-96 Management Management Issuer/plan is not renewed or is awnm.nx._mn_ from'the
Exchange
Notification Plan Management CGl1 Plan CGl Plan Generate and send renewal request to Issuers about the
Management Management plans desired to be renewed, requesting a notification
NO-97 ‘ of intent to renew.
Notification Plan Management CGI Plan CG1Plan Upon request, generate and send non-renewal notices
NO-92 Management Management to Issuers about the plans not be renewed.
Notification Plan Management CGl Plan CGl Plan Upon request, generate and send electronic
Management Management decertification notices 1o Issuers about the plans to be
NO-93 decertfied. : ’
Notification Ptan Management CGl Plan CGl Plan Upon request, generate and send letter (mail}
Management Management decertification notices to Issuers about the plans to be
NO-100 -
decertfied.
Notification Plan Management [CGI Plan CGl Plan Provide the ability to send electronic notification to the
NO-101 Management Management Insurance Division about a non-renewal or
decertification of a plan.
Notification Plan Management CGl Plan CGl Plan Provide the ability to send electronic notification to the
o102 Management Management appropriate CMS system for plan management and
NO-1 fiscal management functions about a non-renewal or
decertification of a plan.
Notification Plan Management CGl Plan CGlIPlan’ Generate re-amendment notification and information
NO-1G3 Management Management storage consistent with the initial certification
. - amendment process.
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-

Technical wmncmqmam:nm Traceability Matrix

Be designed to be scalable and flexible in order to
accormimodate and be easily adaptable to changes
required by state and/or federal statute, mandate,
decision, or policy. . -

General Non-functional |All, as appropriate

TC-1

General . |Non-functional |All, as appropriate . Be designed, built and depioyed with enterprise S
architecture best practices including substantial
reliance on highly configurable SOA components.

TC-2

General Non-functional jOracle Policy Automation |Provide a business rules engine as specified by 42 CFR S
Part 433 and Section 1561 guidance to support state,
federal rules, Exchange policy and be easily

T3 configurable by a trained business analyst.
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General

Non-functional

Technical Requirements Traceability _Smﬁ.._x

Appendix B_H| Connector RFP_Business and Technical Requirements Matrix

All, as appropriate Support “plain language” as defined in the Plain

Language Act of 2010.

TC-8

Auditing

Solution

All, as appropriate

Provide the ability to audit and log the network
system/application and detailed user mnzs? including
data available to the user, data viewed by user, data
downloaded by user, data uploaded by the solution,
and all actions taken by user while in the system) in
accordance with policy defined by the Exchange.

TC-9

Auditing

Solution

All, as appropriate

Provide and retain transaction logs in accordance with
the National Institute of Standards and Technology
{NIST) requirements.
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All, m‘m‘mnv_,ov:mﬁm

Provide ability to set security controls for audit logs via -
role based access nosﬂo_m.

TC-13
Auditing Solution All, as appropriate Provide flexible audit report function (including on
. ldemand feature) and audit logging ability.
TC-14 N
Auditing Solution All, as appropriate Provide ability to perform the database capabilities to
facilitate auditing.
TC-15
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Disaster Recovery

Contra

ctor i
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nm_ m%@.‘:am:ﬂ Qo:a

._..:m.no.:.mﬂ.m.ﬁoq w:w:‘u,qos%.”:m ability to «mocm« _Omﬁ or
deleted data from backup in accordance with the
Recovery Point Objective as defined by the Exchange.

TC-20

Disaster Recovery

Contractor

CGl Government Cloud

The contractor shall provide planned outage
notification within the limits defined by the Exchange.

TC-21

Disaster Recovery

Contractor

CGI Government Cloud

The contractor shalt provide the ability to rollover toc an
alternate / backup site during planned and unplanned
maintenance. - .
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Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

.;.ﬂ_r.m..m__o_rzom w:m: mcuuo.n i,c_ v_m m.:acﬂlwnm:mm&.

operation systems.

TC-26

General

Solution

CneGate

The solution shall support small personal computing
devices that will include the following mobite phone
and tablet platforms:

-iPhone

- iPad

- Android phones and tablets

- Blackberry phones and tablets

- Windows mobile phones and tablets

TC-27

General

Solution

All, as appropriate

The solution shall comply with Centers for Medicaid
and Medicare Services {CMS) requirements to establish
a framework of enabling technologies and processes
that support improved administration of the Medicaid
program, in accordance with the MITA 3.0 framework.
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Technical Requir

General

>uum1amx B_HI Connector xm_ulmcﬂ:mmm and Technical Requirements Matrix

.ﬁrm .mo.Emo: sha uqcsam.ﬂrm ab .2 to

display, and print documents sent to the Exchange.

TC-32

General

Contractor

All, as appropriate

The contractor shall ensure that the solution and
Service Center complies with all applicable State
Information Security Policy (Rev. November 13, 2009).

TC-33

General

Contractor

All, as appropriate

The contractor shall provide a method to test the
solution compliance against Section 508{c) of the
Rehabilitation Act for all types of user interface screens
{static, dynamic, Web, client-server, mobile, etc.).
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for Conflict Management and data integrity.

CGl Government Cloud

The solution shall be hosted in an environment that
ensures that servers are housed in a climate-controlled
environment that meets industry standards including,
fire and security hazard detection, electrical needs, and
physical security. A

TC-37

Hosting Services |Solution
TC-38

Hosting Services [Solution
TC-39

All, as'appropriate

The contractor shall provide the ability for the state to
examine system and error logs daily to minimize and
predict system problems and initiate appropriate
action. i
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hm_ mo<m_._.._?m3 n_o_um )

The system shall utilize mracﬂné mﬂmnn_ma wmn_._:& ..
protocels for transmitting data over networks (e.g. SSL,
TLS, etc) '

TC-44

Hosting Services

Solution

CGl Government Cloud

1The contractor shall implement network protection

capabilities to detect and eliminate malicious software
and/or unauthorized external connection attempts on
network monitoring devices, servers, peripheral
devices, and desktop workstations.

TC-45

Hosting Services

Contractor

CGl Government Cloud

The contractor shall provide all hosting services at data
center(s), including back-up and recovery, at sites
located within the United States.

Page 304 of 348 -




Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

:o.&:m mm:.wnmm .ooq.ﬁ&nﬁoq.. . _.,\_m_.imzm:n..m. .m:a L ._.:moozqm_nﬁoq m.r.m__ 3.2._.;.2.: &:mc._m m._u__mm.smmm
Operations Support operations in accordance with the agreed upon SLA.
TC-49 -
Hosting Services |Contractor Maintenance and The Contractor shall provide a system with response S
Operations Support times and transaction <o__:3m as defined by agreed
upon SLA.
- TC-50
tdentity Solution Oracle ldentity ~ | The system will enforce a single system identify for S
Management and Management each unique user involved with the Exchange
Authentication
TC-51
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Identity Solution Oracle identity . The solution shali provide a complete user provisioning . )
Management and Management ’ and de-provisioning solution to support achievement of
Authentication the privacy and .3212 requirements as defined by the
Exchange. .

TC-55
Identity Sclution Oracle Identity The solution shall support user account authenticaion S.
Management and Management procedures with configurable parameters (time, cipher
Authentication strength, logon attempts, etc.).

TC-56
Identity Solution QOracle Identity. The solution shall support account retirement and S
Management and Management deactivation requirements as determined by Exchanbe
Authentication identity management policies and procedures.

TC-57
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Technical Requirements Traceability Matrix

_Eﬂoﬂamao: Contractor nm. _..m.o_<m33m3 Cloud [The .nozﬁmoﬁoq m:m_ _uﬂosn_m live Tier-1 support 24X7.
Technology Help : :
Desk . . )
TC61 ,
Information Contractor Maintenance and The Contractor shall be held accountabie to issue S
Technology Help Operations Support resclution standards as defined by the agreed upon 3
Desk SLA.
TC-62
Information Contractor CGl Government Cloud  |The Contractor shall operate and incident management w
Technology Help _ system that provides-reporting in line with agree upon
Desk . : : SLA. - . .
TC-63 _
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Technical Requirements Traceability Matrix

Interfaces

Solution

Bus

jice .+:m mo_czmm shall v_,o,.\_am?:nmo:m_fwrmﬁ knows

how, and when, to communicate with interfacing
systems. :

..nm_ will develop the

necessary interfaces, using

{the ESB, with the Federal

and State Agencies as

TC-67, necessary to comply with
. ACA requirements.
interfaces Solution All, as appropriate Provide flexiblility to interface using industry standard . C CGl will develop the
protocols {e.g. XML, 5010, etc.) necessary interfaces, using
: : the ESB, with the Federal
and State Agencies as
TC-68 .
necessary to comply with
ACA requirements.
Maintenance and |Contractor Maintenance and The contractor shall provide routine maintenance S
Operations Operations Support periods as defined by the agreed upon SLA.
TC-69
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Maintenance anid
Operations

Contractor

Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

Maintenance and

Operations Support

Provide access for appropriate and authorized
Exchange team members to the test and training
environments to ensure correct implementation of
changes before the changes are released to the

TC-73 production environment
Maintenance and |Contractor Maintenance and Provide version control management capability. All
Operations Operations Support changes to the solution shall be reported and approved
by the state, be maintained in the Contractor's version
control management solution, which shall be available
TC-74 to the Exchange for review and audit as needed.
Regulations & Solution All, as appropriate The solution shall ensure The solution meets hosting The Hawai'i Exchange
Statutory and handling standards Payment Card Industry {PCI} solution will meet
Compliances and ACH data. . applicable regulations
TC-75 )
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“

Appendix B_HI Connector RFP_Business and Technical Reguirements Matrix

“[cs1 Government cloud

The sholution shall implement correct plans from

Soclution
internal and external risk assessment and vulnerability
testing and/or external (3rd Party) HIPAA audit/review
: that discusses thrests, vulnerabilities and impacts,’
TG-79 including network and web application.
Security Solution Cracle Identity The solution shall implement a provisiong, review, and
Management de-provisioning scheme for user identification,
. authentication and authorization, including activation
and de-activation.
TC-80 :
Security Solution Oracle [dentity The solution shall manage user profiles inctuding
Management defining access to data types and security credentials.
TC-81

Page 316 of 348




Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

Technical Requirements Traceability Matrix

Security Solution Oracle _n_m:z? _ The solution shall ensure non-repudiation™® as part of s
Management digital signature verification to prevents data from . , .
being altered; deleted or damaged during exchange. '
7C-85. | . .
Security Solution QOracle Identity The solution shall have the ability to set automatic S
Management alerts to system administrators when a breach pattern
or unauthorized use activity is detected.
TC-86
Security Solution All, as appropriate The solution shall support "user exits” or a "pluggable : S -
authentication module” (PAM) to enable user transition
between the solution and local systems that are
Tc.87 . . authorized as third party connections to the solution.
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Technical Requirements Traceability Matrix

|Al, as appropriate ..{The solutton shall track all access so Hruﬁ an >‘nnoc35m‘ ) S
Of Disclosures report can be provided to the individual

if requested.

Security ~ |Solution

TC91

Security Solution All, as appropriate . The solution shall provide the ability disable accounts S
as defined in the agreed upon SLA.

S TC-92

Security Solution All, as appropriate The solution shall provide security administration .S
functionality to apply user permissions based on roles
to accommodate access controls that align with federal

reoa {ANSI) standards for Role Based Access Controls.
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- Technical Requirements Traceability Matrix

mmmczﬂ\ Contractor Oracle E‘m:m? [the contractor shall define all initial user security roles W
Management and access permissions as defined by the State to
ensure users are able to access the system at system go
live. ‘ ‘ .
TC-97 ; )
Training Contractor Maintenance and The-Contractor shall provide initial and ongoing W -
Operations Support maintenance and operations training for State and .
Exchange staff. o oo
TC-98
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Web Portal UX Requirements Traceability Matrix

[OneGate  [OneGat |Display and provide browsing capabilities on
the various health options and plans available
to users without requiring a login.

Web Portal General

Wp-7

Web Portal General " |OneGate OneGate  |Provide robust search capability for - 5
WP-8 . : _ |information contained on the portal without
requiring a login.
Web Portal General OneGate OneGate Provide capability for users to search for S
WP-9 \ Navigators using a variety of criteria without
_.m.n::m:m a login.
Web Portal General OneGate OneGate  {Provide information on the procedures, S
" lincluding materials that will be needed to
WP-10 complete the application process for signing
up for health coverage without requiring a
login. .
Web Portal General OneGate OneGate Provide users (including authorized S
representatives) the option to complete a pre-
WP-11 - , screening of potential eligibility for state
health and human services programs via a
. nozmm:qmc__m module, . ‘
Web Portal General OneGate OneGate Provide an expedited expert.level pre- S
screening function to Navigators, brokers, call
center staff, and caseworkers.

WP-12

Web Portal General OneGate OneGate Accept input from Navigators, caseworkers, S

WP-13 : Call Center staff and customers necessary for

pre-screening.

Web Portal General OneGate OneGate Display the results of the pre-screening S
, : , assessment of eligibility to ._/_msmmﬁoqy .

caseworkers, call center staff, and customers.

WP-14
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Web Portal UX Requirements Traceability Matrix

WP-20

Enrollment

OImmmﬁm

Enable individual users to compare plans
based on factors such as:
- Price/premium payment

- Deductible

- Medal Rating (bronze, silver, gold, platinum}
-Quality assessment

- Provider availability

- Benefit structure

- Product Type {e.g. Vision, Dental, etc.)

- Membe-provided feedback rating

Wp-21

Web Portal

Enrollment

OneGate

OneGate

Provide multiple summary and detaif levels of
plan comparison information

WP-22

Web Portal

Enrollment

OneGate

OneGate

Enable users to look up the providers that are
affiliated with specific plans and affiliation
type {i.e. Tiered PPO model).

WP-23

Web Portal

Enrollment.

Plan
gm:m.mmq:m:ﬁ

Plan
Management

Provide ability for Issuers to upload supporting
documentation to the plan selection tool

WP-24

Web Portal

Enroliment

OneGate

OneGate

Provide a plan selection recommendation
engine orwizard that can filter initial results
based upon additional user preference and
input. : .

WP-25

Web Portal

Enroliment

OneGate

OneGate

Provide capability for users to download
additional suppoerting plan documentation as
provided by the Issuer

WP-26

Web Portal

Enrollment

OneGate

OneGate

Provide calculator functionality for individuals
to estimate their premiums including
potential premium tax credit subsidies and

cost sharing reductions

Page 326 of 348




ﬁunm:a_x B_HI Connector RFP_Business and Technical Requirements Matrix

Web Portal UX Requirements q_,mnmmE.:E Matrix

Web Portal Enrollment OneGate OneGate Enable individual users to enroll in a plan
, which they have selected

Web Portal Enrollment OneGate ~ |OneGate Enable indivdiual users to reenrcll {renew} in a S
WP-34 plan which they have selected
WP-35 Web Portal Financial . OneGate OneGate .>=o€ users o set up payment options for . )

Management their selected plan{s)

Web Portal Financial OneGate OneGate Allow users to make recurring and scheduled S

WP-36 Management electronic premium payments through the -
. Exchange portal -

Web Portal Financial OneGate OneGate Allow authorized users the ability to view their w
WP-37 Management payment histories on the Web Portal
WP-38 Web Portal i Small Business OneGate OneGate Enable Employer to set up SHOP plan 5

. selection(s)
WP-39 Web Portal Small Business OneGate OneGate Enable Employees to compare available SHOP S
; plans
WP40 Web Portal |Small Business OneGate OneGate Enable Employees to enrcli or unenrollin )
- SHOP plan .
WP-a1 Web Portal Small Business OneGate OneGate Allow employers to set up payment options w
for premiums

Mobile Web Portal |Enrollment, OneGate OneGate Enable users of all plans to view their S

WP-42 Financial enrollment and paymeént status, plan details,
. Management - S and notification history

Mobile Web Portal |Eligibility OneGate OneGate Enable users to upload eligibility documents . 5
WP-43 using their camera equipped mobile device
WP-44 - mcnvo;”._:ﬁm:mﬁ., Security OneGate  |[OneGate Provide role based access to Exchange Portal 5

o . content . :
WP-45 Web Portal - o Administration 0=mmmﬁ.m. OneGate Masam role cm.m,.mn_. portal administration ! 5
: unction
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Consumer Assistance - General Requirements Traceability Matrix

. The system must support the complaints/appeals
Consumer Complaints / Siebel Public  |Siebel Public  |Process. .
CAG-1 |Assistance Appeals Sector CRM Sector CRM
_ The systern shall allow customer support
Consumer Complaints / Siebel Public  |Siebel Public - [representative to log customer complaints and
CAG-2 )Assistance Appeals Sector CRM Sector CRM appeals.
Consumer Complaints / Siebel Public  |Siebel Public  [The system shall allow staff to attach relevant
CAG-3 |Assistance Appeals Sector CRM Sector CRM documents to complaint or appeal.
. . |Associated recorded calls/transcripts and online chat
Consumer Complaints / Siebel Public |Siebel Public - |sessions _om with the appropriate appeal
CAG-4 |Assistance Appeals Sector CRM Sector CRM
The system shall prompt custorner support existing manual interact with thi
representative on complaints/appeals workflow by Training issue or other approach
integrating with workflow/document management Maximus - trust in their training
system. capacity. Validating ID is the
largest issue. Co-browsing - watk
Consumer Complaints / Siebel Public  |Siebel Public a person thru enrollment.
) Assistance Appeals Sector CRM Sector CRM Implementation issues.
: The system will track time frames and deadlines for )
Consumer Complaints / Siebel Public  [Siebel Public  |responding to complaints and appeais.
CAG-& |Assistance Appeals Sector CRM Sector CRM
The system shail allow customer support Thunderhead would be good.
representative to generate letters to consumer Must have State approve forms.
throughout appeals/complaints process. Author, edit, publish. Bias to
’ outsource the work. Current - pu
Consumer Complaints / Siebel Public  |Siebel Public from ACCESS, generate labels,
CAG-7 |Assistance Appeals Sector CRM Sector CRM print and mail, repost. ldeal
, ) The system shall track complaint or appeal
throughout process so that specified
. Complaints/Appeals staff can view status, see where
Consumer Complaints / Siebel Public  |Siebel Public  [itis in process and report back to consumer at any
CAG-8 |Assistance Appeals Sector CRM Sector CRM time. .
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Consumer Assistance - General Requirements Traceability Matrix

The system shall have the ability to be used by
. . multiple agencies for-appeals/complaints, including
at a minimum the Exchange, Medicaid, and the
Consumer Complaints / Siebel Public.  |Siebet Public |Department of Human Services.
CAG-15 |Assistance Appeals Sector CRM Sector CRM )
o Consumer Complaints / Siebel Public  |Siebel Public  |The system shall have the ability to assign a priority,
CAG-16 |Assistance Appeals Sector CRM Sector CRM or level to the appeal/complaint.
Consumer Complaints / Siebel Public  |Stebel Public -|The shall provide the capability to report complain
CAG-17 |Assistance Appeals Sector CRM  [Sector CRM  jand appeals data in real time and on a historical
The system shall provide notifications to the
appropriate parties upon the following key events in
the complaint/appeal process:
- Reciept of complaint/appeal .
- Status Change
Consumer Complaints/  |Siebel Public |Siebel Public |~ Resolution
CAG-18 |Assistance Appeals Sector CRM  [Sector CRM .
. The system shall support outreach initiatives
using letters, emails, phone calls, text messages consider review of the
as described below. communication approaches th:
cannot be documented and
Consumer Outreach / Siebel Public  [Siebel Public maintained: Chat - January, not
CAG-19 lAssistance Education Sector CRM Sector CRM October.
Consumer Outreach / Siebel Public  |Siebel Public  1The system shall ask and store consumers' preferred Should be in. Qutbound
CAG-20 jAssistance Education Sector CRM Sector CRM method of communication. communication preferences.
The system shall provide consumers with reminders
to update their circumstances and renew eligibility
for subsidies/assistance, enroll in coverage, etc.
Consumer Outreach / Siebel Public  |Siebel Public
CAG-21 |Assistance Education Sector CRM Sector CRM

Page 332 of 348



Appendix B_HI Connector RFP_Business and Technical Requirements Matrix

1

Consumer Assistance - General Requirements Traceability Matrix

The system shall collect'and report on user

demographics as feasible from web and call center
interactions for the purposes of informing education
and outreach activities ‘

Between the website and the ¢
center - capture demographics
and user ID to customize /
analytics - hit on v-farm and
uptick on the call center.
Exchange website may need it"
own analytics. Subsets of the ci
information. Collecting differer
than reporting on it. May be

Consumer Qutreach / Siebel Public  |Siebel Public specific timeframes for "turnin
CAG-27 {Assistance Education Sector CRM Sector CRM on" the analytics.
The system shall collect and report on Navigator web
and call center interactions for the purposes of Same type of concerns as CAG-
Consumer Qutreach. / Siebel Public  |Siebel Public |informing education and cutreach opportunities. 27. What does the reporting lo
CAG-28 |Assistance Education Sector CRM Sector CRM like. Not in October.
The system shall flag consumer assistance staff or
Navigators of relevant outreach and education
materials available when consumer calis about a
certain issue/inquiry.
Consumer Outreach / Siebel Public  |Siebel Public
CAG-29 |Assistance Education Sector CRM Sector CRM .
The system shall provide the functionality to
generate random surveys to consumers via online,
Consumer Qutreach / Siebel Public  |Siebel Public |email, letter or phione and then compile data to
CAG-30 jAssistance Education Sector CRM Sector CRM assess consumer satisfaction.
The system shall capture information on outreach
Consumer Outreach / Siebel Public - [Siebel Public  |efforts (e.g. how did you hear about us?).
Assistance Education Sector CRM

CAG-31

Sector CRM
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Consum

er Assistance - General Requirements Traceability Matrix
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The system shall provide standard letter templates
and the ability to add free form text to customize a
letter to the customer’s specific issue. There may be an interest in
turning on features after
implementation stages. Function
for turning on these items. Ways
. to bundle the features for
. schedule for training? Tina should
. Consumer ThunderHeadN |ThunderHead be involved in these training
CAG-38 |Assistance EDM ow NOW expectations.
The systern shall ink scanned images to
. correspondence and records to provide one view of
Consumer Siebel Public  |Siebel Public  |all related material {images, letters, or contacts with
CAG-39 |Assistance EDM Sector CRM Sector CRM staff).
Consumer Siebel Public  |Siebel Public  |The system shall assign a unique number to identify
CAG-40 jAssistance Contact Tracking jSector CRM Sector CRM each instance of a contact.
The system shall accommodate the receiptand
) tracking of requests or inquiries via telephone, letter,
fax, walk in, email, web, or any other channel used
Consumer Siebel Public  |Siebel Public [PV the consumers.
CAG-41 |Assistance Contact Tracking |sector crRM Sector CRM .
’ The'system shail track and search on contacts with
basic ._.Qmszmﬁ:m information such as time and date
of contact, Provider number, member number, caller
name, agent id, contact type, reason, status of issue,
Consumer Siebel Public  |Siebel Public  |or any combination thereof.
CAG-42 |Assistance Contact Tracking [Sector CRM Sector CRM
. , . |The system shall generate ad-hoc and standard
Consumer _ Siebel Public  |Siebel Public |reports in real time as well as historical for incoming
CAG-43 |Assistance Reporting Sector CRM Sector CRM  |and outgoing contacts. . _



Appendix B_HI Connector m_“vlmcmm:mwm,m:a Technical Requirements Matrix

Consumer Assistance - Case Management Requirements Traceability Matrix

CACM-1

Assistance

Consumer Case

Management

oneGate

O:mmmwm

vqoﬁmm the mE__Q to add multiple dated narratives
to a case and track and maintain changes over time |
via the narratives.

|inform other work

Ecosystem and
escalation points
need to be
identified for the
CRM, part of the
Gap Analysis
activity. SOV may
review with
Maximus for
additional
feedback. KPMG -
one or a few
sessions - current
mapping,
escalation and role
and future state.
General likelihood
is that push mare
into Maximus.
Leaky system
currently within
state. Might

streams {like
premium
processor}. If some
things known, like

CACM-2

Consumer
Assistance

Case
Management

OneGate

OneGate

Maintain a history of notices that have been sent to
a.individual, employer, Navigator, Broker. b

CACM-3

Consumer
Assistance

Case

Management

OneGate

OneGate

Maintain and a history of a individual’s eligibility
status over time.
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Consumer Assistance - Case Management Requirements Traceability Matrix

Consumer Customer OneGate OneGate Allow Caseworkers and Customer Support staff to
CACM-14 jAssistance Application : search for the individual’s eligibility details. :
Intake Process _ .
Consumer Customer OneGate OneGate Allow Caseworkers and Customer Support Staff to
CACM-15 Assistance Application view the individual’s eligibility details {e.g., income
Intake Process sources, citizenship, immigration status, etc.).
Consumer Customer OneGate OneGate Allow €aseworkers and Customer Support staff to
CACM-16 Assistance Application add new data into the individual’s eligibility details:
fntake Process {income sources, citizenship, immigration status,
etc.).
‘ Consumer Case OneGate OneGate Provide a mechanism for role-based access control
CACM-17 |Assistance Management-- for any changes to the ruies or parameters in the
Administration rules engine.
Consumer Case OneGate OneGate Track all changes made toan accountin an
CACM-18 |Assistance Management-- auditable log.
Administration
Consumer Case . OneGate OneGate The system must provide queries/reports to track
CACM-19 |Assistance Management - and manage complaint workload, disposition,
Administration assignments and status
Consumer Case OneGate OneGate Allow supervisors to enter the system through a
Assistance Management-- customized portal to view and manage all the cases
CACM-20 L
System Access of the caseworkers under their jurisdiction.
Consumer Case OneGate OneGate Allow administrators to enter the system through a
Assistance Management-- . customized portal to view, manage, and if
System Access necessary correct case data if a no:_n_.:mﬂ systems
CACM-21 : : error has occurred, as long as there is sufficient

documentation noted in the record. Any system
errors that are identified will be reviewed through a
quality assurance process.
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oo

Navigator Requirements qqmnmuvm_mi‘gwﬁnmx

Consumer CneGate Allow consumers to see the
Assistance ) Navigator’'s credentials and
. . certification information and select a
Navigator based on them. It will also
CAN-5 flag Management if Navigator
|information is not up to date, or on
probation for misconduct.
Consumer Navigators |OneGate OneGate Verify the information provided by the’
Assistance Navigator. .
CAN-6
Consumer |Navigators  |{OneGate’ OneGate Create an account for the Navigator
Assistance _ and assign a unique ID that will be _
CAN-7 maintained in the Navigator account.
Consumer Navigators |OneGate OneGate Track the number of persons assisted May want to expand to other
Assistance , _ by each Navigator on a monthly basis measures
CAN-8 m:n._ _n.:oa:nm detailed reports on such
activity.
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Navigator Requirements Traceability Matrix

Consumer Navigators

‘ O:mmmﬁm OneGate

The system shall flag Management if what are the metrics for
Assistance Navigator has umluoﬂBm:mm issues reporting issues? Compaints,
{e.g.., missing deadlines, aging and grievance etc.
CAN-12 | _ outstanding customer inquiries,
incomplete applications, enroliment,
) etc.).
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Mandatory Optional Requirements Traceability Matrix

nm_&\nm__ nm.:p.m_u

Consumer

‘nm_. | ....mo< ‘nm__ ._.:m m<mﬁm3 ‘wsm__ .:._mm:..r.mm.: m. .._‘m.noa of inquiry and

Assistance Functionality Center e {correspondence data onling, with periodic backups managed by
MO-8 : ) ' the CRM system administrator. The call center shall be able to
Siebel Public Sector|store record of recordings of assisted calls, in a time frame
CRM specified by the Exchange.
Consumer CRM/Call Center |CGI Troy Call The system shall provide functionality that is capable of w
MO-9 Assistance Functionality Center integrating with other systems, such as Enrollment/Eligibility, .
Siebel Public Sector|the weh portal, the security platform of the Case Management
CRM and the Exchange.
Consumer CRM/Call Center |CGI Troy Call The system shall be expandable in order to support multiple ]
Assistance Functionality Center contact centers in separate physical locations that support
MO-10 N different programs, including support for the Department of
Siebel Public Sector|Human Services customer support functions. )
CRM .
Consumer CRM/Call Center {CGI Troy Call The system shall have the ability to enable security around S
M Assistance Functionality Center confidential consumer data allowing designated staff access.
-1 Siebel Public Sector
CRM
Consumer VR Technology CGl Troy Call ‘ The system shall interface with and support the use of an C
Assistance Center external IVR system through the Department of Human the call center with
Services. the DHS IVR.
MO-12
Siebel Public Sector
CRM
Consumer ACD Technology [CGI Troy Call . The system shall provide Automatic Call Distribution {ACD) S NA
MQO-13 [Assistance , Center Siebel Public Sector|capability to answer calls from customers in sequence and
CRM record and report metrics.
Consumer ACD Technology |CGI Troy Call The system shall provide capability to prioritize agents by S NA
MO-14 |Assistance Center Siebel Public Sector|availability, skill set, language, and overflow from other queues.
. : CRM , . ] .
Consumer - ACD Technology ~|CGI Troy Call : The system shall provide virtual hold and callback features 5 NA
MO-15 Assistance : Center- S ) when thresholds are met for wait time to allow consumersto -
) Siebel Public Sector|hang up and receive an automated call when an agent is
CRM .-~ |available.
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Enrollment

. A, _Qma_nma Plan

OneGate

Allow Medicaid-eligibile individuals to view available plans in

OneGate
Enroliment the plan selection module with the same level of functionality
MO-24 s : L o
offered to individuals shopping in the commercial market
. |Enroliment Medicaid Plan OneGate OneGate Provide a mechanism to determine plan assignment, defined by
MQ-25 Enrollment the DHS, if an individual fails to select a plan within the required
timeframe. .
MO-26 Enroliment Medicaid Plan OneGate OneGata Allow for retroactive plan enroliment based on criteria
Enrollment . established by DHS.
MO-27 Enrollment Medicaid Plan OneGate OneGate Transmit plan selection electronically based on DHS defined
Enroliment ) criteria.
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Target Environment Revi ENV1 see Production Environments Technical Architecture Mode} see visio
ENV2 see Non-Production Envirorments Tecknical Architecture Model see visio
WAN Connectivity WANL

File: SOV WAN Network diagram 01_29_13 v3.pdf

see WAN Conhectivity Schematic




Access Management

>nnmmm Zm:mmm:._m:ﬁ means the management of msn cmmw access 3 H:m m=<=o:3mzﬂm -

Actuate Report Server

Actuate Report Server means the software of that name that is installed on a Windows Server in accordance with the Certified
Configuration for Siebel CRM Programs for reporting and printing purposes.

Administration Service

Administration Services mean Application Management Services delivered by hosting provider under an defi :mn_ n_mn_oﬁ:m:n
model.

Administrative User

Administrative User means an End User assigned by Customer to {i} identify the End Users permitted to use certain components of
the hosted Environment and, (it} to assign one or more responsibilities to each End User.

After-Action Review

After-Action Review means the meeting held between Hosting Provider and Customer after Production Go-Live of a migration or
Transition to Hosting Services for the purpose of assessing the success of the project and any outstanding issues.

Anticipated Peak Workload

Anticipated Peak Workload means target or goal workload for the Hosting Environment during testing.

Application Administrator

Applications Administrator means the role assigned to an End User under which such End User is responsible for performing as
technical lead administrator. -

Application Management Services

Application Management Services means services performed by Hosting Provider to manage, moniter and administer the Programs
within Customer’s Environments.

Application Tier

Application Tier means the server that resides in a middle-tier, between the desktop clients and the database tier. Desktop clients
send their requeststo a server in the .puu__nmno: Tier, which processes the request or sends it to another server, such as the
database server. {(Web Server, Forms Server, Cancurrent Processing Server, Reports Server, Admin Server, etc.)

Approved Third Party Software

Approved Third Party Software means Third Party Software separately acquired by Hosting Provider or Customer that adheres to
Hosting Providers integrations and Operational standards

Architecture Design Document

Architecture Design Document means a document prepared by Hosting Provider that specifies Customer’s _._Omﬂma
architecture{Physical and Logical) at the commencement of Hosting Services.

Architecture Document

Architecture Document means a document{s) prepared and maintained by Hosting Provider that reflects the configuration of
Customer’s Environment during the performance of Hosting Services.

Authorized Network Provider (ANP)

Authorized Network Provider means a network provider approved by Customer that the Hosting Provider has retained for the
purpase of providing connectivity for the Hosting Services in accordance with service level standards.

Back Out Plan

Back Out Plan means a list of steps, and the roles or individuals responsible for performing such steps that are required to reverse
Changes that had been applied to Customer’s Production and Non-Production Environments. .

Base Configuration

Base Configuration means the standard amount of server, storage, networking, firewall, load balancing provided for n:ﬁo:._mi s
Environments.

Base Products

Base Products are unaltered software compenents, such as executable programs and compiled libraries.

Batch Management Software

Batch Management Software means software to enable Hosting Provider to schedule, monitor, and manage batch workloads in
Customer’s Environment. An example of Batch Management Software is Concurrent Manager.

Break-fix

Break-fix means a code n_..m:mm designed 1o restore, toits Em-nzm:mm state, the logic or functionality of a CEMLI that had been
affected by a Change to an Environment.

Business intelligence Technology and Application Pro

Business Intelligence Technology and >uu__8H_o:m Program means an Program _n_m:”_w mn_ by a Business Intelligence Application or a
Business Intelligence Technology _u_.cmmz.:

Capacity Management

Capacity Management means the process of planning, analyzing, and sizing storage and transaction processing nmﬁmw___é to enable
the Preduction Environment to handle data processing demand.

CEMLI

»

localization, and integration,” made to any Program.

CEMLI is an acronym for any “configuration, extension, modification,




Customers Data Center

Customer’s Data Center means the Data Center retained and managed by Customer, or by a third party retained by Customer.

Customers Help Desk

Customer’s Help Desk means the point of contact provided by Customer for its End-Users with respect to questions or issues that
arise regarding the Hosting Provider Services and Environments.

Data Center

Data Center means the physical location where the Environments for which Hosting Provideér performs Hosting Provider Services
reside,

Data Center Security Policy

Data Center Security Policy means a document prepared and maintained by Hosting Provider that outlines access control
requirements applicable to Hosting Provider’s Data Center, including access requests, physical sereening, on-site behavior and
prohibited items.

Database Refresh

Database Refresh means the process of copying a database from a Source Environment to 2 Target Environment and making the
required configuration Changes within the database of the Target Envirecnment.

'Decommission

Decommission means the process defined by Hosting Provider under which Customer’s use of Hosting Provider Environments is
ended and the Hosting Provider Services are terminated.

Decommission Tape

Decommission Tape means the Bmm:mzn tapes provided by Hosting Provider as part of the Decormnmission of no_._.__uﬁm_. and
Administration Services that contain a copy of the production data from Customer’s Production Environment.

Dedicated

Means isolated physical and virtual infrastructure for purpose of completely segregating Customer environments from other
Hosting Provider tenants. Including firewall, load balancer, switch, router, server, storage.

Default-deny

Default-deny is a network-oriented approach to access control that implicitly denies the transmission of all network traffic but then
specifically allows only required network traffic based on protocol, port, source, and destination.

Demilitarized Zone

Demilitarized Zone means the "neutral zone" between the Internet and Hosting Provider’s, or as applicable, a Customer’s, private
network.

Derno and Dema Environment

Demo, and Demo Environment, means a Demonstration Environment.

Demonstration Enviranment

Demonstration Environment means a type of Production Support Environment that is used for demonstration purposes.

Dev and Dev Envirenment

Dev, and Dev Environment, means a Development Environment.

Development Environment

Development Environment means a type of Non-Production Environment in which Customer or Customer Alternate performs
development activities in support of Hosting Provider Services, such as the creation of customizations.

Diagnostic Server

Diagnostic Server means a server enabled by Hosting Provider as part of Administration Services to remotely monitor the status
and operation of Customer’s Environment.

Disaster

Disaster means an Unplanned Qutage that causes a complete loss of access to and use of the Hosting Provider Programs in the
Production Environment at the Prifary Site for a peried greater than 24 hours.’

Disaster Recovery

Disaster Recovery means services provided by Hosting Provider in accordance with the applicable Schedule to recover Production
Enivironment data and to re-establish the Production Environment.

Disaster Recovery Environment

Disaster Recovery Environment means the instance within the Secondary Site that mirrors Production in capacity, configuration in
every way for the sole purpose of maintaining and operating nc.ﬂoama Production m_un__omco_.a in the event of a disruption to the
Hosting Providers services in Primary Site. .

Disaster Racovery Plan

Disaster Recovery Plan means a plan prepared and maintained by Hosting Provider ”:mﬂ identifies tasks related to recovery and
business continuity in the event of a Disaster.

DLP or Data Loss Prevention

DLP or Data Loss Prevention means a system that is designed to detect potential data breach incidents in timely manner and
prevent them by monitoring data while in-use (endpeint actions), in-motien (network traffic}, and at-rest (data storage).

DMZ Server for Hosting Provider Managed .p_u_u__nmzo:m means a v:c__n-?n_:w application server or web server located in the

DMZ Server Demiilitarized Zone.
DNS - DNS means the translation of a URL text address (e.g., state.vi.us) into a numeric Internet address (e.g., 200.213.11.6).
DR

DR means Disaster Recavery.




Hosting Provider Customer Portal

Hosting Provider Customer Portal means the Customer-specific Internet based portal provided by Hosting Provider to Customer as
part of the Hosting Provider Services by which Customer may view performance reports generated by Hosting-Provider and the
status of Service Requests. ,

Hosting Provider Data Center

Hosting Provider Data Center means Hosting Provider's Data Center. Hosting Provider’s Data Center means the Data Center(s)
retained and managed by Hosting Provider, or by a third party retained by Hosting Provider, at which Hosting Provider delivers
Hosting Provider Hosting Provider Services.

Hosting Pravider Data Center Badge Access

Hosting Provider Data Center Badge Access Form means an Hosting Provider form that must be completed by a person seeking to
visit Hosting Provider’'s Data Center. Once noan_mﬂmu by the.visitor, the form is forwarded within Hosting Provider for review and
approval purposes, and is retained by Hosting Provider in accordance with Hosting Provider policy.

Hosting Provider internal Suppeort Network

Hosting Provider internal Support Network is comprised of a firewall, VPN, intrusion detection, authentication, reporting, and DNS.
This isclated network is the standard Network Connectivity option for Hosting Provider personnel to connect to the Environment.

Hosting Pravider Product Issue

Hosting Provider Product Issue means an [ncident associated with the functioning of Hosting Provider Program(s) (including
program errors) but is not caused by Hosting Provider’s performance of Hosting Provider Services.

Hosting Provider Program

Hosting Provider Pregram means the Hosting Provider software product licensed to Custormer separately and for which Hosting
Provider Hosting Provider performs Hosting Provider Services. Hosting Provider Programs shall be deemed to mean all the Hosting
Provider Programs identified for which Hosting Provider is providing Hosting Provider Services. Hosting Provider Programs may
include Hosting E-Business Suite Programs, PeopleSoft Enterprise Programs, Siebel CRM Programs, Hosting Provider Technology
Programs, Hosting Provider Hyperton Programs, Business Intelligence Technology and Applications Programs, Retail Programs,
Agile Product Lifecyclé Management Programs, Enterprise Governance, Risk, and Compliance Programs, User Productivity Kit
Programs. The term Hosting Provider Program includes any Embedded Software within the applicable Hosting Provider Program.

Hosting Provider Project Plan

Hosting Provider Project Plan means the document prepared by Hosting Provider that outlines the tasks to cm um_,mo..:._ma by
Hosting Provider, including anticipated start and end dates, for Transition Advisory Services.

Hosting Provider Service Desk

Hosting Provider Service Desk means a team of reseurces provided by Hosting Provider Hosting Provider as part of Hosting Provider
Services, under which Hesting Provider Hosting Provider creates, receives, monitors, routes, and closes Service Requests or
incidents, as described in the applicable Schedule.

Hosting Provider Support

‘Hosting Provider Support means the Hosting Provider technical support organization {Hosting Provider Support Services) that

|provides product-related technical support services for Hosting Provider Programs.

Hosting Provider Technology Program

Hosting Provider Technology Program means an Hosting Provider Program identified by Hosting Provider as a Technology Program:.
Hosting Provider performs Hosting Provider Services under an applicable agreement.

HPCCN

HPCCN means Hosting Provider Continuous Connection Network. -

HPCP

HPCP means Hosting Provider Hosting Provider Customer Portal.

{HPISN -

Means Hosting Provider Internal Support Network

IDS or Intrusion Detection System

tDS or Intrusion Detection System means a system that moniters Customer’s Envirenment for security violations such as attack
signatures, anomalous ports, and anomalous protocols being accessed.

Implementer means a Third Party Vendor or Software Integrator retained by Customer to provide implementation services to
Customer in support of Hosting Provider Services. For the purpose of this definition, an Implementer may be Hosting Provider’s

Implementer Consulting line of business.
Incident means any event experienced by Customer in its use of the Ioﬂ_:m Provider mm_.snmm for which a Service Request has been
submitted, that is not consistent with the standard,-documented operation of the 1omﬁ_:w Provider Servites, and which causes, or
Incident may cause, a Service |Interruption.




Management Link

Managernent Link means the type of Network Connectivity used for Administrations Services.

Migration Readiness Assessment

Migration Readiness Assessment means a document that contains Hosting Provider’s assessment of Customer’s infrastructure and

Minor CEML Enhancement Request

that is used for creating a Production Environment that conforms te Hosting Provider's Certified Configuration.

Minor CEMLI Enhancement Request means a request by Customer, via Hosting Provider's Change Management process, far
Hosting Provider Hesting Provider to enhance a CEMLI to an Hasting Provider Program within Customer’s Environment, where such
enhancement is designed te improve the functionality of the CEMLI and does not require Hosting Provider more than 40 person
hours to perform. A “person hour” is one hour of work performed by one Hosting Provider resource.

Minor Maintenance Window

Minor Maintenance Window.means the agreed to time when Hosting Provider can perform system maintenance/configuration
changes on Production Erivircnment that will have no effect on Production Environment availability.

Minor Release

Minor Release means an Upgrade that contains new functionality and that is upwardly compatible Ho an earlier mmummmm of the
applicable Hosting Provider Program.

My Hosting Provider Support

My Hosting Provider Support means Hosting Provider's web-based customer support system under which Hosting Provider
provides technical support for Hosting Provider Programs and by which Custemer may submit Service Requests. Custormer obtains
the use of My Hosting Provider Support by purchasing technical support services from Hosting Provider.

Non-Production Environment

Nen-Production Environment means an instance that is specifically configured for Customer’s use (or, as applicable, Customer’s -
Implementer’s use} of the Hosting Provider Programs for non-production activities ﬂ:mﬂ relate to the Hosting Providér Services,
such as development, training, data conversion, and CEMLI maintenance.

North American Data Center

North America Data Center means the U.S. Data Center.

Optional Third Party Software

Optional Third Party Software means any Third Party Software not supplied by Hosting Provider.
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0S means operating system.

QOutage

Outage means a complete loss of access to and use of the Production Environment, the Production Support Environment, the Non-
Productian Environment, or the Pre-Production Environment. An Outage may be a Planned Outage or an Unplanned Outage.

Qverall Program Plan

Overall Program Plan means a project plan prepared by Hosting Provider that outlines the necessary tasks, task performance
schedules, and the roles or individuals required to perform such tasks, for a-transition. -

Partial Refresh

Partial Refresh means the process of copying a database and/or a portion of application code from a Source Environmentto a
Target Environment and making the required-configuration Changes within the database and application tier of the Target
Environment. .

Password Manager Utility

Password Manager Utility means an Hosting Provider-praprietary Tool used by Hosting Provider to manage passwords and provide
controlled-access to database and application passwords to those End Users who have named Linux/Windows operating system
accounts.

Peoplesoft Applications

PeopleSoft Enterprise CRM, Enterprise Financials, Human Resources, Portal, Performance Management, Learning Solutions

Performance Management

Performance Management means a subset of Hosting Provider Services under which Hosting Provider manages the speed of
transaction response of the Husting Provider Programs, and batch job execution in the Preduction Environment.

Periodic Maintenance Plan

Periodic Maintenance Plan means a written plan prepared and maintained.by Hesting Provider-that generally nmmnzumm the
schadule for the application of Changes, new Releases, and Upgrades, to the Production Environment.

Planned Qutage

Planned Outage means an Outage scheduled by Hosting Provider during which Hesting Provider performs system maintenance and
other activities for the Environment and the Hosting P‘osnm_.mmgnmm.

PMP

PMP means Periodic Maintenance Plan. -




Refresh means the process of copying a Customer’s database files, application files, and/er the application metadata and artifacts

Refresh from a Source Environment to a Target Environment and updating related configurations within the Environment.
Release means a software change or set of software changes, to Hosting Provider Programs, that is provided to Customer by
Hosting Provider’s Support Services organization as part of Hosting Provider's technical support services. The term Release includes
Release Upgrades and Maintenance Code Releases.

Release Management

Release Management means a subset of Hosting Pravider Services under E:_n_._ Hosting Provider manages the deployment of
Releases into Customer’s Environment.

Release Plan

Release Plan means a docurnent that details the planning, testing, and executing of proposed Releases. The Release Plan includes a
Back Qut Plan.

Request

Request for Change'means Change Request.

Required Software

Required mogﬁm.smm:m Third Party Software for which Hosting Provider requires Custamer to separately purchase a license and
technical support in connection with Hosting Provider Services for « nmnm__._ Hosting Pravider Programs, and for which Hosting
Provider expressly performs Hosting Provider Services.

Restore

Restore means the process of nou<5m a database m:a\oﬂ full application code from a disk or tape backup to the Environment from
which the copy was made.

RFC

RFC means Request for Change.

Root Cause Analysis

Root Cause Analysis means a process by which Hosting Provider seeks to determine the root cause of a Problem and/or an Incident,
identify details of any work-around including reasons for the work-around as applicable, and the history of the Problem or Incident.

Sandbox or Sandbox Enviranment

Sandbox, or Sandbox Envirenment, means a type of Production Support Enviranment that is used by Customer for the purposes of
prototyping, alternative analysis, proof of concept. This environment is not in the development life cycle.

Secondary Site

Secondary Site means the Data Center other than the Primary m_ﬂm to-which the Environment and nm__<m_,< of Hosting Provider
Services is relocated in the event of a Disaster.

Siebel Applications

Siebel CRM Communications, Media-and Energy, Siebel CRM Life Sciences, Siebel CRM Manufacturing and Distribution, Siebel CRM
Financial Services, Siehel CRM Public Sector, Siebel CRM Horizontal Applications

Siebel Applications

Stebel CRM Communications, Media and Energy, Siebel CRM Life Sciences, Siebel CRM Manufacturing and o_mﬂ_._vcﬂ_o: Siebel CRM

| Financial Services, Siebel CRM Public Sector, Siebel CRM Horizontal Applications

Semiannuai Maintenance Window

Semiannual Maintenance Window means the period of time, to ocour approximately every six months, during which _._ome:m
Provider may schedule Planned Qutages to perform rmaintenance activities on Infrastructure. The maintenance activities typically

{performed by Hosting Provider during a Semiannual Maintenance Window involve components of the Infrastructure that are used

to deliver Hosting Provider Services specifically to Customer. .

Server

Server means a noq.:n:ﬁ_:m platform with defined processing power, memory capacity, and operating system. The Server may be
implemented as 3 virtual or shared allocation from ane or more physical 83uc~_3m platform(s).

Server for Customer Managed Applications

Server for Customer Managed >ﬂu=n.m¢o=m means a Service Option under which Hosting Provider initializes and installs operating
system software on an Hosting Provider-provisioned server to enable Customer to accass, manage, and monitor such server.

Server ﬁoq.__._omm:m Provider Managed Applications

Server for Hosting Provider Managed Applications-means the Service Option for Computer and Administration Services.under
which a server is added by Hosting Provider to Customer’s Environment to support additional environments.

Service continuity-Management

Service Continuity Management-mieans a subset of Hosting Provider Services under which Hosting Provider continues to deliver

Computer and Administration Services for the Production Environment following a Pisaster.




Third Part Software

Third Party Software means any software from a Third Party Software Vendor, which is not provided by Hosting Provider as part of
the Hosting Provider Services, and any software developed or provided by Customer.

Third Party Vendor

Third Party Vendor means a provider, other than Hosting Provider, of products or services.

Tools

Teols mean software scripts provided and used by Hosting Provider in the Environment for the delivery of Hosting Provider
Services (e.g., to perform environment clones, password changes, service monitoring, and file system maintenance).

Training or Training Environment

Training, or Training Environment, means a type of Production Support Environment that is used by Customer for the purposes of
training.

Transaction Link

Transaction Link means the type of Netwerk Connectivity used for Computer and Administration Services.

Transition

Transition means the activities completed and modifications made to a Customer’s system and/or t@ an Hosting Provider
Environment as part of Transition Advisory Services.

Transition Advisory Services

Transition Advisory Services means a service performed by Hosting Provider to convert a Customer’s system to an Hosting Provider
Environment or to make significant Changes {such as an Upgrade) to an existing Hosting Provider Environment.

).5.Data Center

U.S. Data Center means Hosting Provider's Data Center{s} located in the United States.

UAT

UAT means User Acceptance Testing.

UAT Environment

UAT Environment, means a type of Production Support Environment that is used by Customer for testing User Acceptance and
validating Changes prior to promotion to the Production Environment. :

United States Data Center

United States Data Center means U.S. Data Center

Unplanned Outage

Unplanned Qutage means an Outage that was not scheduled by Hosting Provider or Customner and is caused by an Intident or
Problem. '

Upgrade

Upgrade means a new Release of an Hosting Provider Program that contains new functionality and/or under which the results of
how such program processes data differs as compared to an earlier Release of such program.

User

User means an End User.

User Acceptance Testing

User Acceptance Testing means a formal testing process that is part of the Change Management Process conducted by Customer of
a specified Change to the Environment for the purpose of determining whether such Change meets identified acceptance criteria.

VPN

VPN means Virtual Private Network.

WAN

WAN means Wide Area Network.

Weekly Maintenance Window

Weekly Maintenance Window means the period of time, to oceur once per week, during which Hosting Provider may schedule
Planned Qutages to perform maintenance activities on Infrastructure. The maintenance activities typically performed by Hosting
Provider during a Weekly Maintenance Window involve companents of the Infrastructure that are used to deliver Hosting Provider
Services to Hosting Provider's customers generally, including to Customer.

Windows Software Update Service

Windows Software Update Service means a Microsoft service provided to Hosting Provider under which Micresoft delivers current
security updates to Hosting Provider-owned Windows-based computers.

WsUS

WSUS means Windows Software Update Service.

Hosting Provider Services mean, collectively and as applicable, the Computer and Administration Services, Administration Services,
and all other services provided by Hosting Pravider Hosting Provider, including associated Service Options, which are ordered

under and identified in the Ordering Document.
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hazard area and greater Greater than 51 m f 100
Data Cemer Praximity to flood hazard area as mapped cn a federal Floed Hazard not withinflood hazard [than 21 m / 100 yards frem |yards from 100-year flood
TIA IjTialL {Architectural) Location Boundary or Flogd Rate Map 7o requirement |area |50-year flovd hazard ares  |hazard area T3
. Data Center reater than 51y 1 reater than G km/ 172
[TA 2|TiA1.2  {Architectural) Location Proximity to coastal or inland waterways A reguirement no requirement hyards mile T4
\Tata Center < Greater than 91 M7 100 | Greater than 08 km 7 172
TA 3|Tia.2.3  |{Architectural) Location Proximity to major traffic arteries RO requirement No requirement yards miie T3
Data cener " iGreater than 1B kM7 1 |Gfeater than S ko, 5 mies
TIA 4|TIA.14  |{Architectural) Location Proximity to airports no requirement na requirement mile and less than 30 miles |and lessthan 30 miles T4
tata Center
TIA 5|TIA1S [Architectural) Location Proximity tc major metropolitan area ne requirement no reguirement Less than 43 km / 20 miles  |Less than 16 km / 10 miles (T4
- R ¥es (physically separated
Data Ceater ves (physically separated  [by fence or wall with
TiA 6|16 (Archi Parking Separate visitor and employee parking areas na requirement ne s by separated entries} separated entries) T2
yes [physicaly sepata.
Catz Center . yes (physically separated by fence or wall with
TIA 7IMALY m..b_ﬁr. ral) Parking fram loading docks ne requirement No requirement W<._. e entries) separated entries) Td
a T | 15.3 M 7 o T AT
separation with physical separation with physical
Cata Center barriers to prevent wehicles |barriers to prevent vehicles
TA 8[na1s Harchitectural) Parking Proxirmity of visitor parking to data center perimeter buiiding walls no requirernent ng requirement from driving closer from driving doser T2
B Al A aTe
) Allowed only F data centers or datz centers or
. Datz Center Multi-tenant eccupancy X joccupancies are non- | fcati: Tuni CGl is Sole
TIA 9|na.l9 [Architectural) within bullding Multi-tenant within building ng restriction hazardous COMpanies .z.\b tenant
Datz Center |
TIA 10|TIA.1.10 ‘_.n..pu_.n.uzmﬂ..:.uc Building construction | Type of construction ng restriction no restriction Type A, IIA, or VA TyeelA or B T3
% Center
A 11|TIA.1.11 flArchitecturaf) Building construction Fire resistive requirements no reguirement NO requirement no ZBEBQm:n AD requirement T4
Bata Genter
TIA 12|TIA.1.12 _[{Architectural) Building construction Exterior bearing walls Code allgwable Code allowable 1 Hour minimum 4 Hours minimurm T3
Data Center -
[T1A 13|TIA.L13- [{Architectural} Building construction Interior bearing walls Code Code allowabie 1 Hour minimum 2 Hour minimarn T4
Dats Center
714 14|T1A.1.14 |{Architectural) Building construction Exterior walls Code 2llowable Code allowable 1 Hour minirurn 4 Hours minimum 3
Datz Genter
T1A 15TIA.1.15 |{Architectural} Building construction | Strudtural frame Code allowable Code allowable 1 Hour mainimim 2 Hour [Ta
Data Center . T
[T1A 16{TIA.L16 An__p..n_amncﬂm; Building construction | Interior non-computar réem partition walls Code allowable Code alkowable 1 Hour minimum 1 Hour mini T3
ata Genter
[TIA © 17|TIA.1.17 |{Architectural} Bullding construction Interior rodm partition wails Code allowakle Code allowable 1 Hour minimyum 2 Hout minimum ra
b Center - :
TIA 18(TIA.1.18 |(Architectural} Building construetion | Shaft Code allowable Code allowable 1 Hour minitum 2 Hour minimum N/A
[Oata Center g
TIA 19{T1A.1.1% [(Architectural]. Building eenstruction Floers and flggr-ceilings Cade allowable Code allowable 1 Heur mirimum 2 Hour minimum T4
Data Center :
TIA 20|TIA.1.20 |(Architectural) Building ¢onstruction | Reefs and roof-ceilings Code allowable Code aliowable 1 Heur minimum 2 Hour minimum T3
e
believe
- "yes" but
Cata Center we are
TIA 21[TIAL.21  |(Arechi sl) Building it Meet requirements of NFPA 75 No requirements yes yes yes nat sure.
NoT
required
Data Center ) yes for walls, no for AZ
TIA 22|MAZ.22 {(Architectyral) Evilding Components Vapor barriers for walls and ceiling of computer room na requirerment requirement for ceiling ves yas T1. climate
Data Center - &5 {primary BUIding YE5 (primary Duiding
T1A 23|TIA.3.23  |(Archil 1 Building Components  |Building entrances with security checkpoints na requirement ng requirement entrance manred) entrance manned} T4
g TOmpUTer Grade all sieel or
Data Center computer grade stell with
18 24|TiA.1.24  {{Archit Building C Access floor panel construction (when provided) no requirement grade all steel cancrete filled T4
] Strnger with 1,2 m X
Data Center - 1.2 m (4 ft x & ft) basket
T1A, 25|MA.1.25 |[Archirectural) Building Components [ {when access flocr is provided) no requirement no requirement holted stringer lweave pattern 10
3 Center i
TIA 26[MA.1.26 i(Architectural) Building Companents Ceilings within puter room areas (when provided] na requirerment no requirement NG regquirement no réguirement T4
- P With LA
If provided, suspended room class 100 non-
Data Center 'with dean room class 10M- |perforated vinyl coated
TIA 27[MA12?  ({Archi ilding Components Ceiling Construction ng requirement no requirement 100M tile leypsum board tiles tile T3




Data Center
[TIA 53[TIA.1.53  [{Architectural) UPS and Battery Rooms | Proximity to room No regui nor immediately adjacent Immediately adjacent T4
immum Code Inimam Code .
Data Center Minimym Code Minimum Code requirements (not less than |requirements {ret less than
TIA S4[TIA.1.54 |(Architectural) UPS and Battery Rooms. | Fire separation from computer room and other areas of data center regquirements requiremeants 1 haur) 2 hur} T4
Mimimeum Code mimum Coge
Data Center Minimum Code Mizimum Code requirements [not less than [requirements {not less than
TIA 55|TIA.L.55 |{Archi Required Exit Corridors ] Fire separation from computer room and support areas requirements requirerents I hour) 2 hour) - T4
iTmum Code Wi Code
) Data Center Minimum Code Minimum Code q and not kess  jrequil and not less
TIA S6|TIA.1.56 |(Architectural) Required Exit Corridors. requirements requirements than 1.2 m {4 ft) clear [than 1.5 m (5 ft) clear) T4
Data Center SFipping end recening | o shipping and recerving \T
TIA S7|11A.1,57 #iArchitectural) areas area provided No yas yes T4
inimum coae
+ |Data Center Shipping and receiving quirements if shipping Miril oode
[T1A S8|TIA.L58 |(Architectural) areas Fire separation from other sreas of data center jand receiving area present frequirement 1 hour 2 hour T4
Data Center TPRINg and receVing ¥es (minumurs 19mm (374 | yes [stecl bollards ot
TIA S9{TIA.LSS |(Architecturai) areas Physical protection of walls exposed to lifting equipment traffic No reguirement no requirertent in} plywood wainscot] similar protection] T4
. Tper 2500 sq m [ 25,00050] 1 ger 2500 5q m7 25,0005G
Data Center [Shipping and receiving 1 per 2500 sq m / 25,000 sq|ft of Computer room (2 ft of Computer raom {2
TIA B0|TA,2.60  |[Architectural) areas Number of loading docks no reguirement ft of Computer room minimum} minimumj Td
e TTOME o7
exterior weatherproaf
ririmum 2 hour fire endosures with Code
Data Center Gererator ang fuel separation from alf other  {required building
TIA 61T1A.1.61 _|{Architectural} storzge areas Proximity to comguter room and suppart areas MG requiremest N requirement areas separation - Ta
Data Center enerator and fuel B 1%m Qr greater
T 62|TIA.1.62  |{Architectural) storage areas Proximity te publidy agcessible areas NG requirement ne requirement i T2
Data Center . . Building + Battery {5 hour
TA Security - System CPU UPS capacity na Building Building min) T3
5 SACTTY
systems
on
Building + Battery (4 hour | Building + Battery (S hour | Building + Battery (26 hour building
TIA |Security Data Gathering Panels (Field Panels) UPS Capacity na min} min) min) T4 uprs
SECHITTY
4. systems
on
) Building + Battery {4 hour | Building + Battery (3 hour | Building + Battery {24 hour building
TIA Security Field Device UPS Capacity na min} min) min) T4 LUPS
X 1 per 5,000 5q m 7 20,000
TIA Seeurity Security staffing per shift na 5q ft [2 mintmum) 5q ft {3 minimum) T2
wIus
Security Access Control camera
TiA Generxtors industrial grade iock intrusion detection card access card access T1 coverage
TiA UPS, Telephone & MEP Raoms industrial grade ock intrusion detection eard access card aceess T4
N Owned/se|
Data Center |Security Access Control cured by
T 7|TIA2.7 (Security} Manitoring Fiber Vaults industrial grade lock intrusion detection intrusicn card access. N/A Telco
[Bats Carriar ecurity Access Contral
LEES 8mA28  |(Security) Monitering _ | Emergency Exit Doors industrial grade Jock monitor delay egress per code delay egress per code T2 S—
intrusion detection {with | intrusion detection {with d by
offsite monitering during  |offsite menitoring during 24%7x365
Data Center Security Actess Eantrol shifts when no security [shifss when no security o7 site
TIA 9lMa.28  |lSecurity} itQri Accessible Exterior Windows/opening off site menitoring |staif is present} staff is present) intrusion detection T4 security
[Bota Genter Tecurty Atcess Conto -
TIA 10|TA.2.10  F{Security} Menitoring Seourity Operations Center no requirement no requirement. card aceess card acoess T4
‘[Data Genter . [Security Access ContraT E - L
MmA 11|TIA.2.11  |{$ecurity) Moniaring Network Cperations Center no requirement ne reguirement card acoess <ard acgess T4
ata Center [Security Access Camtral
T4, 12{TIA.2,12  |{Security} Monitoring Security E: Rooms NG requirément intrusion card access ) card ageess T4
Dwta Gonter [Secartty Atcess Control card or Blometric actess | CarG of biometric 300658
TIA 13|TiA.2.13 (Security} Monitering Doors into Computer Rooms industrial grade lock “uﬂﬂ_m“o: detection . for ingress and egress far ingress and egress T4
GSion ARTECnon [With |
offsite monitoring during | card access if main
Data Center Security Access Control shifts when no seeurity ertrance, intrusion
TIA 141T1A.2.14  [{Security) Monitoring Perimeter buildingdaers nQ monitering, staff i present) d ior all others card access all entrance 73
- = g pTTSOTT ST
Single person interlock, portal or other hardware trap but
portal or other hardware  {designed to prevent camera
designed 1o prevent piggybacking or pass back covered
Data Center Security Access Control piggybacking or pass back  |of aceess credential, and
MA Monitoring Mair door ontoe computer room floor industrial grade lock card access of access credential preferably with biometrics. {72 biometric
| Bullet resistant walls,
T1A windows & doors. Security Coynter in Lobby na na Leve! 3 (min) Level 3 {min) (T2




SROTT CTeiy Swady  [SorTLivcaity Staey Ve a0 ot
[Shart Circuity Study jShort Circuity Study Coordination Study Coordination Study do Arc
Datz Center Coerdination Study Coordination Study Arc Flash Analysis Arc Flash Analysis Flash
TA 3|Tia4.3 {Electrical) General Power System Anahysis Arc Flash Analysis Arc Flash Analysis Load Flaw Study Load Flow Study 7 analysis
undang Lord Feed wil edundant Lo Wi
Data Center Single Cord Feed with 100% [Single Cord Feed with 100% | 100% capachty an 10 capacity on
TIA 4T1A.4.4 (Electrical) General Computer & Telecommunications Power Cords. _mcunwa. @patity cord or cards cord or cords T4
Data Center B N Redungant rom
ITIA 5[TIA.2.5 (Electrieal} Utility Litility Entrance Single Feed Single Feed N+1, Redundant Feed different utility sub T3
Oata Center -
TIA E|TIA.2.6  |(Electrical} Main Wtility ch d|Service Shared Dedicated Dedicated Dedicated T4
Oat Center Panelboard with BoR on | Panelboard with Bolt on 2nelboard with bolton |Panelboard wi on
TIA 7|TIR.A.7 (Electrical) Main Whility Switchboars|Canstruction Girquit breakers Optional circuit breakers Optional  |circuit breakers circuit breakers T4
Data Cemer -
TIA 8|TA4.E  |(Electrical) Main Utility Switchboard|Surge Suppression Optional Cptional Yes es T4
Data Genter JOnnteTruptble Power
TIA 9[TIA4.9 [Electrical) Supply Systems Redundancy N N+l N+1 2N T3
PATATRTREOANAANt  [Parale Redanaant
R {Modules or Distributed Modules or Distributed
Data Center Uninterruptibie Fower Single or Paraliel Medules  [Redundant Modules or Redundant Modules or
T1A 10|TIA4.10  {{Electricall Supply Systems [Topology Single or Farallel Medules  [with static bypass Block Redundant System Block Redundant System [Ta
Non dediated T ance
Data Center Uninterruptible Power maintenance bypass feeder |bypass feeder to UFS bypass feeder to UPS.
TIA 11[MA4.11  [{Electricas) Supply $ystems | Automatic Bypass MNone 1o UPS output switehiboard |output switchboard loutput switchbeard T4
PRI e g PRTRI O R TIT ot TOTg
- circuit breakersthatare  [tfrcuit breakers that are
Panelboard intorporating | Panetboard incorporating |coordinated under cocrdinated under
Data Center Uninterruptible Power thermal thermal overload and ground fault |overload and ground fault
TIA 121718.4.12 Supphy Systems utput Power Distribution trip brezkers trip breakers current condition aurrent conditicn T4
[Uninterruptble Power Tommah Sting for multiple |Dedicated Strng for each |
T1A 13{714.4.13 Supply Systams Battery String modules maodule C- T2
|Cninterrupttle Fower | g 5 year valve regulzted lead |10 year vaive reguRted lead |15 year vaive regula 20 yeer iead aqd fleeged
TIA 14i71A.4.14 Supply Systems. Battery type acid acid or flooded type acid or fleaded sype type
Uninterruptble Powar
) 15|TIA.8.15 Supply Systems. Battery Minimum Back Up Time 5 minutes 7 minutes 10 minutes 15 minutes T4
CENral e aatomars
system 1o check each cell
Uninterruptible Power . for, veltage, and impedance |
TIA Supply Systems Battery Monitaring System Optional Optional String leve! by UPS svstem  |or resistance T3
Uninterruptiole Power
TIA 17|TIA.4.37  |{Electrical) Supply Systems Flywheel |Allowed Aliowed Allowed Allowed IN/A
FoRated O Harmone R O HATTTIomiG
Caneeling Canceling
Data Center Uninterruptible Power K-Rated or Harmonic Front Accessibie for Front Accessible for
MA 18|TIA4.18  j{Electrical) Supply Systems Transformer [Optional iCanceling Maintenance Maintenance T4
“jbata Center AULCTIAAG StaTe.
ma - 19|TIA.4.19  [(Electrical) Transfer Switch Overcurrent Device /A Fuse Circuit Breaker Cireuit Breaker T4
Elec.
[Engineer
led shut
Data Center |Automatic Static dawn
TIA 20(TIA.2.20 |(Electrical} [Trensfer Switch Maintenance Bvpass Procedure NA Manual Non Guided Manual Guided Mznual Guided T1 7 procedure
Data 3 Autormiatic St
LEES 21[TA4.21  |(Electrical) Transfer Switch Output N/A ' Singhe Circuit Breaker Pual Circuit Breaker Duai Circuit Breaker T2
g Based on Fak analysis a5 | Based on rigk analyss a5
Data Center 4 per NFPA 780 and per NFPA 730 and
A 22[Tiad.22 Grounding Lighting protection system insurance reguirements. _|insurance requirements. | Yes Yes T4
A 23[naa.23 Grounding . Service entrance graunds and generator grounds fully conform: to NEC Yes Yes Yes Yes 74
Lighting fixtures neutralisclated from service entrance derived from
TIA 24|TA.8.24 . |Grounding lighting transformer for ground fault isolation NG . No Yas Yes T4
TIA 25(TIA.4.25 Greundin Data center grounding infrastructure in computer room Optignal Optional Yes Yes . 13 -
Computer Reom L0 NGt InsEal F Aot Do ot MSGail If ROt Do not install A 7ot TG ot sl iF nat We do
_ Data Center Emergency Power Off required by authariti required by i required by authorities required by authorities have EPC
TIA 2617T1A.4.36  |{Electrical} (EPO] System [{ having jirisdiction having jurisdiction having jurisdiction having jurisdiction T4 installed
Computer Reom - .
Data Center Emergency Power OFf B
TIA 27ITIA.4.27 _ |(Elestrical} (EPQ) System Test Mede Opticnal Optional . |res Yes T2
Computer Ream
Data Center Emergency Power Off
TIA 28|TAL.28  ]{Electrical) [Alarm Opticnal Crptional [Yes Yos T4
Have EFO
Cata Center Emergency Power OFf - -enable for
[TIA 29|T1A.4.29 |{Eleetrical) (2P0) System | Abort Swtich Optienal Cpticnai [Yes Yes T2 life safety




of

"checkerb
Multiple paths of electrical { Multiple paths of electrical “loard"
power to AC equipment.  [power to AC equipment. definition
Connected in checkerboard [Connected in checkerboard but we
Data Center Singfe path of electrical Single path of electrical [fashion for cooling _ [fashion for cooling have dual
TIA B|TIAS8  {[Mechanical) VWater-Cocled System | Electrical Service to Mechanical Equipment power to AC equipment _ |power.to AC equi L redundancy 3 feeds.
e ] TRy CTOTy TouTeTS
sufficient to provide Qty. of dry coolers
minimal temporary @pacity |suffident o maintain
to eritical area during loss  [eritical area during loss of
Data Certer ‘Water-Coofed System One redundant dry cocler jof one source of electrical  |one source of electrical
TIA 9mAS5.9  {(Mech | Heat Rejecti Ory-coolers {where No redundant dry coolers |per system ) power power N/A
Ty O OTy IO
. - sufficient 1o provide Qry. of fluid coclers
minimal temporary capacity [sufficient to maintzin
to critical area during loss  [critical area during loss of
Data Center [Water-Cooled System One redundant fluid cooler [of one source of electrical  |one source of electrical
T4, 10{TIA.5.10 |{Mechanical} Heat Refection Cosed-Circuit Fluid Cooters (where applicable} No redh flvid coclers |per system power pawet 1£3
- - Ty Ty ToTTeT
sufficient to provide Qty. of condenser water
minimal temporary capacity [purnps sufficient to
. %o critical area during loss  |maintain critical area during|
Data Center Water-Cooled System No redundant condenser | One redundant cendenser |of one source of electfical  {loss of one source of
[TIA 11iTIA.5.11  |{Mechanical} Heat Rejection Circulating Pumps [water pumps 'water pump per system power jelectrical power T4
Uata Genter sﬁnnl?mﬂn_un Systemn - Single path condenser [ Single path condenser | Headered parallel piped | Dual path condenser water
A 12|TIA.5.12  |{Mechanical} Heat Rejection Piping System water system ) water system condenser water 5 system T2
oy
to provide minimal
- [temparary capacity to Qty, of AC Units sufficient
critical zrea during loss of  |te maintain critical area
Data Center No redundant air Gne redundant AC Unit per|one sburce of eleetrizal during loss of one source of
TIA 13|TA.5.13  ]{Mechanical) Chilted WWater System indoor Terminal Air Conditioning Units ngnﬁ..oa:m Units [critical area power- electrical power Td
Data Center
[TIA 14|TIA.5.74 [Mechanical} Chilled Water System Humidity Control for Cornputer Room No reguirements Humidification provided Humidification provided Humidification provided  |T4
Data T Ingle path of electncal | Single path of electrical | Multple poths of efectrical | MultpTe paths of elecwical
(TIA 15|TIA.5.15  |(Mechanical) Chilled Water System Serviee 13 Equipment pawer to AC equipment pover to AC equipment power to AC equipment rower 10 AG equipment T4
Cual path ladeer [oop
Data Center Chilled Water System Simgle path chilled water | Single path chilled water  [chilled water system with | Dual path chilled water
TIA 16(T1A.5.16 |{l ical} Heat Rejection Chilled Water Piping System system system isglation valves system T2
YT OT SRR YT
pumps sufficient to provide | Qty. of chilled water
minimal temgorary capacitybpumps sufficient to
o critical area during loss  |maintain critical area during]
Data Center Chilled Water System Ne redundant chilled water| One redundant chilled of one source of electrical  |loss of one source of
TIA 1717T1A.5.17 _l{Mechanical} Heat Rejection Chilled Water Pumps pumps water pump per system uhﬂ.mn. M— electrieal power T4
- pumps sufficient to provide
minimal termporary capacity| Qty. of chillers suffident to
to critical area during loss  |maintain critical area during|
Data Center Chilled Water System One redundant chiller per |of one source of electrical  [loss of one source of
TIA 18|TiA5.18  l{Mechanical) Heat Rejection Air-Cogled Chillers No redundant chifter System nrwc_.sm“. ot electrical power NiB
swHicient te provide
minimal temporary capacity| Gty. of chillers suffident to
to critical area during foss  |maintain critical area during
Data Centar Chilled Water Systam One redundant chiller per  jof one source of efectrical  [loss of ene source of
TIA 19|T3A.5.15  |{Mechanical) Heat Rejection ‘Water-cooled Ghillers No redundant chiller system power ’ electrical power N/A
pumps suffident to provide | Oty. of cooling towers
minimal temporary capacity|sufficient to maintain
to critical arez during loss  [aritical area during loss of
Daza Center Chilled Water System No redundant cocling One redurdant caoling of one souree of electrical  jone source of electrical
T1A 20|TIAE.20 [ i Heat Rejecti Locling Towers tower tower per system power power T4
O TS T
pumps sufficient to provide | Qty. of condenser water
i y Capacity sufficient to
to critical area duringloss | maintain critical area during|
Data Center Chilled Water System No redundant condenser  § One redundant condenser |of one source of electrical | [loss of one source of
T1A 21|TIA5.21  |{Methanical} Heat Rejection Cond Water Pumps water pumps water pump per system power electrical power T4
_[Pam Tenter Chilled Water System Single path condenser Tingie path-condenser Headered paraliel piped ual path condenser water |
TA 22|TIas22  |{ ieal} Heat Rejection . Condenser Water Piping System [water system 'water system condenser water system system T2




H2 1 1/H2.11 infrastructure General Kosting Sdsmmni_z deliverir ¢ and related services from within :uu_u_uqo,__ma Data Centers. A
Hosting Provider intrastructure will consist of dedicated servers, cperating systems, iocl area network equipment, firewalls, routers,
H2 1] 2|Hz.1.2 Infrastructure General load balancers and any refated equipment or provided scftware A
Hesting Pravider is solely responsible for precuring, managing and maintaining infrastructure, whether within Hosting Provider’s Data
H2 1 3[H2.1.3 Infrastructure General Centers or Hosting Provider equipment deployed at Customer sites. i Y
Hosting Provider is also be solely responsible for acquiring and maintaining Wide Area Network (WAN) connectivity between
H2 1) 4|H2.1.4 Infrastructure General Customer’s site and Hosting Pravider's Cata Centers. Y
Hosting Provider infrastructure apples to Production Envil Production Support Envir and Non-Prod
H2 1| 5iH2.1.5 Infrastructure General Envircnments managed for Customer. ki
The Infrastructure Design Document 2nd the Provisicning Release Plan will b¢ used 25 the basis to install and configure the hardware,
H2 1 6|H2.1.6 Infrastructure Acqusition and v_dsm_a_._:._m retwork, sterage and software required for the environments, As
H2 1 7|H2.1.7 Infrastructure Acqusition and Pr Hosting Provider will procure, install, and configure the required herdware in accardance with the Provisionin, Release Flan Y
H2 1 8|H2.1.8 Infrastructure [Acqusition and Provisioning Husting Provider will install Bosting Provider's Certified € ion onta each provisioned Server - Y
Hosting Provider will provide a VPN devices to be installed within Customer’s internal netwerk; or, allow installation of the Hosting
Provider-appraved Customer-provided Network Equipment in accordance with the network architecture solution approved by
HZ 1 g|HZ18 Infrastructure Acgusition and Provisioning Hosting Pravider \d
xoﬂ__._m Provider will Provide Internal IP address managernent, router table switeh admini ion and firewall
HZ 1 10{H2.1.10 Infrastructure Acqusition and Provisicning adr within Eosting Provider's Data Center(s) Y
Hosgng Provider wili enable “public” Internet access for the applicable Hosting Provider Programs per the Provisioning Release Flan,
HZ 1) 11|HZ.1.11 Infragtrugture Acqusition and Provisionin: |and install a DMZ Server{s) per the irfrastructure Requirements Document Ad
H2 1 12|Hz.1.12 Infrastructure | Acqusition and Provisioning Hosting Provider wili install and manage Enz__.mn_ Third Party Software Al
HZ 1 12|HZ2.1.12 tnfrastructure Acqusitien and Provisioning MHosting Pravider will ensure impl ment plans are aligned with the Provisioning Release Plan Y
Hosting Provider will provide Availability which isthe ventand management of infrastructure, :ﬁEn.:w
H2 1 14|H2.1.14 infrastructure ilability Mar measurement of service failures and the time taken to resume service. \d
. Hostirg Provider will utilize monttoring Tools to _nm_é:_. actual or petential Incidents affecting availability and ﬂxn action to prevertt
H2 1 15|H2.1.15 Infrastructure [Availability M o minimize such impact. State must be notified when inddents are identified effecting application availability. ud
Hesting Pravider will perform Problem Management analysis and make recormenendations to Customer of activities that may enhance
H2 1 16[H2.1.16 Infrastructure |Availability Mana service guality and reduce recurence of Incidents affecting availability Y
Agiess
. Bunuwmn_
H2 1 17|H2.1.17 Infrastructure Hosting Provider will maintain availability for software products not previded by Hesting Provider oroducts only)
Y (configured
to support
K2 1 18{M2.1.18 Infrastructure Hesting Provider will manage ISP/Netwark connectivity between Customer's Data Center and Hosting Provider's Data Center HEE neads)
HZ 1] 19|H2.1.19 Infrastructure Hesting Provider selution will utilize industry standard hardware{storage, servers, switches, fi IIs, load balancers). \i
H2 1 20(H2.1.20 Infrastructure Hosting Provider will utilze industry standard virtualization techneiogy and deploy following vendors best practices. Y
HZ 1| 21{H2.1.21 Infrastructure Hosting Provider wilf build Customers private cloud utilizing dedicated physical and virtual separation and components, Y
H2 I 22[H2.1.22 Infrastructure * Hosting Provider witl assist Customer in preparing the detailed infrastructure requirements Y
Hasting Provider will utilize Customer requirements to design the Hosting Provider Services architecture and prepare anInfrastructure
HZ 1 23]Hz2.1.23 Infrastructure Design Document. Y
H2 1] 24|H2.1.24 trfrastructure Hosting Provider will prepare a Provisioning Release Plan and review the plan with Customer Y
Hasting ider will provide Cu with k capacity r for cennmectivity between Hosting Provider’s Data
H2 1 25[H2.1.25 Infrastructure Center and Customer’s premises - Y
Hosting Provider solution architecture induding physical and virtual infrastructure, firewall, load balancers, ete. proposed for
1 individuai production and non-preduction envirenments will be produced by G and app! ol by Hosting Provider. {refer to
H2 1 26[H2.1.26 Infrastructure Design visic Customer Envirpnment Ciagrams {Production, Disaster Recovery, Staging, Testing. €tc.) Y
H2Z 1] 27|H2.1.27 Infrastructure Design Hosting Provider wil! Collect and document, and publish all infrastructure/environments under Hosting Provider management kd
H2 1 2§|H2.1.28 Infrastructure Enviranments Hosting Provider will implement a high availabie Preduction Envirenment per (. s Production, Envi Diagram. Y
. (PRODUCTICN) Hosting Provider will irnplement a high avaiiable Production Environment per Customers Production Environment
H2 1] 29]H2.1.22 Infrastructure Envir Diagram. [
(STAGING} Hosting Pravider will implement a high available Staging m=53=3m3 {misrors PRODUCTION) per Custemers Staging
H2 1 30|H2.1.30 Infrastructure Environmerits Environment Diagram. u
(DISASTER RECOVERY(DR)) Hosting Provider will implement a high availakle DR Environment (mirrors vmoccﬂ_._oz_ per Customers
H2 1 31|H2.1.31 Infrastructure Environments BR Envirgnment Diagram. v
) (TEST) Hosting Provider wi plerent a Non high available ._.mw_. Environment per Custemers TEST Environment Diagram. Non
Production enviranmenis will be design at the same level of security as PRODUCTION and will contain the same applications and
H2 1| 3J2fHZ.1.32 Infrastructure Envi <ervices as PRODUCTION without the high avaiiability requirements. R \d
[DEV} Hosting Provider will implement a Non high availatle DEV Environment per Customers DEV Envirorment Diagram. Nen
Production environments will be design 3t the same level of security a5 PRODUCTION and witt contain the sime applications and
H2 pl 33|Hz2.1.32 nfrastructure mm:i_d::._m:._u |services as PRODUCTIQN without the high availabilty requirements. Y




wmani_n.n: qmmm«wno the m:._ocuaq:am.n te be nw:._ma »_:S_wr 3 nmnsa_._n and-shauld be no=mamqmn when amm_m:_nn Network Connectivity. .n_m required
bandwidth depends on the pragrams, sumber of concurrent users, and use of the programs. Netwsrk bandwidth must be monitored 2nd adjusted as

Network

H3 Network Bandwidth program usage grows znd changes.
. ) idth requn for deploy vary d ding on the programs used, Customer's business, nd-Customer’s workflow. Hosting Provider will
H3 Network Bandwidth recornmend .":m bandwidths as 2 starti int for network sizing deployment.
- Hosting Provider is responsible molrm network design and must provide netiork connecticn noaw_msd.:u? including a detailed cabling diagram for the
H3 Network Design network connections b Customer and Hosting Provider-data center locations.
[Hosting Provider shall provide public Internet addresses for devices that require Intermet access, and Hosting Provider shal? provide public mnnnmmmow for
H2 Netwark Design interfaces that connect to the Hosting Pravider network.
H the Envirenment is supperted by the (Hesting Provider Intemal Service Network (MPISN]], all access into the Enviranment must traverse a firewall
designed to velidate the communications being 2ttempted. The firewall performs this validation by recognizing protocols and verifying the acceptability
H3 Netwaork Design of ranges of source and destination JP addresses.
If Custemer chanses 19 acdess the Hosting Provider Programs via the public Internet, service will be nmu_u<mn on DMZ Server{s) for Hosting Provider
M3 & Netwark DMZ z_muummn >_um=numn=u.
H2 7 _.h.__muzo,._n DMZ Hosting Provider Programs accessible from the public Internet shall be deplayed on DMZ Servers far Hosting Provider Managed applications.
Hosting Provider DNS Standards require the use of a CNAME alias in Customer’s external DNS rather than an A record ta the IF address to prevent the
need for futare medifications on Custemer's side. This is required so that Hosting Provider can n:...:mm._zm server |P addresses as required due to
H2 Network DNS upgrades, relocations, and disaster recovery operati
For Hosting Pravider personne! tc support the Hosting Provider Programs, the applications URL or hostnames must be rescivabie in Customer's external
H3 Network DNS DNS.
H3 |Network DNS Hosting Provider will not &l :Enm: or spiit DNS ions that impede dperati li support and are not velid-security solutions.
Hosting Provider wilt not utilize DNS sub-domain registrations. Hosting Pravider follows and supports RFC 1178, RFC952, and RFC 987 for hastname
H3 Network DNS registration. i :
Hosting Provider shall register the hostnames on an individual basis as part of the HPISN DNS Servers 5o that Hosting Provider does not have to use
H3 Ketwork DNS hiostname entries on the desktop, and Hosting Provider can enforce iltty for hosts that are supported at Customer's site.
Hosting Provider will configure the DNS to usé the default Hasting Provideroutsourcing,com domain for application URLs, for example Customer.Hosting
H3 Network DN$ Provideroutsourcing.com. This URL is registered as a canonical name {CNAME) DNS record pointing to the Server address assi te the Customer URL. 1Y
Hosting Previder shall maintain both the Aand the CNAME record on-Hasting Provider DNS servers. Host and Dewnain Name ONS Record Type Data
H3 |Network DNS Values.
Customer may use its own domain for its URL, such as portal.company.com. {This is accomplished with 4 CNAME record entry on Customer’s DNS server
H2 Netwark DNS and an A record on Hosting Provider's BNS servers.}
Custorner shall zccess the Hosting Provider Programs through a URL entered in 2 Web browser. A DNS server ngcma the URL to an [P address. For
example, to access Hosting Provider's home page, Custarmer may enter hitps//www.Hosting Frovider.com in 3 Web browser, Customer's camputer asks
its DNS server for the IP address associated with www.Hosting Provider.com and the browser then attémpts to connect 10 the Web server at that [P
H3 Netwark General address.
Properly configured and sized netwark routers typically induce __.z_m delay. However, the delay through routers can become 2 major source of overall
network latency when network connections are congested or routers are improperly cenfigured. Hosting vasnmq will ensure that all network devices
H3 Network General and links are preperly sized and and are running optimally.
Hosting Provider  [Hosting Provider (Hosting Pravider Internal Service Network {HPISN)) will use firewall, VPR and sysleg information to report an Hosting Provider
Internal Service personnel activity, The informatian captured in the report includes the following: User ID, User IP address _u<<1z concentrator, IP of system to which
H2 18|H3.1.13 Natwork Network the user is cc ing te, duration of the ion (in seconds}, date and time, - *
Al Hosting Provider personnal must conheet ta the HPISN using a seftware VPN client, After the Hosting Provider employee inftiates a software VPN
Hosting Provider  [sessian, the employee must enter a user name and password. When authentication i successful, the Hosting Pravider emplevee is sssigned a static IP
{internal Service address for that particular VPN cancentrator. The IP addresses are bound to the user identity and not, for example, to the MAC address. IF spoofing and
H3 Network Network other threats are reduced betause the client software enforces the 1P assigned by the authentication server.
Hosting Provider
Internal Service Hosting Provider HPISN is designed to provide appropriate Hosting Provider personne! secure network access 1o Servers used to provide Hesting Previder
K3 Network Network Services. ) - .
Hosting Provider  |Hosting Provider maintaing 2 dedicated suppert network {Hosting Frovider Internal Suppott Network{HPISN)) that is segregated from Hosting Provider's
Internal Service  [Intranet. The network is comprised of a firewall, VPN, intrusion detection, authentication, reporting, and DNS. This isolated network is the standard
H3 Network {Netwerk Ci ivity option for Hosting Provider personnel to connect to the Environment.
Hosting Provider  [The HPISN utilizes redundant firewalls, intrusion detection systems {ID5), syslog and VPN technelogies to secure the Envi Default-deny rule sets
Internal Service are enforced by the firewsli security policy 2nd an IDS monitors any potential violations of the predefined ruks. in addition, athird party assessment
H3 Network Network vendor performs periodic assessments of the Environment.
Hosting Provider ) )
Internal Service The HPISN architecture assigns static IP addresses ta individual Hosting Provider personnel. As each user IP passes through the HPISN firewalls, Hosting
H3 H3.1.23 MNetwork Network Provider logs and reports the session activity te the Environamtent.
Hosting Provider
Internal Service Hastmg Provider is responsible for access control inta Hosting Provider's Data Centers and to the Envircnment. This access cantrol is designed to limit
H3 Network Network a¢cess ta the Envi nt to Customer's network connections.
Hosting Provider
Internal Service Hosting Provider persennel shall utilize the HPISN 10 connect to servers bcated at Customer’s Data Center. Customer s responsible for access control
H3 _INetwork into Customer's Data Center.




_bnﬁguw_ﬂ

Hosting Provider will establish a network transport between Hosting Pravider and Custemer te allew Hesting Provider persennel access to the

H3 57}H3.1.57 \WAN Envirgnment (2 "Management Link™) if envirsnments are deployed within Customer Data Centers.

Hosting Previder will provide aeeess 1o the Exviranment will be viz a virtual private network (VPN) connection. Hosting Provider will provide Customer
H3 Netwaork 'WAN with the number and type of VPNs required. -

Hosting Provider establishes a an Internet circuit that Is used both for Network Connectivity to Mosting Provider and Customer's other Internet activities
H3 Network 'WAN is called a shared circuit. Hosting Provider must ensure that the existing circuit has encugh unused capacity to support Hosting Provider traffic.

. A shared circuit to the Hosting Provider should cnly be considered for Transaction Links if the clrcuit perfermance is highly stable and actively monitored

H3 Netwark 'waN for performance and capagity. -

With the Hosting Provider standard VPN, Hesting Provider supplies, configures, and manages an (PSe¢ compliant VPN device installed on Customer's

network, Hosting Provider standard VPNs can be implemented in most Customer environments in a short time frame and receives the highest level of
H3 61iH3.1.61 Network (WAN VPN suppert from Hesting Provider,

Hosting Provider specifies, designs and defivers a network transpert to allow Hosting Provider personnel to access an Hosting Provider environment {(a

“Transaction Link™). The DMZ at the Hosting Provider Data Centers is connected through VEN tinnels that terminate ¢n the Hesting Frovider firewalk.

Far all other Hosting Provider Data Centers, the HPISN DM2 connects to the Hosting Provider Data Center network via a direct limk though a Firewall
H3 62|H3.1.62 Network (WAN Intereennect Notwork [FIN). .

Hosting Provider eonfigures the VPN device based on Customer's network tepelegy and Hosting Provider policies. The Hasting Provider-provided VPN

has two interfaces, external and internal. Hosting Provider generally uses both interfaces {dual-arm mode), but can suppert 2 configuration that uses
H3 £3|H3,1.63 INetwork 'wWaN anly one interface [single-arm mode),
H3 64|H3.1.54 rk WAN iThe external interface should be do a switch between Customer's barder router and.firewall.
H3 65[H3.1.65 Network WAN iThe VPN device external interface may be connetted to a firewali DMZ interface.

[The VPN Device external interface shali nat be directly connected to the Internet. The external untrusted interface shou'd be connected to the Internet
H3 £6|H3.1.66 Network WAN behind Customer's hoarder router to enable Custonver ta apply Access Control Lists (ACLS) to secure Customer’s Environment from unsoli traffic.
H3 57|H3.1.67 Network General Soluticns will use TCP/IP 35 its networking protocal.




rform Capacity management which is the process of planning, analyzing, sizing,
. Capacity / Performance m_._n_,one.a:nm:m capacity te enable the Preduction Enviconment to handle data processing demand in
HS 1[{H5.11 Management accordance with the contracted Hosting Provider Services ("Capacity Management”). ¥
TROSTTIE T TOVIUET WAT FETTOTAT CAPAGTY ERTITETTC PTG TS 3 TOT T T TEaC v E T oG Irver
capacity assessments. Reactive capacity assessments are conducted in response to an Incident in which
capacity issues may have been a contributing cause. Proactive capacity assessments are conducted as
part of the Periodic Maintenance Plan for the Production Environment as a preventive measure in an
Jattempt to avoid the occurrence of a capacity-related Incident. Reactive and proactive capacity
assessments leverage performance and wtilization data from the Production Envirenment, along with
the current Architecture Document to determine if-utitization is at or is trending toward 2 capacity limit.
Capacity / Performance If a capacity limit is identified from the capacity assessment, Hosting Provider may recemmend an
HS5 2|85.1.2 Management ingreage 16 capacity. Y
Capacity / Perfermance
HS 3[H5.1.2 FManagement Hosting Provider collect performance and capacity metrics Y
Capacity / Performance Hosting Provider will conduet analysis of capacity-related metrics in raaction te menitoring alerts er
Hs 4|H5.1.4 . nent Incidentts that may i issues_ Y
Capacity / Performance Hesting Provider will conduct Capacity Management periodically as part of the Periodic Maintenance
H5 5}H5.1.5 Management Plan . Y
Capacity / Performance Hosting Provider will periodically review storage requirements and alert Customer as capacity limits are
HS B6{H5.1.6 Management apgroached Y
Capacity / Performance Hosting Provider will make recommendations to Customer of appropriate configuration and/or
HS 7|HS.1.7 Management architecture Changes to address identified capacity issues Y
Capacity / Performance Hosting Provider will, when recommending Changes to Customer's archi e, create an updated
HS g|HS.1.8 Management architecture document that reflects such changes ¥
Capacity / Performance Hosting Provider will implement Changes to address capacity issues following review with Customer in
HS 9[H5.1.5 accordance with the Release Management process Y
Capacity / Performance Hosting Previder will medify woerkload te best utilize existing capacity if capacity issues are related to
HS 10|H5.1.1¢ Management workload management {e.g., kateh job scheduling, report execution, maw.“. ) Y
Hosting Provider will blish workload nent ices to distribute the batch workload across
' Capacity / Perforrmance the daily, weekly, and monthiy production schedules, including scheduling of batch jobs, execution of
H5 11|HS.1.12 reperts, and all other business activity that impacts. m performance A
. Capacity / Perfarmante Hosting Provider will ensure batch worklead is distributed across all available and appropriate system
H5 12|H5.1.12 Management resources - Y
R Capacity / Performance Hardware and Network m_._o:_n support joad balancirg technologies for high avai ity and
H5 13|H5.1.13 Management toad Balancing maintenance - - Y
Capacity / Performance
HS 14|HS.1.14 Management Continuous scalability Server workloads should scale en-demand without shutting down the application - - Y
Capacity / Performance . i
H5 15|H5.1.15 Management Storage scalability should be flexible enough to add additional capacity of disks with | service disruption |
Capacity / Performance
H5 15(H5.1.16 Maragement. ) Seasenable [oad sealability Server capacity should support month end and year end processing capacity . Y
N {estiamted
Capacity / Performance Pezk Concurrent Internal 200 concurrent
H5 17|H5.1.17 Management Users System shauld suppart 500 concurrent internal users at peak time (6:00am - 6:00pm EST). end users)
Capacity / Performance Off-peak Concurrent internal
H5 18fH5.1.18 Maragement Users System should support 100 concurrent internal users during Off-Peak hours {6:00pm - 6:00am EST}. Y
. Y{bultin 400
Capacity / Performance Peak Concurrent External congurrent
HE 19|H5.1.15 _Sm_._ﬁ:mnﬂ Users Systern should support X concurrent external users at paak time {6:00am - 6:00pm EST). users}
' ¥ (builtin 400
Capacity / Performance Off-peak Concurrent External . concurrent
HS 20|H5.1.20 Management Users Systamn should support X concurrent internal users during Off-Peak hours {6:00rm - 6:00am EST), users}
Capacity / Performance : . )
HS 21|H5.1.21 Management Server CPU utilization The server(s} CPU utilization is rot to exceed 35% . Y
Capacity / Performance : - .
HS 22|H5.1.22 Management Server memory utilization The server(s) memory utilization is not to exceed 90% : ¥
‘Capacity / Performance
5 23|H5.1.23 Management Server storage utilization The server(s) disk space utiiization is not 1o excead 0% ¥
Capacity / Performance
HS 24|45.1.24 Management LAN collision rate The Local Area Network (LAN] collision rate is not to exceed 20% ¥
K Capacity / Performance i
H5 25[H5.1.25 Management WAN utilization The Wide Area Network (WAN) utilization is nct to exceed 20% Y




Capacity / Perfermance Failure Detection, Motification, |All components must be provided with a framework for automatic failure detection, notification, and
HS 53|H5.1.53 Managernent and Restart restart, Y
Capacity / Performance All servers must be capable of remote diagnosi: ation, p lizaticn, and other types of
HS 54|H5.1.54 Management Remote Diagnostics administration. Y
Capacity / Performanse Event Creation and
H5 55|H5.1.55 Notification The architecture must provide standardized services for generai event creation and notification. ¥
Capacity / Performance First fafure data capture means that sufficient error and diagnostic inferrmation is captured to allow
H5 56|H5.1.56 N First Failure Data Capture problem source identification without recreating the problem. ¥
The architecture must pravide standardized services Tor first faiiure date capture in error handling. All
Capacity / Performance cemponents of the architecture and application code must implement the concept, of first failure data
HS 57}m5.1.57 Marag First Failure Data Capture capiure. Y
Capacity / Performance Tt is the responsibility of the enterprise management framework to provide monitering and alarm
HS 58|HE.1.53 Management Monitoring services for the environment. Y
Capacity / Pesfarmance
H5 59|H5.1.52 Management Monitoring detail Monitoring tools must provide sufficient detal identify the source and nature of faults. | Y
Capacity / Perfermance The teols should also suppart alert communication via email and text messages and automated R
H5 €0}+5.1.60 [Management {Monitaring communication 5 capability (e.g. An errer event causes a script to be executed to restart a service). v
Capacity / Performance Enterprise management The architecture must work closely with the enterprise management framework te. provide the
H5 61|HS.1.61 Management ir perability appropriate events. Y
The architecture must uasna the capability to track and review transactions through the system for the
purpeses of auditing, error diagnosis, and performance management. Ata minimum this traceability
Capacity / Performance sheuld be at the component interface level. Ideally this should be implemented in a fashion that aliows
H5 62|H5.1.62 Transaction tracability dynamic starting and stopping of this service. v
Using a combination of Mstrumentation Within coae &8 moennoning tools, [t is expected that the
environment will be managed through an overall-quality process that includes the aralysis of
Capacity / Performance performance and avaifabifity resiiits. The architecture needs to support the extraction and analysis of
HE - 63 |H5.1.63 Management Transaction visibility this information. Y
Capacity / Performance Modular component [Ensuring the ability to apply changes at the compenent and data level. The goal is to be able to make
H5 64|HS.1.64 Management modifiability these changes with nc loss of.availability at the application or component level. A
Capacity / Performance Monitor performance and The architecture must provide the 2bility to record and meniter the performance and utilization of
HS 65]H5.1.55 Management utilization resources within the overall systorm and individual component types ¥
Capacity / Perfermance Technology component Individual technology components {2.g., SOA, MDM, IdM;] shali be monitored using an enterprise
H5 €6|H5.1.66 Management {monitoring monitoring teol, Y
Capacity / Performance The system must measure and record performance metrics at a system companent leve! so that
HS 67{H5.1.67 Management Comporient level monitoring _ | appropriate reports <an be generated for monitaring purposes. Y
Capacity / Performance " -
HS - 68|H5.1.68 Managesnent Ul Respense Time Ul level tramsaction should complete in 5 seconds ¥ {on average]
Capacity / Performance -
HS 68|H5.1.68 Management Query Respense Time Query thru Yl layer should show results in 15 seconds Y {on average)
Capacity / Performance .
HS5 70|H5.1.70 Management Data Refresh Dmﬂiuﬁra:wm m:u other :o_._.O_.du uuﬂ mu:Rmu m—ﬁ_ﬂ w_m qm.?w.m_._mm i;?: Nh _._ona Y {on average)
.mu__us::n areas: - A description of how ﬂsm solution's capacity and capacity requirements were
caloulated, ineluding all formulas and calculations used in capacity planning for the State. - A description
of how the solution's capacity requiremnents will be met. - How capacity issues will be managed for all
no:_uo_._mzﬂ of the State preject, - Deseriptions of how capacity utilization will be menitored and
Capacity / Performance capacity thresholds will be established. » A description of corrective and esealation processes that will
HS 71|H5.1.71 Management " |non-functional be used in the event any capacity thresholds are reached. ¥




Release Z_m:m.mm:,m:n

osting .ar._.mqm a N<mum.nm:.m d <m_:nm:m:nm 3 .Qim oF PUrposes of applying (frastructune
Releases, These Mainterance Windows diifer from the time frame set between Hosting Provider and
Custorner for Customer-specific Release Management activities. )

Rel Management

Hosting Provider will provide notification when it intends to'use standard Maintenance Windows in lieu of
another time frame scheduled for Customer-specfiic Release Management activities,

H7

Release Management

HY

H7.1.4

{Hesting Provider will perform maintenance on Infrastructure during a three-hour Weekly Maintenance

Window that will not effect solution availability

Release Management .

M7

n

H7.1.5

Hosting mESmm_.. But ne more nmm: TWICE [T year, pertarm
maintenance on Customer's Infrastructure during a 12-hour window (the “Semiannual Maintenance
Window”}

Release Management

Cempeonent changes may include but are not limited to hardware replacerment, operating system patches
ard upgrades, and configuration-changes.

H7

o

H7.1.&

Release Management

H7

H7.1.7

Infrastructure Components rray include but are not limited to Servers, network devices, and storage.

Release Management

josting Provider will send emall Nouncations, ICIUAINgG an GveTview of the Helease, WIthilt minimum 74
hours in advance of use of a Weekly Maintenance Window and 30 days in advance of use of a Semiannual
Maintenance Window

HY

H7.1.8

Release Management

HY

H7.1.8

Hesting Provider will use commerxizily reasonable efforts to coordinate the timing of Release-related
maintenance activities

Release Management

Hosting Provider will have approval for Changes to Infrastructure components requested by Hosting
Previder that wilt be implermented outside the standard Maintenance Windows and will affect functionality

H7

H7.1.10

H7

H7.1.11

-

When functionality is ready to be defivered ta the Customer for User Acceptance Testing (UAT), it shall be
delivered in the form of a pre-preduction release. Since the Customer will approve ali refeases into
preduction, a pre-production release i3 equivalent to 3 production release and requires the rigor associated
with a production release. Upon successful completion of UAT, the Customer will schedule avelease to be
moved to the production environment. Each pre-production release shal! include the following: ~ Release-
specific hardware and software Solution comporents. - Release description including architecture or design
updates, new functionality intreduced, defects fixed, medifications to interfaces with other systems, other
changes to existing code, and any software and hardware configuration charges. - Release contents
including a description of the release structure and contents and m:mn_._._nn._ndm.mo_. assembling and/or
configuring the components of the reiease, - Test Plan and test execution resuits, - Detailed hardware and
software configuration infermation including any software and hardware dependencies and instructions at
a level of detail that will enable administrators staff to rebuild and configure the hardware environment
without outside assistance. - Database documentation conferming to industry standards. - Detailed
cenfiguration information for any 3rd party hardware and software, Project teams (vender-supplied or
otherwise} shall provide updated documentation when upgrades to software or equipment occurs through
the life of the contract or project.

Release Managemertt

Release Management

Upon successiul completion of the pre-preduction testing, Project teams {vendor-supplied or otherwise)
shali, in coordination with the Customner, create a Production Release Plan that shall consist of an updated
Pre-Production Release notification to assist the Custorner in sugeessfully refeasing and maintaining the
Solution in the Production envirenment. It must include, but not be limited to, the following components: -

-|Updated Configuration Information required satisfying the solutiens’ production configuration

management requirements. - Updated Solution Architecturg. - Updated Detailed Design, ncluding amﬁ__mn
systern, technical, and user documentation, - Deployment schedule




Service Continuity

Hosting Provider

ill provide Service Continuity Management for the Production Environment following a declared

H2 1jH9.1.1 Management Disaster. Y
‘Service Continuity Disaster declaration will ocour no Tater than 24 hours of Customers Application service becoming unavailable and
HY 2|HS.1.2 Management will be a shared decision between Customer and Hesting Provider, Y
TSSO
! proper
security and
fregulatory
) Service Continuity Customner may install the data and files from the applicable backup deliverad by Hosting Provider anto a system(s) [needs are
H9 3{H9.1.3 Management provided by Customer either at its facility or at a third party facility that it designates. supparted)
Service Continuity :o&:m Providter will conduct regular system backups of the Envirenment{s) following the frequency and retention '
H9 4{H9.1.4 b gem cutlined by Customer. N
inthe event of a Disaster, within seven days from the time when 3 Disaster is deciared, deliver to Custemers
Service Continuity address and contact persen specified a backup containing the database, code tree and archive logs ﬂ_._mﬂ resided on
H9 S{H9.1.5 [\ gement the Production Environment at the time that :omn_:m Pravider ereated such backup.’ A
Service Continuity Hesting Provider will use reasonable efforts to restore access to and use of the Production Enviranment {including
Ha 6|H9.1.6 Management the recovery of production data) located at Hosting Provider's Data Center following declaration of the Disaster. Y
TF determined that deployment at a Customer-retained secondary sag 15 required Tor resteration and Use ¢
Service Continuity thé Production Environment, use reascnable efforts to provide Customer with 533._2_0_._ that Customer
H9 FiH9.1.7 ?._m:mmm.am:n ﬂmmmo_._mv_,. _.mn_._:mmg select DR cutover. hd
. Service Cantinuity Hosting Provider will ship to the Customer address ang contact nmao_._ specified a data export that consists of data
H9 3|H9.1.8 Management from Customer’s Production database upon request. hd
: Service Continuity Selutions (Application Services) shall be restored in less than 4 hours {(RTO), and only experience the loss of the 30 B
HS 9iH9.1.9 Management minutes {RPC) of transactions. ¥
Solutions shall SUPRGIT a@ Production and hot (feal time replication] DR Gesign that would allow. one sie 1o
Service Continuity seamlessly be offline and the other site wauld maintain service witheut interruption meeting RPO and RTO
HO 10{H5.1.10 Management reguirements. Y
Service Continuity Selutions shall include a disaster recovery plan and provide centingency plans to Custamer for application services
Hg 11[H9.1.11  |n 1ent managed by Hosting Provider. Y
Service Continuity
HI1l 12{H11.1.12 [Management Solutions shall have business continui Y {for DR plan}
Service Continuity Solutions will maintain and effectively implement plans for emergency respense, backup operations and post
Hil 13|H1L.113  |Management disaster recovel .- ¥
lanagemen L AL —
operational failures are the respansibility of Project teams (vendor-supplied or otherwise) . Project teams {vendor-
supplied or otherwise] shall develop an Operational Recovery Plan that addresses the following: - Areas of the
solution most susceptible to faillure or disaster that would result in downtime. - Recommendations for solution
recovary processes, of steps to tzke in the evant of a downtime event. - Recommendations for the State on how to
Service Continuity comprehensively and effactively mitigate the risk of a downtime event. - Recommendations for securing the
H11 14|H11.2.14 i ent solution components during a period of emergency operation. ¥




. . Maintenance and - Ioﬁ_:m u_.o<_nma m_._m_H no:a:n." emmasn on mn< changes,upgrades to _._m:.._sqm or uuﬂ:mu applied to ensure wmn_?.ma
Hil 1iH11.1.1 Qperations Contractor compatibility of its selution and integration within Customer's Environments Y
Maintenance and ‘The contracter shall work with the Customer in advance of ary releasa or changes 2 allow the Exchange team to -
H11 2(H11.12 Operations Contractor adequately test, verify and train to support the smeoth eperation of the Customers Applications and its solutions Y
Hesting previder shall provide access for appropriate and authorized Customer teamn members to the test and
. Maintenance and training environmentsto ensure correct implerrerntation of changes before the ch are rel d to the
H1i1 3|H13.1.3 Qperations Contractor preduction envirenment 1
Hesting provider shall provide version control management capability. All changes to the selution shall be reported
iMaintenarce and ) and approved by the state, be maintained in the Contractor's version nonqo_ management solution, which shall be
Hil 4[H11.14 Operations Contractor available to the Customer for review and audit as needed. i
Mainterance and |Project teams (vendor-supplied or atherwise) shal! deseribe the production support and transiticn appreach and
H1l 5{H11.15 Operations functional| methodology used for solutions. i ¥
Maintenance and Project teamns (vendor-supplied or otherwise) shall biish an 4 mair reutine that shall at a
H1l B|H11.16 Qperations Aon-funetional| minimum: - backup the user IDs and umumioa data - identify expired 1Ds and related data Y
Upon completior: urnish a
maintenance activity report to the State .a_n:_: 24 hours, which shzll include, at minimum, the following: - Date and
time notified. - Date and time of arrival, - ¥ hardware, type and serial number{s)-of machine(s). - If software, the
Maintenance and module or component name of the affected software code. - Time spent for repair, - List of parts replaced and/or
H11 7|H11.1.7 Oparations. nen-functionsi|actions taken. - Description of malfunction or defect. ¥
coperator's instruction manual. It will include sofution administration procedures and describe the scheduled
cperations of the production system. It will contain specific instructions on things an operator needs to do te
Maintenance and manage the solution on 2 daily basis, descriptians of administrative tasks, instructions on how to run the job, and
H11 8[H11.1.8 Cperations non-functionat|what to de in abnormat situations. Y
TTTE SOTULION COTEUTIETIT G0 (BZACTRIH G L E AT =R DA UIChoTHETy - e T TST =TT e
nmmﬁz specifications - Passwerds & activation nummm A Developer's Manua! outlining and detailing operating,
devel pr o , procedures, plus any other technical infarmatien required to fully
support the: uuu__..dno: Cperations n<n_mm and procedures including bateh or background process schedule,
dependercies, sequencing, and timing. - Administrative Tasks including users administration, solution security
admiristration, reference data maintenance, creation of report templates 2nd maintenance of service provider dats
{Maintenance and and contracts. - Other reference materials and pr ions required to ] the training ard support
Hi1 g({H11.19 Cperations non-fi ral|activiti i
Project tearns (vemdar-supplied or atherwise] shall develop a High Availability % Disaster Recovery Plan fer the
tMaintenance and entire soluticn based on the assumption that the solution’s data will be recovered at an alternate data center as
H11 10{H11.1.30 _ [Operations nen-functional [designated by the State. ¥
Maintenance and E Project tearns ﬁﬁﬂnn?mcuu:mn_ or otherwise] shall provide documentation that describes the procedures for
H1l 11|H11.1.11 Cperations. non-funetional | Solutien administrators to un& update or remove user f0s and passwords, Y
. Praject tearns {vendor-suppl erwise) shail submit a Help Desk Support Plan for use by the responsible ~
entity help desk addressing: - Overview of support strategy assuming that the State will provide tier 1 and 2 help
Maintenance and desk support - Help desk design - Help desk eperations (precesses and procedures) - incident ,.:m:.mnm.:._m:n
H1l 1Z|H11.1.12 Cperations nen-functional | procedures and processes including escaiation - Problemn procedures and processes - Reporting ¥
Maintenance and - |Praject teams (vendor-supplied or otherwise] shail provide the responsible entity with help desk scripts and decision
H1l 13[H11.1.13 Operations nen-functional |trees for tier 1 and 2 help desk support. ¥
Project teams (vendor-supplied or otherwise] shall provide a Transition-Out Plan six months prior to praduction
Maintenance and support contract expiration, The Plan must ¢ontain transition task descriptions, an organization chart, and job
Hil 14|H11.1.14 Operations non-functional {descriptions for all support staff. Y
Maintenance and Project teams (vendor-supplied or otherwise) shall u3<_nm instructions and training for responsible agency support
H1l 15[H11.1.15 Dperations non-functicnal |staff that may need to aceess and support the soiution remotely. Y
Project teams (vendor-supplied or otherwise) shall incarporate the production support and transition approach into
a comprehensive Production Support and Transition Plan complying with the solution architectural design, that wifl
Maintenance and describe how Project teams (vender-supplied ¢r atherwise) intends to support the solution and transition that
HI11l 16§H11.1.16 Operations nen-functional | support over to the entity respansible for on-going preduction operations and supgort. Y
taintenance and Project teams (vendor-supplied or atherwise) shall agree to continue norral operations activities until completion
H1l 17{H11.1.17 _ |Operations non-fi |}of Transition-Out Plan activities. Y
Project teams vendur-sUppled or &
the solutior components at ne additional cost. In addition, Project teamns (vender-supplied or otherwise} shall
provide at Ao additienal charge, reutine solution upgrades and fixes to application software and field/technical
MMairtenance and services bulletins periedically as they become available within 24 hours after they receive them frem application
Hil 13{H11.1.18.  |Operations non-fi ||Jigensers, subDffercrs, manufacturers, and other third parties. Y
Maintenance and Project teams (vendor-supplied or otherwise) shall provide the State with a list of personnel, oo:nwa information,
H11 19|H11.1.15~  |Operations non-functional |and their area of expertise of whe shall be performing solution production support. ¥




Maintenance and

Al Solution communications shali be protected by at least 128-bit encryption.

H11 37|H11.1.37 Cperations non-functional
Maintenance and
H1il 38|H11.1.38 Operations non-functional| Solutions shall'be supported by public key/private key encryption Secure Socket Layer {S5L} cartificates.
Maintenance and
H1i 39]|H11.1.3% Operations nonfunctional{Solutions shall provide admin tools and maintenance routines to change access rights guickly.
E Maintenance and . .
H1l 40|H11.1.40 Qperations nen-functional [Solutions shall use firewalls and Demilitarized Zone {DMZ) for external access and rémote access.
Mainterance and - .
Hil 41|H11.1.41 Operations non-functicnal |Sclutions shall allow Solution admirdstratars to create and manage user
Mair and .
Hil 42|H11.1.42 Operations non-functional {Solutions shall allow Sofutior administrators to assign status and permissions to user accounts.
Maintenance and '
H11 43|H11.1.43 Operations nen-functiona! | Solutions shall allow Sokutien administrators to create and manage user roles.
Maintenance and
H1l 44]H11.144 Qperations non-functional | Solutions shall #jlew Solution administraters to create user groups to waortkflow,
Maintenance and ’
H11 45[(H11.1.45 |Operations non-functional |Solutions shall allow Solution administrators to assign users to particular locat offices.
Maintenance and '
H1l 46|H11.1.46 Operations nonfunctional|Selutions shall allow Solution administratars te assigh users to particular user groups / units.
Maintenance and Solutions shall provide the capability to move all unnecessary data to offline storage according to a set of business
H1l 47|H11.1.47 Gperations man-functional E_om and schedule % be defined by the State as a part of the ing system operational decision making.
Maintenance and :
H1l 438|H11.1.48 Operations non-functionat| $olutions shall allew Solution administrators to assign wsers o particular supervisors.
Maintenance and Solutions shall maintain ar archival process 50 that accumulated histerical records and log files de not consume
H1l 49{H11.14% Operations =o=.?=nn_o=u_“_mﬁm amounts of disk space.
Maintenance and Solutions shall provide ar auta u..ﬂs_cm..._u:nmm of the log files 8 prevent ::nﬁsna__mn growth of the log and histerical
H11 50|H11.1.50 Operations ner-functional |records storzpe using administrator-set parameters,
Maintenance and
H11 51|H11.1.51 Dperations non-functional|Selutions shall provide version control capabilities t ensure the integrity of all software releases.
Mai and '
H1l 52|H11.1.52 Qperations ron-functional {Selutiens shall provide logeing, reporting for ing errors and exceptions.
Wiair and .
H11l 53|H11.1.53 Qpecations nen-functional | Solutiens shall monitor and provide reports on any unauthorized access.
- Maintenance and L ’
H1l 541H11.1.54 Qperations nonfunctional| Solutions shall track unusual or out of normal Selution operations usage or user scCess.
Selutions shall have the ability to generate agministrative alerts and warnings when statistics indicate an impact ot
Maintenance and potential limits o solution eomponent performance and availability. The specific aterts will be defined by the
H1l 55|H11.1.5% Cp i non-functional | hosting services provider.
Maintenance and Solutions shall allow for all changes/updates to the distributed components to be administered and cormpleted
H1l 56[H11.1.5€ Operations nen-functional |centrally and available immediately to all source systems and sites.
Maintenance and Solutions shall provide event management and monitoring functicnality mnooa__._h to Infarmation Technelogy
H11l 57{HL1.1.57  |Operations non-functional | infrastructure Library version 3 (iTIL v3} or equivalent best practices.
Mairtenance and Selutions shall provide Application Performance Monitoring and Management capabilities (i.e. transaction
H1l 58|H11.1.53 QOperations non-functional | menitaring, synthetic transactions, compenent reof cause analysis (2.g. bnu:ﬂmzaz Server Management] -
Maimtenance and B
HLL 59|H11.1.59 Qrerations non-functional | Seiutiens shall nzzam transaction tracking and log consolidation capabilities acress all tiers of the uuu__nm.n_ns )
Maintenance and Project teams {vendor-supplied or otherwise} shall deseribe the impler ion appl h and methodology used
H1l GOEH11.1.60 Operations non-functional | for proj
Maimenance and
H1l $1|H11.1.61 8] i :u:.ﬁcaﬁo:m_T’mnn teamns (vendor- m_._v_u_.ma or o_....o:z_mmu shall %em_av a Software Configuration b nent Plan.
Project tearns (vendor-suppiied or ottierwise] shall provide a software configuraticn management Solution to stere,
Maintenance and . contrel, and track instanees (baselines during the construction lifecycle) of all software configuration iterns '
H11 62[H11.1.62 Qperations nen-functional |developed for solutions.
Maintenance and Project teams [vendor-supplied or atherwise) must use an industry standard software configuration management
K1l &3|H11.1.63 Operations " Jnon-functienal ftooi.
Maintenance and ' Project teams (vendor-supplied or otherwise] shall describe the requirements management approach m:n
H11 64|H11.1.64  |Cperations - |non-functional

methodology used for any propesed solution.




Maintenance and

Project teams [vendor-supplied or otherwise) shall incorporate the interface management approach ints a
comprehensive Interface Management Plan, The Interface Management Plan will be used by the State to dacument
the plan for integrating the solutions with all systems internal and external to the State_ The Interface Management
Plan shall, at a minimum, decument the following areas: - The approach to developing and managing internal and
external Solutien interfaces. - Technical tools that will be used for data transformation, transport and error recovery.
- Tasks, deliverables and resources necessary to plete interface develop and impl ion. ~ Descripti

of how the solution develepment and test systems will work with the extarnal interfaces. - References to applicable
sections in the relevant design documents that describe hew the solution will be synchronized with the specific
internal and external imterfaces. - References to applicable sections in the detailed design that describe the
mappings between internal and external solution data. - Deseriptions of the process for managing changes to the
imerfaces, both in the production and non-preduction-environments - Interface(s} needed for maintaining data
synchronization beteeen an interim: production Solution and the final production implementation. - Selution
interfaces, data format, fi of upd; and exp d data volume. - Process for interfacing and ¢ollabeorating

with imterface partners, including roles, responsibilities, deliverabies and timelines, - How the State development and

H11 1 79|H11.1.7¢ Qperations non-functional | test systems shall work with the external :ohm.uun_cna.o: interfaces. - interface tools Y
Maintenance and Praject teams {vendor-supplied or otherwise] shall validate that each interface is working corvectly. Project teams

H11 1 80|H11.1.80 Operations non-functionz! | (vendor-supplied or otherwise] will repair all interface-related problems caused by Offeror-developed imterfaces. ¥
{Maintenance and Project teams (vendor-supglied or atherwise) shall assist the State in identifying root causes for all selutions”

W11 a 81iH11.1.81  |Qperations non-functional|interface related problems. ’ Y
Maintenance and .

H11 1 82|H11.1.82 Oumqmn“n_.ﬁ non-functional |Solutions will leverage permitted hosting environments to support their respective technology needs hd
Maintenance and Salutions will use automated deployment teols and techniques to build, manage and synchronize different

H13i 1 83|H11.1.83 Operations nen-fi I |environments ¥
Maintenance and - ;

H11 1 84|H11.1.84 _ |Operations . | nen-funetisnal | Sclutions will ensure that envirenments are synchronized to ensure adequate pre-preduction testing ¥
Maintenance and

H1l 1 85|H11.1.85 Dperations non-functional |Solutions will use N:Edﬂ& date advancement and rollback feature in training and testing environments Y

- Maintenance and

511 1 86|H11.1.86 Operations ie o the hosting provider shall provide planned outage notification within the [imits defined by the Exchange. Y
Mainterance and

H11 1 B7|H11.1.87 Operations nen-functional| Application and technology components must allow for user analytics to be captured and reported Y
Maintenance and .

H1l 1 88|H11.1.88 Operations nan-functional |Application and techrology shall support session replication to support transparent fail over. ¥

- | Maintenance and Application and technology shouid be Jmp | using the Cracle statk (a.k.a. Oracle Fusion

H1l 1 £9|H11.1.89 Operations nen-functional | Middleware] and related components Y
Maintenance and

Hil 1 90|#11.1.90 Operations non-functional | Sclutions requiring a JEE server shouid utilize Oracie Weblogic Server Y
Maintenance and Application Server shall emable deployment of mission-critical applications er components in a robust, secure, highly

Hil 1 91[/H11.1.91  |Operations non-functional {available, and scalable environment ¥
Mairtenance and Application Server clusters shall provide scalability and reliability for applications by distributing the wark load

H11 1 92|H11.1.52 ~ |Cperations nen-furetional |lameng multiple instances of the Server Y
tMaintenrance and Application server shall provide overioad protection to allow the Server the ability to detect, avoid, and recover from

H1l 1 93|H11.1.93 Operations non-functional| overload conditions. Y
Maintenance and Application server shall priaritize work based on pre-defined rules and by monitoring a<twal run time perfarmance

H1l 1 941H11.1.94 Operations non-functional| statistics Y
Maintenance and Application server shall support store-and-forward services to enable the Server to deliver messages reliably

H1l 1 95|H11.1.95 Operations nen-functional |between applications that are distributed across many Server instances Y

Applicadon server shall allow Systern Administration that include tasks such 35 crealing Application Server domains;
deploying applications or components; migrating domains frem development environments to production

Maintenance and enviranments; monitoring and configuring the performance of the application Server dorain; and diagnosing and

H1l 1 S6{H11.1.96  |Operations non-functicnal |troubleshooting problems i Y
Maintenance and The Application: Server security architecture shall provide a comprehensive, flexible security infrastructure designed

H11 1 g7|H11.1.57 Operations non-functional [to address the security chall of making applications or compenents available on the Web ¥
Maintenance and The application server shall provide for a manitoring and diagnestic service that creates, cellects, analyzes, archives,

H1l 1 98|H11.1.98 Operations non-functiona!|and accesses diagnesti¢ data generated by a running, server and its deployed applications Y
Maintenance and The solutian shall provide the ability to support commanly used Internet bro s with backwards patability as

H1l 1 99}H11.1.99 Operations Solution defined by the Exch Y
Maintenance and The solution shall utilize a service management framework such as ITIL v3 or equivalent framewerk te manage IT

Hi1 1 100|H11.1.100 |Op Solut services and infrastructure. . hi
Maintenanee and The solution must include hosting services for the development, testing/veritication, training, certification and

H1l 1 101|H11,1.101 |Operations Solution producticn environments that wil? be used 1o develop, maintain, and operate the solution. ¥
Maintenanse and ﬁl . .

H1l 1 102{H11.1.102 |Qperations Solution The selution shall provide a standardized mechanism for Conflict Management and data integrity. Y
Maintenance and .

H1l 1 103|H11.1.103 |Cperations Solution The eemtractor shall completely test and appiy patehes for afl third-party software products before release. ¥




Hosting Governance

Hosting Provider will establish Governance Services that are designed to provide a formal management framework and structure that enables
Hiz2 1jH12.3.1 Hasting Governance Governance Hosting Provider and Customer to manage their relationship, expectations, and dependencies with respect to the Hosting Services.
OVernance Services Consist of acCount Management, Senice management, and project management. The success of the governance
rel ip is dependent upon the effi ongoing er it of both Hosting Provider and Customer. The Gavernance framework is
HiZ 2|H12.3,2 |Hosting Governance Governance supported by a documented set of standards and processes as described in this Schedule.
Hosting Provider will manage the Customer relationship through a series of planning, execution, and review activities. 1 hese activities support
H12 3|H1z213 Hosting Governance Governance service level management, availability management, and capasity management under the Hosting Provider Services,
Hosting Provider and Customer will deterring the level of Governance Services that is required to support the Environment base< on the
HiZ 4lHiz.1.3 Hosting Governance complexity of Custorner's business requirements and/or the types of Hesting Previder Services purchased by Customer.
The services performed by Hosting Provider shall inglude project planning, t migration, imph j on
. services, or any customization or Upgrades of the Hosting Provider Programs. Hesting Provider is respensible for supporting or performing
Hiz 5|H12.1.5 Hosting Governance Sovernance services fer any or CEMLs in the Environment or for managing Service Requests refated to functional issues.
Hosting Provider will provide Governance Services that are delivered and managed via the agréed upon delivery methodologies (e.g., remote or
H12 E|H12.1.6 Hosting Governance Governance onsite] and frequency through Customer agreement.
[Account Logistics
H12 7|H12.1.7 Hosting Governance Management Hosting Provider and Customer will work tagether to coordinate executive mestings between Hosting Provider and Customer.
Account Plan
Hiz 81213 Hosting Governance Hosting Previder will produce an Actount Management Plan
Atcount Managerment, Plan will ientify a Mosting Provider and Customer Management Leads who will serve as primary peints of contact for
H12 9|H12.19  |Hesting 1ce Gevernance Services for the number of days indicated in the Gevernance Services,
Hosting provider shahi work with Customer's change contrai board te pian ang rategic business and technology events that affect
H1Z 10[H12.1.10  |Hosting Governance delivery of the service, . 5
Hosting Provider will 3ic CUSTDMEr in creating and chartering a change control boarg tnat Consists af personnel from Its business and 1
Account Plan P s who zre authorized to make d on behalf of their respective departments. The change eontrol basrd will make declsions on
H12 11|H12.1.11 /Hesting Governance Management behalf of Customer as needed with respest te the Hosting Provider Services.
Account Plan Ensure that Castomer’s change control board warks and cooperates with Hosting Provider to plan and schedule strategic business and
H12 12|H12.1.12 |Hesting Geverngnce Management technology events that affect delivery of the Hosting Pravider Servies, -
Account Flan i
H12 13{H12.1.13 !Hosting Governance Mansgement Hosting Provider will interact as a member of Customer’s change control board meetings.
Account Reporting  |Provide Account Reviews detatling services delivered and identifying potential additional services that may facilitate the Hosting Provider
H12 141|H12.1.14 |Hosting Governance Services. )
B Hosting Provider will tactical business and technology events with Custorer for the purpose of minimizing the impact to the
H12 15|H12.1.15 |Hosting Governance availability of Custamer’s Pr Environment,
H12 16|H12.1.16 [Hesting Governance lan to Custemer detailing Production Environment availabili
Availability Hosting Provider rack and moniter Planned Dutages and Unplanned Cutages in an effort to meet avai ity targats identified in the
1112 17|H12.1.17 _|Hasting Governance Management avaifability pfan.
Availability K
H12 18]%12,1.12 |Haosting Governance Hesting Previder will provide the status of Root Cause Analysis for Severity Level 1 Unplanned Outages.
Hosting Previder will establish a suitable governance structure te support on-going projects and the OpEration of Customers Preduction
HI2 15|H12.1.15 [Hesting Governance Environment.
Capacity Hosting Provider will work with Customer to identify additional software and/or Infrastructure that may be required based on changes 10
H12 20|Hi2.1.2¢ |Hosting Governance gement Customer’s business requirements.
Capacity
Hi2 23|H12.1.21 |Hosting Governance Management Hasting Previder wili work with Customer to Integrate required changes int¢ the Production Environment.
[Capacity Hosting Previder will provide capacity informaticn when Customer requests changes to the Production Environment. Examples of the types of
H1Z 22[H12.1.22 [Hosting Gevernance Management uested changes are adding users ar storage capacity.
Capacity
H12 uuﬁuu.rﬁ Hosting Governance Management Hosting Provider wift provide 2nd maintain the Infrastructure r and usege volumetric information as applicable.
{Contract Hosting Pravider will identify events and/or scenarlos that may require that Customer purchase addRional Mosting Provider licenses, Services
HiZ 24]H12.1.24 _ |Hosting Govemance ammendrment and/or Infrastructure.
Hosting Provider will schedule Hosting Provider-initiated changes to Infrastructure, such as changes To hardware or network, 1@ miumize impact
H12 25{H12.1.25 _ |Hosting Gevernance Project Management |on key business events identified by Customer.
H12 26 Hosting Govenance Project Maragement’ |Hosting Provider will are, manage and report status, as appropriate, on praject plans for infrastructure events initiated by Hosting Provider.
. Hostng Provider will perferm Hosting Provider-assigned activities and tasks for Infrastructsre events inftiated by Hosting Provider and/or
Hi2 27iH12.1.27 _|Hosting Governance Project Management |Customer. .
Service Escalation .
H1zZ 28|H12.1.28  {Hosting Management Hosting Provider will assist Customer with escalating a Hosting Provider Service Request as needed,
. . Service Escalation
H1Z 29[H12.1.29 |Hosting Governance Management Hosting Provider will track and monitor any formally escalfated Hosting Provider Service Requests and RFCs through ta resalation,
B Service Escalation
H12 30[H12.1.30 |Hosting Governance Management escalated Service Reguests and RFCs arising from or related to Hosting Provider-initiated Infrastructure events.
H12 31[412.1.31 |Hasting Governance Service Management |Hosting Provider will Produce and articulate a Service Plan
Hosting Provider will wosk with Customer to pian and sehedule tactical business and technology events, such as s patching, maintenance,
H12 32[H12.1.32 _|Hosting Governance Service Manegement jor Minor Releases. -
H12 H12.1.33 |Hosting Governanee Service Manzgement jHosting Provider will provide Service Plans to Customer detailing the schedule of tactical events,
. ] Hosting Provider will communicate process information regarding Change M Relegse 1t, and other delivery pracesses
H1z 34|H12.1.34 Service Manzgement _jthat affest Custorner, - . .




Hosting SLA

:nﬂ:m _vBSnma uzu: create and au.nﬂ_a ng_B Level Agreaments .mrp::u_ nREumuﬂ:m u..o«ha«nm u:.“_ obligations
with respect to the avallabliity of, and resolutien of Inidents for, the programs for which Computer and Administration

Resolution Time

Hosting, SLA, Service Request Resolution

The Service Request Resclution Time Service Level shall be measured on a monthly basis for each SR Severity Level and

H13 1|H13.L1 Definitlon Hosting, SLA - | Services are provided, Induding spedfi¢ service levels for performance angd availability.
T the event that muitiple servics Levels have been missed and are determined 10 share the same root cause, Crstomer
15 entitled sclaly to the highest applicable Service Lavel Credit, rather than accumulated Service Level Credits across all
H13 2|H13.12 Hosting, SLA, missed Servige Levels,
Non-pradoetisn Hosting. SLA, Applicatign Avaltability (Non- B
HiZ 3fH13.13 ilabtity SLA Production) The uired for non-production applieatiens shal| be 99.5%
Praduction Hesting SLA, .
H13 4|H13.14 ilability SLA ?Ennn_na._._ua [The ity required for production applications shall be §9.9%
Hosting SLA, Sarvice [The ication Availabliity Servite Level ennsists of the measurement of the percentage of time that the Production
B13 5[|HIS1S Level (Production) Environments are avallable for access and use i
+ [if Fiosting Provider's perférmance of the Computer and Administration Services in a given rmonth does not meet an
Hosting, SLA, Basis for Caloulation of Service |applicable Service Level, Customer may be efigible to receive a Service Level Credit. Service Level Credits shal be
H13 §lH13.16 Level Credits calculated dearly In the SLA.
I the monthly performance measured for eath Service Leve! is below the Service Level Target, ”umq_ the credit oriteria are
M13 #]813.1.7 _ [Credit Criteria Hosting, SLA, Credit Criteria used 1o determing the aj u__ﬂgn Service Level Credit
Hesting, SLA, DETETMNINg Service Request | Hosting Pravider and Customer shall establish a docuemntad a procass to assure that the assignment and adjustment of
Severlty Level (Adherence to Severity Leve!  [any Severity Level designation Is accurate bated on the current _:._um_u&..:n reported Incident on Customer's use of the
H13 8|H12.2.8 Definitions) Hosting Provider Pregrams for business cperations.
Service Request Hosting, SUA, Determiming Service Request | During the Serviee Request process, the inciient no lenger watrants the Sevarity Level currently assigned to it based on
Severity Level Severity Level {Down Grade of Severity its eusrent mpact on Customer’s abillty to use the Hosting Provider Programs for its business operations, then the
H13 g|H13.19  jmedification Level) - Severlty Leved may be downgraded to a lower Severity Levef that most accurately reflects the attual eurrent impact.
losting 'er and/of Lustomer thall set the miual 1ty Level aoervice = en submaunghe vig
Hasting Provider Support, ushg defined Severity definitlons. If a Service Request is created automatically by monitaring
Initial Service . systems or other Tools, or otherwlse initiated by Hosting Provider, an initial Severity Level will be assigned In accordance
Request Severity Hosting, SLA, Betermining Service Request  with SLA. Hosting Provider’s Initial focus, upon acceptance of a Service Request, will be to resolve the Issues underlying
Hi3 10]H13.1.10 _ |Level Severlty Level Initial Severity Level) the Service Request, The Severity Level of 3 Service Request may be u ed or downgraded.
Daring the Service Request process, The INCIDRNT warrants the assignment 57 a Righer Severity Level than that currently
assigned based on 1zs qurrent impact on Customar’s abilizy 1o use the Hosting Provider Progroms for its business.
Hosting. SLA, Deter ice Request then the Severity Level may be upgraded 1o a higher Severity Level that most accurately rafleets the aatusl
H13 11|H13.1.11 | Severity Level {Up Grade of Severhy Leval) |eurraat impact.
if, during a Planned GLIage, N is Getermined that maintanance activities will require an extension of the peried of time
Hosting. SLA, Downtime Exceeds Anticipated [for such Planned Outage, Hosting Provider will be tequired to request an extension of such Planned Qutage periad
H13 12|H13.1.12 |PManned Cutage Planned Qutage Period {inclyging an extensicn of the Malntenance Window) to accommedate the malntenance activities.
Hosting Pravider Environmentis) shall reside on Infrastructure focated 3t Hesting Provider’s continental (CONUS) US.
Hesting, SLA, Hosting Provider Service Level |Data Center{s). Hosting Provider will previde you with no less than 90 days advance written natice in the event that
H13 13|H13.1.13 |Data Center LocatloniCredit Earn Backs Hasting Pravider relocates the Infrastrugture on which your Environment resides te a third party Data Center.
Customer may CoRTaet Hosting FToViders Resting Provider Service Diesk to provide Hosting Provider with aaditional
an Servica Requett, it accordance with the following chart. Severity Level Hours of
HI3 14|H12.114 Hasting, SLA, Maintenance rt Houts ENGLISH[24x7x365) via phone, internet
Maintenance Hosting SLA, Perfonmanee Against
H13 15[H13.115  [Window Availabillty |Statement of Wtk Service Level During agreed te-Minor Maintenance Windsws, the Production Enviranments will be available.
Malnzenance Hosting, SLA, Performance Against
H13 16[H13.1.16 jwindow Avallabikity |Stavement of Work Service Level During 3 13 Major Malntenance Windows [twice annually), the Production: Environments may be unavailable.
[n the event that emengency maintenance Is required, hesting provider(s) will provide advance notification of the
. |Emergency = L 1 of any Produeath i or Nt i due 1o the of
H13 17{H13.117 |Malmienance Hosting, SLA, Reportin an emergency Change shall be consldered a Planned Qutage.
. Hosting Pravider will make available to Customer meassrements and reports concerning Hasting Provider's performance
H13 18]|H12.1.18 Hesting. SLA, Service Level Credit Allocation uest Resolution Time Service Levels.
Service Levels and [The performance of the Computer and Administration Services shall be measurad against the foliowing three Service
Hi2 19[H13.1.19 _|Formulas Hosting SLA. Service Request Process inst Statentent of Work.
provides for dlagnosis and resalution of Incldents
reported in e¢nnestion with the Hosting Provider Services. Either Hosting Provider or Customer may submit SRs as part .
Service Request of the Service Request process, Hosting Pravider systams may also generate SR us lerts 5o
H13 20|H13.120 |Process Hosting, SLA, Service that Hosting Provider and Customer may proactively take steps té aveid the potential occurrence of an Inddent.
Service Request Hosting, SLA, Service Request Resolutien
H13 21413121  |Process Time Service Level Hosting Provider will foliow the a predefined Service Request pracess, induding related tasks and
Service Request Hosting, SLA, Service Regquest Resolution
H13 221H13.122 |Escalation Time Service Level Hosting Pravider wil! escalate Service Requests per the a predefined Servier Reguest escalation process.
Service Request
e

{2323 |otonoring

Time Service Level

catenlated |n accordance with.the following formula:

For purposes of calculating Hosting Provider’s performance agalnst the Service Request Resclution Time Service Livel or

Hosting, SLA, Senvice Request Service Level Credits, the measurement of Hosting Provider's 1l e skall hegin at
H23 24]|H13.1.24 Time Severity Level 1 Service Request ceation.
Severity 1 Resolution [Hosting, SLA, Severity Level Oefinitions The resolution time for severity 1 outages shall be 4 hours {Unplanned Outage caused by Infrastructure and/ar
H13 25|H13.1.25  |Time {Level 1) application &impanent): <98% of SRs resolvid within target
[Severity 2 Resclution [Hosting SLA, Severity Level Definitions
Hi1Z 26{H13.126_[Time {Level 1) The resolution time for severity 2 outages shall be 48 hours; <58% of SRs resolved within tar
rity level 1 shall be defined a5 an unplanned outage ot a production envirenment e mission-critical busingss
CINROT rEAsH ¥ inue and the situation is an dditional trdude i
Rosting, SLA, Severlty Level outage, faillure, envi data ption resulting In an kait, or an
HI3 27|H13...27  |Severity Level 1 iLevel 1) env "hang" with no response. Alt compenents, software. and interfaces belng hosted
Sewerity level 2 shall be defined as an unplanned autage of a non-production emirenment of a sefvios interruption in a
Hosting, 5LA, Severity Lewel Definitions. production environment causing oritical impact to use of hested software In one area of the business but not resulting in|
H13 28/H131.28 [Severlty Level 2 {Level 4) Infrastrueture outage.
. Hosting, SLA, SLA Znﬁs.mu.ni Extlusions {Severity level 3 shalt be defined as an eror In mnu»nﬁu o severely imp, the business
Hi3 29{H12.1.29 Lavel 3 {Qnty Cavers Produdtion/DR) operations with no tabile workaround. Business operations ean continue in a restricted fashion




g i
Hosting Previder wil foliow State of Verment Seculrty Standards.,

/Poligy Central

SOV =/ dlverm;
General Eosting Frovider and Sof ns shalt camply with General rity standaras outlined in 524 Securlty Generad a
S1 25112 Seeurity 528 Security General werk sheets.
Hosting Provider and Solutions shall comply Ieral Sequrity standards outil 10 53 Federal Security work
51 3|sL13 sheets. ) .
FPS 195 Hosting Provider will ensure Securty tontrels of the Federal Security Services. align with the Tunctional requirements
52 4]s11.4 Standards of 3 high-impact security category under FIPS 159,
51 S{s1. DaD Standards, Sohrtions shall comply with Do Directive 8552.01
0 FISMA
51 §|51.16 Standards Salutions shal comely with Federal Information Security Management Act (FISMA) of 2002
Hosting Provider and Solutions shall comgly with NIST standards outlined In SAANIST E00 Series Summary and S4B
st 3lsiay  |NSTSwndands NIST 800 Series betail wark sheets.
NIST Standards Hasting Prowider will provide certified Infrastructure based on NIST 800-37, utilizing a ¢ombined securlty
5L 3ls118 -|requirements fmmework consisting of contrels ir koth NIST Special Publication 806-53 and Dol Directive 8500.2.
oSTing Previger will 2lign wi FOrIaNS 6 "ang UGD Thstruction ication an
NIST QoD : o hesting providers performance of the services for alf Infrastructure and
5L 9J51.2.9 . Standards [shared services companents thiat reside in the Federal
NIST DoD .
51 1651120 Standards Hosting Provider wil conduct assessments hased on security controls described in MIST 360-53 and DOC 8500.2.
HIPAA v
AL Standards Ioﬂw_ Provider and Salutions shalt comply with HIPAA uﬂan&.um oulined _= S5 HIPAS worksheet
B IS Itve SIMEIHICAtian, 10 The excent ANGE PEHormS QleCOnIE Dansaciorns with &
Emaa entlty, the Exchange must use sandards, _Bu_mamag_u= specifications, operating rules, and code et
HIPAA adopted by the Secretary in 45 CFR parts 168 ang 162,
Standarde ib} HIT enroliment standards and protocoks. The Exchange most and et and
{rrotacls developed by the Secretary in acsordance with section 3021 of the PHS Act, Such standards and protocals
S1 12051122 st he. within Exchange le s
HITECH .
51 1351133 Standards Isatutions shall comply with the Heaith _=..o==uno= 42:.3_ for Economic and Cinical Health Act (HITECH) 02005
51 14[51.1.14 ACA Solutions shail comply with the Patlent Protection and Affordasle Care Azt of 2010, Section 1561
Hasting Provider and Solutions shall conply with PHT and Privacy standards outlined i 6 PHI ang nq_.anqio..x
51 15|511.15 sheets.
Hosting Frovider and Sofutigns 5] sutiined in S7 (RS1075 and Privacy work
51 16js1.2.18 sheets. i
Solutions shall camply with the Safeguards for Protecting Federal Tax Renims and Return on (26 USC. 8
S1 17)5L.1.17 FTI 6103 and relates prowisions),
VAR PTOVIZEr amm ior Shall COTApHY Wi E a5 OUTned In and Privacy worl 3
i Jekit or other funds transfer cards stall be compliant with Payment ¢ard Industry
51 _18i51.1.18 PO DS _?n: secutity standards :




General

Security
52 z3[s2a123 General o
Security ﬁﬁmginc_n be asign omw nnnm_u.i Environmant Banaa_mm As part om:_m service, Hosting Provider will
General periorm file integrity menhtoring on Vermont's servers within the Hesting Provider ePH; Environments following the
{szh 24|524.3.28 upon by Hosting Provider and Vetmont.
‘vulnerabdities in
Security vermont's Enviranment and includes quarterly external and internal QualysGuard seans of the servers hosting
= aslszn1zs ] Senet Vermont's Production Environment and QualysGuard fepors or the scans.
Securhty
524 26/52A.125 General Strang ication shall be employed in all deployment
Security |
524, 27|524.1.27 Genaral - Seif-registered users of applications shall have identities verified per NIST SPBO0-63
Security
1528 General - HaE-related solnioas shall proof identities based on requirements set forth by GMS
Seturity [Soiutians shall Rawe e ARy 10 A55IgR Users 1o mulfiple U_sm [Crganization MArIgement Sysiem) orginirstions|
[S2M General with different applications and roles
Security
528 Ganeral ISclutions shall have the ablliny te manage atomic-tg-composite role mapgings
Security SoTrtians £hal have the aBility to Brovioe DETEr performance for appiicanons hat use wna-granad pafieies {bul
524 General securirg} _
Security Solutions shaw  SUppart naaaa_ TopTOTy, Creoentil, and ACos MIANAgemenl [RCART | Rpadmen and
—m|~» General implementatien Guidelinas
Segurity .
528 Generat Solutions shali suppart Protaction of Pl dota
Securkty ’
E¥EN Genaral Setuzions shall :.S e with federal security services for iantity eroofing and multl-factor authenricazion
Security
524 General moduie deslgn and Implementation must take into acoount segurity standards and controks a5 documented by NIST
PTOECT R TR T UATS, Sl 0T, LTSI Ty PETSOTTay Wt COTry o T IoT-Recre
transmissions over the Intarnet or any wireless communication device, waless: 1) the Contract Data are “de-
security identifled in accordance with 45 CF.R § 164.514(b) {2}; or 2) encrypted in accardance with appTicable law, incluing
General the American Recovery and Relnvestment Act of 2009 and a5 required by palicies and procedures established by the
= universiy or the Cavered Enthy (esl.
Security
S28 General |Rll solutions will adhere ta i dard v_.E and Security Practices.”
Securlty .
525 General | Sotutions will previde a mechanism to securely autharize staff and customers to acoess the authorized functionality.
Security -
s24 " General | Solutions will define the level of access that will be granted to each particotar rale.
Security The System Wi UTIIZe encryption Algaeithrs a [erTeTtatons, IR compilance with Mational Insttute of
_mb General Standards and Technology.
- Security
524 .aup_m.PH.&u Genoral The system will have a potential fraud detection function.
Securhy [Solutions. wil R Gy BEparTMent, rale, and/or individual ¢mpl fuser, the access kevels and privilege set o
524 42|524.1.42 General create, read, update/ehange, or delete data. This ingluds at the customer level,
g Security N "
|s2a 43524143 General Solutions will define the dixta elements displayed to users based on privilege setf roke
Security .
528 ah._m.n...rah General User privileges shall be pericdicalty avdited
Secury
524, 45(524.145 General
Security
_wle 46|524.2.46 General
. Securfty .
524 47(524.1.47 General login attempts.
Security -
524 a8|5zh1.68 General | Apphication and technology cormpenents shall Integrate and rely on the centralized IdM Infrastructure
. Securtty The contracter shall ensure thatthe soktion and Sérvice remation
524 a5|52A.1.49 *_General |Security Policy (Rev, November 13, 2003).
Security .
r.q.l....b 50[52a.L50 General {The system wil enforce a single system identity for each unigue user imvohved with the Exchang
Securlty R
S24 51|524 151 General The solution will be able to establish family or househeld iinl between individual accounts.
Sequrky
S2A S252A.152 General The solution shall uasuu;q:ms._ detection and preventlon services.
Security
|22 53)52A.1.53 Genetal The selution shall provide Certificane: Autherity for secure sarver side transactions. -
" Security €50l e
528 General
Security fution shall support user asconnt a
S2A General .mna: . logon attempls, etc.).
Sequrity
S28 General
Security
[S2A General
Sacurity
524




Security

The syszem will gather, store, and maintain, as Inf; ion necessary 1o d ine individual eligiblity

526 ss5ls2a.195 General for a Qualifled Health Plan, regardiess of whetfier the qualifies for 1o purch enroll. .

Security
S2A 96|52A.1.56 General Solutions whi eanphy with relevant security laws, pelicles, protesses and standards.

Security
524 97|52A.157 General Solurions will ensure that datals secured and anly aceessile ta authorized individuals

Security .
524 9852A,1.98 Genaml wil safeguard computer systems, and assets.

Security
524 £9|525.199 General win informatlon from unauthorized disdosure.
524, 100(524.1.100 Directory attributes shail n.o__azs 1o VT naming standards and core sat of attrisutes.

1015241101 General - |1d8 solutions shat b ented with a virtual directory to improve

separate directories shall be: used for employess and external uers. Additional directory segmentation TBD

Securlty | hap .
s20 wajantion | SR fagensomiiny [oirectories shall e accessible via the LDAP protosol

Securty
@ 104|5241.104 General S5O utilize S5O for and.

Security o ol
400 105|5250.206 Genaral iThe Solution shali-have role based access control at the data field level “

| Setwrity € Solutios shall have the capability 1 autematically deactivate stafffemplayee account if there has been o log-ln-

S2A 106[524,1.106 General for a specified time [e.p, 90 - ) _

Securty | he vendar will complete and supply to the Customer alf CMS Securly required documentation 1o include but not
S2A 107|52A.1.007 Genaeral limited to System Security Plan (SSP), Risk Assessment {RA), Contingancy Plan (CP ).




Ermant BT Servers and skarage Srtealy and Togiealy CFer Hoatng
1§=ﬂmﬂaa_wﬂ,_i< Services, Provider . ki-tered, consisting of thy ik, systenm, brpers, Bll acowss &
528 1 suthorized on 2 Det: Y
T GUReT CIFAGTRETS
528 1 [components. Y
526 1 % Y
|sze H 34|s2B.030  [Breach Policy. Hosting praviders shall share relevant Breach, Security, o Enfarcement policies hd
and uusd_ of Incident response efforts. A core team evaluates, contains, qan_ﬁﬂu‘ and recovers from security .;E_Rﬂ anda
1eam dentifes, i and dewalops pertinent for internal parties. of
serior ), tegal, H R privacy, and idertifies, nd
develol for extemnal panies, Iegally required reporting An advancsd Ingident supgorn team
camplates security Es».ﬁui dighat foransics analysts In.an effort to ansuse that chan of custody 5 maimained, The ISRC =
' quired ity of security
Hosting. General Security Services, Incidert respomse efiort., ISIRT members ievohed idurt responss are providy fadhack on She lexsorms
528 A 351528.4.35 | Chaln of Custody Irarmed from each Incident. Y
TeTS PUTCTISee Oy TSI FTTvEr STe o T LU
calfed the Hosting Pravider Base image (OB). The OB! i GI5- approved wh saings contigured 1 tothe
comperter after 10 minutes of inactivity, Only the Hosting Provider user or an adminutrator can unlock the computer with a valid
Hosting. General Security Services, password required on resume. When desktop and Liptop computers aee off of Hosting Provider premises and kit unattended, they are
528 1 Clear ek and Clear Screen NO Net in Scope
- TRY ServiEes, Fall Tock Tter 10 Mustes Of acuvity and Fequre
528 1 Clear Desk and Clear Screen i
Hosting Provider shall m3imaina Securky Grganiration Poikcy dascribing and claring the roies 3ad resporsibiitis of variows tearme and
trvalved i security fet Committee, Carporate
. Hosting, General Security Services, Product, and Pt y Y and IT Securtty igations, all lings of 1
1528 A Cloud Services Rk Manags : ¥
528 1 Y
Hosting, General Security Services,
. Compltance with Laws and the i and third- data protection ks to th That sueh taws by their
528 1 49/528.1.40 _|Europesn Union Duta Privacy Directive| X
Hesting, Generz! Security Senvices,
931_.3;.9_.55&1_?
528 1 . X
Hosting, Geneeal Sequrity mal_nn«.
Complianca with Laws and the Inthe event of a kipse of Hosting Provider Satfe Harbor status, Hosting Provider will make ressanable offorts to promptly remedy such x
528 1 42[s28.2.42 _ [European umen Data Privacy Directive ¥
. PrY LLr T TRy T .- TOERYTY TTE T ErrOT
Hosting, General Security Services, ot adopts safeguards somistent with those of the '3 bidiary 2 Viermont for Hasting Provider
Compliance with Laws and the Services. The Hosting Provi idiary with the Vermant is ra for Hosting Provider i ]
528 1, 43]528.2.43_|European Uron Data Privacy Directivel s reg - i Y
Al SCrev g FGENGY W0 perarT Badigreund mrigaon: Tor newly TS,
Hosting, General Security Services, uaan.:! nu.._n_.uanm u_i.nu_ann_.:n. personnel are reguired o pass 3 criminal and Dy of Motor Vekicle hreck
528 1 Confidentialt [well 23 a drug screen prior 1o employment. Y
Suldentaly ORI xuﬁﬂ_ﬂn%n:quuﬂ%udﬁag. = AT TTERTITY
| salutions, sk security ionts and u%voPnﬁ.&a. Snnoae__n.aa‘sas_s%@!aa
Hosting, Geaeral Securiry Service, and ity for now Choud Sarvices.
528 1] Canfldertiality Agreerments inchuding Vermont and third party compliance reviews. ¥
Hesting, Ganural Sequrity Services, [Hersting peoreider Horsting Provider shall support a varisty of swternal it e 13 P rk
528 1 yeographic Controls connection methodolopies | batween Yermont's Environment and Varmont's notworks. Y
FGEIy PTovRET CT e S TOT N TS ToT S pIGIIETT i A
HostiRg, General Securfty Services, Inchades all necessary parties, YSTemS & L and
528 1 Data Conter Physical Controks Y
W TR,
. itoring. Data Cusers shall have o single entrance that & manned 24 hours a day, mmm
Hosting, General Security Services,
528 1 [Outa Center Physical Controk Y
1528 1 Y
"> Data Gerilers art pretecied by 4 g
526 1 c corzrats, Y
dors, and CONTrATtors On 41 FDPTOVEd SPOTSOT (6L, OF VERGTS With DO approval, are Alkwed 1o enter
526 1 hd
526 1 Y
525 1 Y
526 1 Y
526 [t Y
0
wcf_auih.uaonnaanouﬁaa.. u:ﬂ:ﬁnﬂ_ basis, Aggess _33129 Datz nn_.aoiai_niﬁ manthly. Upon an employee’s
526 1 [rermination or sransterfrom a Darto Center, the em) Y
528 1 Y
|s28 1 E?uuunﬁiq Physical Comrals Y




Upon termination of the services, or at Vermont's request, and foflowing retum of a copy of Vermont data, Hosting Provider shall erase
Vermont data on sny type of information storage Hosting Provider services are provided
accordance whh the Hasting Pravider Media Santtization and Dispesal Policy (unlessthere B a ,nms_ ebligation impesed on Hosting
Hosting, General Secunity Servicey, Providor prevanting the deletion of all or part of the data). Vermont's data is erased in a manner designed 12 destroy bost portitiors, file
|528 20|528.1.90  [information Glspogal datop ot Y
oo.ﬁ.ﬁ-ﬂ...ﬁfﬂ:o.a 9.3 Provi 4 of which 3 Emits
Hosting, Genwral Securtty Servicas, on accas, distribition, and handiing. zun_:nva.&.i___-lu; iden:
528 9L _..?!_ﬂ.n: Labeling and Handl uirernents. Y
TNICEs, m—wﬂg-au SURET 6T 10 VORIRr DRy 1o stay approed of security Inoderts, sdvoones, and other related
_ina_..!.n., Secunty: _=na-..s. information. Hosting Frovider shall take actions on the notification of 2 threat or mk once it has the Spporunity to confrm that beth =
|28 92 Rezpoise — Reporting Breaehes valid risk existz and that the recommended cha Y
whether the data & held on Hosting Provider., <u=3.._. ar Third Party Vendor-owned hardware, oronthe vaao:! hardware aets of
provider shall be Infornied of and, depmeding on the
nature &4_:55 etines excalation paths and 5853533 adGcnss those Incidems. The hosting provider will work with
Hosting, General Security Services, . [vernons, intemal Logk, the appropriste technical teams, and whare nesessary, outside ta respond to . The
Information Securlty Incident goal of the Incident response wil be ta restore integrity, and v of Vermont's and 10 establish
528 931528193 [Resporse—Reporting Breaches root causes and remediation st : hd
HEAGng, GENE" un TNICES,
Information Securtty Incident e i are instructed ere hangling of gata may have b Including.
528 93i520.1,92  |Response— precs practices, T sacure rebevant evidence. Y
Information Securtty Incident
528 95[$28.1.95  |Response — Reparting Breaches. Y
HEZEng, GENGral Secunty Semices,
Information Securty Incident
528 96[528.1.96  |Responsa Plan Y
TR
Hosting, General Securtty Services, Incident resporse ﬂt.....ﬁ.:.t%ﬂaﬁz. & .._H_nni_i:uu _13313 uaniq Incidert Respanse Team {ISRT; members,
Information Securtty Incident systems and network segurity Managers, & personnc amd besiness. professianals who e
528 7[$28.1.97  iResponss Plan Y
GliMt, BeTIera SECunty SerMces,
. Imformation Securtty Incident
526 99|528.1.98 _|Respomse Plan i
Gsting, GErrera SeCUry Services,
Information Securlty Incident .
|28 99{528.1.99 _ |Respome Plan iation lncidents bied on pre-defined templatss. Y
G3ting, Gene; T SETOICET,
Infanmation Systems Acquisition, "3 s policies for wse of dirviies re detailed in the Horting Provider Accaptable Use Policy for Compsiny
528 100528.1.160 | Development, and Malmtenance Fisoarcos and the Wisalims Notwark Policy and apply to 3l Kosiing Provicer emplo hd
Prokected thror 56 o1 Sirong encryption [TIS7SSLGr IPSec] protocuh, SRR
Hosting, General Secunity Services, 3%5.3 an :zur:i z_.uﬁﬁ- >s.!=.§a= Gode-- Secure Hash Alporithm (HMAG-SHAL} o0 al PSet VPN 37.2_233%3:_._
[528 1011528.1,101 |istrision Detection nnzm.iom.:n transmission :u_a =3 w-! nx.an in »B.nw Y
Hoing, Ger ecurmy Services, 2
528 1021528.1.102 |1PSee Virtual Private Network (VPN) Y
Sex security ssing the IP Payload
Hosting, General Security Servicas, {ESP) protocal moda. Key sxch: E I Internet Secunty Asseciation Key Management
528 1031528.0,103 [ 1PSee Virtual Private z«.ia} P v VL] techniques with the following 1PSec parameters: Y
Hostng, Gener
s28 AD4ISIB.1,108 | 1PSec Victual Private z!io..r Qizv (VPN Tunne! Y
ARt Genaval Sacurdy TOfTEC 27002 & an
27001 Certification for the it it ingand i i o Seeurity, to Information
28 105/528.1.165 | Information Securlty S | Technology ([T}, and provides a framework that takes imto account lxtory and comractual requirements. Y
ST S PR YT
HIPAA Juds the Practices described hernin and are alignad with the.
Mosting, General Securky Services, 150 auiu..&aﬁua,& by HITEGH, Faas for the HIPAS Security Servie are separate from, and in addition 19, fees for the Computer and
526 106/528.1.106 |37002 Certificate of Conformance Administration Services. hd
Hosting, General Securky Services, 150
26 107|S28.1167 _|27002 Certificate of Conformance (s} =hull comply with HIPAA and HITECH securtty controks for relevant health caribused components. ¥
Hosting, General Securky Services, 150 Nat in Scope, not applicatisie to
528 108[526.1.108 [37002 Certificate of Conformance NO US Federal SBE needs
T T AT TR F T
. Qva.n:nnaﬂ.pum .n_n..i!&ua! L, y of key in awork around manmer untll
E Hosting, General Security Services, Sauia.ﬂai {the new state of, and bugh need te bemade ab after
528 109[528.2.109 |Legal Compllance palogy infrastructure and services, hd
s_lﬂ_un r..uda a5 the Payment Card _iﬁ.: Data Securiy Standards {PCI D5S). Hosting Provider offers ks Hasting v3<E... Payment
f 5 Cone h y [~
Sorvice can be tsed 10 manage 3 portion of the PCI uwmuaa_.o.. and provides Yormant access ta Hosting Provider partaers who may
{pravide addional products and services to assist with Vermant's PCLDSS Cand Industry C
Hosting, General Security Services, Service b assessed Aggassor, and Visa hirve [bted ng Provider ;3 asa
(528 110|528.1.110 _|Legaily Required Disclosures PCI DS5—compbam kana) z_!.n_ﬂ_... Hosting Sorvice Provider. Y
Hasting, General fecurity Senvioes,
sz8 111{576.1.111 |Umation of Connection Time X
Hosting, General Securlty Services, Log
528 112]528.1.112 [Review Y
:o&..@ General Securlty Senvioes, Log
528 113]526.1.113 h
ING. Ganera) SeCurity SaTviees, Log
- I ¥
Hesting. Seneral S X
s28 115/52B.1.115 |Logging Horsting provider(s) shall deddiEate SFTP Servers with dedicated etwork Storape volume for wa by Yermant. hd




oHIng, Genral Securty Services,

528 1 146[528.1.146 _ |Protection Azainst Zu_ﬁﬁﬁnona Y
Fasting, General Securay
528 1 147 [528.1.1a7 v.o:.n ion Agaimst _su_.n.eﬁ noaa hd
inbound and outhound emalls depanding on the ESZ:QS<:.3=§ il systerm, Ver y requast
528 © 1 148! using TtS for its emaits traversing the Hosting Providers emai infratructure. Y
wham of Gutody process shal o yetat iy 1ho % Tiaintain and documment the Chrane] Gy of TSR
perzon coMeCHinL. progessing, and handling evidence must record the dste and time they reseived the evidance, and any action taken on
528 1 the evidence. Y
HoSg, eneraSeairy Semvices, e Fostng Providers niatmammn G Pty SHall provide gusdeimes Tor aTHGstAE ProvAieTs pers G
Razparsibslity, Invertory, and Wn schemes and mini writh th iFicaty off; L
528 1 Hosting Proviser and Vermont infarmation assets. Y
528 L Database Paseord Ext Database passwords shall be maintained by Hosting Provider operations and cha; 2 minlmur of 180 days. Y
Hostng, it wiill pTOvIe 3Ty JPPIUPTATE NOUCes aNG7or obtain any required Galmamns. g 10 1 CONRCUon and e of ¥ermont.
528 1 data,Including any such comsents vt for Hosting Provider 1o provide the Hosting Pravider Services. - hd
rwalk aTE vized [0 conas Eeween The Hosting Provider rebwaTR She Varmeorm s networ g Oty Traffc
wsing Dufauht-deny. Fircwalls .29.123.._ a fayersd approach t perform thorough ion wil i
s28 1 10 Intelli filter packets based on protocel, pott, source, and destination IF address. Y
528 i lAccess to operating systems shall be controlled by a secure login procedure that requires 2 unigue user iD and 2 strong passwond, Y
Root pawonds of Host and facimes must be scheduled ta change very 30 days. THE JPRHES 10 Jry ang all Servers 1ar VErmen. Rosted
528 1 In Vermont o at a third-party hosting prouider Y
Fashed Message Anhentcation Gode - Secure Fash AZoTTRm [HVAL-5HA-1] Shall Be USed 10 Prevert Message cor MUEion with ve
528 1 VP 531 runnets . Y
TS PO e T T
corfidertiality unim_.:!a and .H..:nn.:.n__ company pokcies ing protection of {Code of Ethics and
Businezs Conduct, Hosting Provider Acceptable Use Policy for Company Resources, and the Informatien Protection Policy} as part of
Security Awareness Education and their inltial terms of emplayment. Hosting Provider obtains 2 written from each
528 1 157|528.1.157 _[Trainin subcom—ractor provides services. Y
e g Ty Services,
Security Awareness Education and Hosting Provider d ed ad hot security
526 1 158|526.1.158 _[Training. jcampas, and security-related corp inun._._ maike. hd
e VIO e shall GRtrgo 3 SECOry SSLescment process Ehal meledts FovEw oY The Fusting, Praviaer Prograne,
Horsting, General Security Services, joperating system companents. Finally, any new Reless n aging for final vali priarte
528 1 1591298.1.159 |Securicy of System Flles Production Go-Live. hd
g AT, GENET# Sy FErices, .
Security Requirements Analysis and shall have those business units separate from the hosting busitess
szB 1 160[5281.160 |Specification Y
Fosting, General Secun o,
5ecurity Requiremems Analysis and Hesting Provider will deploy Hosting Provider pragrams through a Certified Configuration which are awsessed for exposure to a varkty of
528 1] 161]52B.1.161 |Specificxtion A
Th ployed mq:._m_sz the Certified Configu lf
Hosting, General Securky Sorvices, uanl:.! A standard “KickStart” image & wed to istall the aperating system and a package manager is then wed to automatically
Security Requirements Analysis and install the utlity programs reguired 3..9@23&«»2= being configured, Finally, the file system & _z__“kasn Hosting Provider
528 2 162|528.1.262 . |speohcation Y
Hosting, General Securtty Services, Dt Centeria) te onfy those ermpkoy<es who are LS, chizens. Individuaks born in the ;! d by
528 1 163|528.1.163 [Security Servicks, immigration ard terturalization Services INS) ars comidered LS. citizars. Y
HOTURE, General SacUrRY Services, Cuthbound Inermet ccess shall b Rnabied by GefaUl 107 all TOSTes Servars WIthin Fostng Provider netvo s thraugh sadure proxees]
526 1| 164|52B.1.164 gregation bt Notwarks | Guthaund network access fand restricted portsinbound or direct Internet access from the hosted Servers bypassing web proxies'shall not parmitted. . Y
528 4] 165|526.1.165 rprapstion in Networks | Hosting gwuu«ﬂnﬂiu—ﬁ- comain {at least} twe solxted éqraﬁdnaaﬁag&zsii Sorvices. hd
A 3 Tod acEIVANS aRT 1Hoks Wi aken By HOSUg PToviinT Smpic ‘when delivering services and provie:
526 1 166/526.1.165 Inw!ua._ ?3_..3- uﬂzaﬂ..?ﬁnwonw!ian._ d comtrally and are ucn.vu.naans__uﬂnn etnpkryess. Y
528 1 1671526.1.167 I Datzbase auditing will be nabled. Y
528 1 168i520.1.168 Production Environmants shall bo zolated from Non-Production Environments. Y
s28 1 1635281169 [Sevitive Spstem bsalation AN deployinent eawironments shall be solated from ane another. . hd
Hasbing, Ceneral oy Sernees, oSl Certheate T shal be wad Tor ol web bases SU LeNATe ZPRECations. HOSURT Proviaers Shal protane SoL CertnToates on VETmonT s Fehal g,
578 1 170 E Senver load balancers |Procurement Y
[Homing, General Sacuriy Jerene,
528 1 171[528.1.171 |Sesslon Time Qut ¥
ez Gerveral Seci A,
S5AE and ISAE Reports ui nher - Hesting Provider may store Yermont's (ontact iformation, such as namaes, p d country where
528 1 A72|S28.1.172 |Awdits :ouniw?qiaﬁnoﬁ business ard may use such imformation internatly and SSBB..:.B.» wiith Vermont. Y
Inter 1 No. whON.b««c..uR& Reports on Contraks at a Service Organkzation, which v
ued in Decernber uua!n__ﬁidiro:tbﬁ!ﬁkni&uaﬂunun-a oard (IAAS5B), which s part of the International
'] GFACH and (B} 1h for {55A£] Ne. 15, Reporting on Cantrolx
Hostng General Seourity Sarvicws,  aService ion, which was osue by the it o of the f Certified Public
[SSAE and ISAE Reports and Qther {ACPA) In'Aned 2010, 15AE 3402 and SSAT 16 requive the completion of detalled testing of cantroks over 3 minkmum of 5ix months by an
sz 1 172|526.,173 |Aucdis lndependent audhing body. Y
[Rosbee Saices,
SSAS and ISAE Reparts and Other xﬁ,i!ﬁauinﬁgﬂ&ﬁ?ﬂ;xﬂ_vgauag_ reviows of wsing darch i the SSA€ 16 and.
528 1 174i528.1.175 |Audlts - |BAE3402. ¥
Hosting Provider shall aiign with the T ser areas ined in the Inforsvation Technalogy ws.ﬂad:ﬂ:} -
Hosting, General Security Services, Library {TIL} and vses: 3 2 guide for y. Hesting Provider’s imernal documernation specifies current
528 1 175[528.2.175 |Standard Operating Procedures operational and procedures for em; loyees’ periormande of techaical funcions related to allservices and environments. h
Hersting, General Securny - .
528 1 uumg. tem Acceptance Y
B e
. Husting, General Securky Services, ssessment consists of a series of functional, configuration, suppertabikity, security, and ‘rests and i dexig
28 1 ~177[s2B.0.177 e Acceptance Kiritify and 3ddress key issues thitt may impact system performant followiog Production.Go-Live. hd




for moral ethics and business conduct at every level of the n_du:_ﬂao: and at mena_uﬁzn: ismi Hosting Provider does
business, The standard appiikes to Hosting Provider employees, and it

mwww-wwrwrmmm

if such acthvitles are required for ment approval of conneetian to restricted netwarks.

Faderal Hesting, Code of Ethics fcovers the areas of legal and regulatory compliance and business conduct and relationships. Compliance- a.»n.ﬁu tealning n
53 1js311 | Security and Business Condutt |ethies and business conduct ang senshtive informaticn handling 's requiced once every two years,
al
s 2lmaz  |secirty |General Fosting Provider will provide dedicated physical and virtual st s Vemont ves
 [Fosting ]
Federal . Emvirgnment™), activitles related to the operating & of inthe and the support and YES
53 3lsaa3 Security General Infrastructure for the Federal Enviconmest,
aral Data Senskity =
153 4[s3.14 mmE_.ﬁ . JCass!fication Hosting Provider will provide storage to and grovide access 1o Sensive But Unctassified Varmont data,
Federal F0sting Prowder will provine 3 United Stabes crtizen-cnly suppert madel 1or aCCess 1o Vermont data in the Fedaral vEs
5|s3.15 Security 5. Citizen Support __|Ervirenment.
al BO0-37, LTIING 3 cormbined securlty requirernents ves
Ex] . | Secur! ) Hframewsrk consisting of contrels In both NIST Speclal Publication 300-53 and Dob Directive 8500.2.
YES
£=3 Environments within the Federal
53 Hosting Provider will provide Mainterance of the Vermont Federal Envil e, YES
53 - | Hosting Provicer wil limit data in the Federal Emdgnmentso Undlassited data : &S
Bstmg FEation
0 hosting providers performange 2 the services for afl Ll_.umn_.nns‘n and shared services. YES
components that reside in the Federal Environment(s).
:nﬂrﬁ Provider will conduet ummnmm:_maw wumma gn security controls described In NIST 80¢-53 ang DOD 8500.2. YES
Hosting FTowder Wil Frovide vermont information and access reasonably needed Dy Vermont to complete its Vermant ves
Certification and Accreditation.
Ing Fravider will PTOvIOE appropTIate CONNECUIOR 3RProval process It additional connectivity to TCSArETCd NETWOTkS 15 YES
YES
Classification YES.
mnn_.ma_ CoD Mission YES
YE5
YES
leral security cortiication docurentation and 1esting YES




AU 07 AU-07 Audit and Accountability AU-07
Al 08 AU-08 |Audit and Accountability AU-08
AU 09 AU-09 Audit and Accountability AU-09
AL 10 AU-10 Audit and Accountabi AU-10
AU 11 AU-11 Audit and Accounta AU-11°
AU 12 |AaU-12 Audit and Accountability AU-12
AU 13 AU-13 Audit and Accountability AU-13
AU 14 AU-14 Audit and Accountability AlU-14
_ mmnc.:@ >m.mmm.m3m:n and CA-O1
CA 01 CA-01 Authorization
Security Assessment and
CA 02 |cA-02 Authorization CA02
. ‘ mmo.zz,o.\ _pm.mmmmz._mﬂ and A3
CA 03 CA-03 Authorization
i i . mmm::ﬁ« >mMmmm3..w.:ﬁ and CA04
CA 04 CA-04 Authorization N
Security Assessment and X 05
CA 05 CA-05 Authorization . CA-05
- mm..ﬂ._:J. ﬁmmmwsm:ﬁ m:n. CAL0E
CA 06. CA-06 Authorization
. . mmnc_,&\ >m.ummm3m:ﬁ and CA07
CA 07 CA=07 Authorization
CM 01 CM-01 Configuration Management CM-01
M 02 CM-02 no:mm:_.mﬁmoa Management CM-02
CM 03 CM-03 Configuration Management CM-03
™M 04 CM-04 Configuration Management ‘CM-04
CM™ 05 CM-05 Configuration Management CM-05
CM 06 CM-06 Configuration Management CM-06
M 07 CM-07 Configuration Management CM-07
CM 08 CM-08 Configuration Management CM-08
CcM 09 CM-09 Configuration Management CM-09
CP 01 lcp-01 Contingency Planning . CP-01 .
CP 02 CP-02 Contingency Planning CP-02
CP. 03 CP-03~ Contingency Planning CP-03
CP 04 CP-04 Contingency Planning CP-04
lep 05 CP-05 Contingency Planning CP-05
Ccp 06 CP-06 Contingency Planning CP-06
cp 07 CP-07 Contingency Planning CP-07
CP. 08 CP-08 Contingency Planning

CP-08




MP 05 MP-05 Media Protection MP-05
MP 06 MP-06 Media Protection MP-06
= =
Physical and Environmental
PE . 01 PE-01 Protection - - PE-OL
Physical and Environmental
PE 02 PE-02 Protection PE02
Physical and Environmental
PE . 03 PE-03 Protection , PE-03
Physical and Environmental
PE 04 PE-04 Protection’ PE-04
Physical and Environmental
PE 05 PE-05 Protection o PE-05
. Physical and Environmental
PE 06 PE-06 |Protection o PE-06
Physical and Environmental
PE 07 . |PE-07 Protection _ PE-07
Physical and Environmental
PE oz PE-08 Protection PE-08
Physical and Environmental
PE 09 PE-09 Protection . PE-09
Physical and Environmental
PE 10 PE-10 Protection L PE-10
Physical and Environmental :
PE 11 PE-11 Protection PE-11
Physical and Environmental
PE 12 PE-12 Protection PE-12
Physical and Environmental
PE 13 PE-13 ~IProtection . o PE-13
Physical and Environmental
PE 14 PE-14  |Protection PE-14.
] Physical and Environmental .
PE 15 PE-15 Protection , PE-1S
Physical and Environmental :
PE 116 PE-16 Protection CT PE-16
Physical and Environmental )
PE 17 PE-17 Protection PE-17
Physical and Environmental
PE 18 PE-18 Protection . PE-18
, Physical and Environmental
PE 19 PE-19 - ]Protection C PE-19
PL. 01 PL-01. Planning PL-O1
PL 02 PL-02 Planning PL-02




SA 12 SA-12 Systern and Services Acquisition S5A-12
SA 13 SA-13 System and Services Acquisition SA-13
sA 14 SA-14  |System and Services Acquisition SA-14
) System and Comrunications .
sC o1 sco1  |protection SC-01
System and Communications B
SC 02 |SC-02 Protection SC02
System and Communications ' "
sc 03 sc-03  |protection SC03
’ System and Communications
sC 04 sc.04  |Protection ) SC-04
System and Communications -
sC 05 SC-05  |Protection — SC-05
System and Communications )
5C 06 SC-06 Protection SC-06
System and Communications ‘
s5C 07 5C-07 Protection SC07
) Systern and Communications :
sc 08 $C-08  |Protection SC-08
I ] . System and Communications
5C 09 5C-09 Protection , SC-09
System and Communications .
sc 10 $c-10  |protection . . . SC-10
_ : System and Comméinications
5C 11 5C-11 Protection SC11
" |Systemn and Communications
sC 12 sc12  |Protection SG-12
: System and Communications
5C 13 5C-13 Protection : S¢-13
System-and Communications )
sC 14 sc-14  |protection SC-14
‘1System and Communications )
sC 15 5C-15 Protection SC15.
: System and Communications
SC 16 SC-16 Protection . ,_ 5c16
, System and Communications
5C 17 SC-17 | _uqoﬁ.mnmon SC17
System and Communications
sc 18 - sc-18  |protection SC-18




PM-01

51 06 51-06 System and Information Integrity S1-06
. . . SI-07

Sl 07 SI-07 System and Information Integrity
) . . Sk-08

Sl 08 SI1-08 System and Information Integrity )

; . . SI-09

Si 09 SI-09 System and Information Integrity
: ! y . . SI-10

Sl 10 $1-10 System and Information Integrity
. o S1-11

sl 11 Si-11 System and information Integrity
- : 51-12

Si 12 SI-12 System and [nformation Integrity
. . SI-13

St 13 S1-13 System and Information Integrity

PM 01 Program Management PM-01
PM 02 PM-02 Program Management PM-02
PM 03 _|PM-03 Program Management PM-03
PM 04 [PM-04  |Program Management PM-04
PM 05 |PM-Q5 Program Management PM-05
PM 06 PM-06 Program Management PM-06
PM 07 PM-07 Program Management PM-07
PM 08 PM-08 . |Program Management PM-08
PM 09 PM-09 Program Management PM-08
PV 10 PM-10 Program Management PM-10
PM 11 PM-11 Program Management PM-11




Audit Reduction and Report Generation

Time Stamps .

Protection of Audit Information

Non-repudiation

Audit Record Retention

Audit Generation

Meonitoring for Information Disclosure

Security Assessment and Authorization Policies and Procedures

=<|=<|=<i=<]|=|=<|=<]|=<

Security Assessments

Infarmation System Connections

Security Certification (Withdrawn)

Plan of Action and Milestones

Security Authorization

Continuous Monitoring

Configuration Management Policy and Procedures

Baseline Configuration

Configuration Change Control .

Security Impact Analysis

Access Restrictions for Change

Configuration Settings

Least Functionality

information System Component Inventory

Configur.

il 5 i B

Contingency Planning Policy and Procedures

= |=<|=XI|<|=<|<|=<]|xX]|<|:

Contingency Plan .

Contingency Training

Contingency Plan Testing and Exercises

Contingency Plan Update {Withdrawn)

Alternate Storage Site

Alternate Processing Site

Telecommunications Services

<|<]|<|<]|=<|=<|<]|=<




Media Transport

Physical and Ervironmental Protection Policy and Procedures .

Physicai Access Authorizations

Physical Access Control -

Access Control for Transmission Medium

Access Control for Output Devices

_,\_o:_ﬁo::mh:ﬁmwm_ Access

Visitor Control

Access Records

Power Equipment and Power Cabling

Emergency Shutoff

Emergency Power

Emergency :m:ﬂ:m..

Fire Protection

Temperature and Humidity Controls

Water Damage Protection

Delivery and Remaoval

Alternate Work Site

Location of iInformation System Components

Information Leakage

3 7o S 50

omaiccunly

Security Planning Policy and Procedures

System Security Plan




Supply Chain Protection : ) Y

Trustworthiness . Y

Q.Enm".":,noqang System nos.,._.uo:mzﬂm | Y ‘
System and Communications ?mﬂmnzo: Policy wln P.ommn:ﬂmm , ) _ . . Y

Application Partitioning Y .
mmn::E. Function Isolation . Y

Infermation in Shared Resources .. o S . | Y

Denial Qﬂ Service Protection | Y

Resource Priority . | . Y

Boundary _uﬂoﬁmnmo: - Y

Transmission Integrity ) ’ ‘ ‘ Y

._._.m:mi_mmmo: no:mamzzm_:.«. . \ Y

Network U._mnmq._:mnﬁ . ‘ . | . Y

Trusted vw.ﬁ: .. . Y

Cryptographic Key mm,nmm_mm::_m:ﬁ m:m Management N Y |

Use of nEEomSug . , ‘ . Y

Public ?Hmmm Pdﬁmnn_o:w ) ) | Y

Collaborative .no:_uc::m omsmmw _ ‘ Y

Transmission of Secu 1a.< >ﬂ5m=nmu Y

Public Key _:?mmmﬂ:nﬁ:qm Certificates . . . Y :
_<_o_u.=m Code : . | . Y .




Security Functionality Verification Y

Software and Information Integrity Y

Spam Protection . . Y .

Information Input Restrictions i Y

Information Input Validation . . Y

Error Im:g::m . ' Y

tnformation Output Handling and Retention Y ‘

Predictable Failure Prevention | ¥

Information Security Program Plan
Senior Information-Security Officer
information Security Resources

Plan of Action and Milestones Process
Information System Inventory

Information Security Measures of Performance
Enterprise Architecture

Critical Infrastructure Plan

Risk Management Strategy

Security Authorization Process
Mission/Business Process Definition

<|=<|=<l=<l=<]<]|=<]=<|=<]|=<]|=<




AC-03(3).01-01 [AC-03 CONTROL ENHARCEMENTS AC-03(3).02-01 {a) Access comral informatlon {i.e., attributest emplayed by the policy rule set {e.g., position, nationality, age, preject, time of day); and
AC-03{3).01-02 AC-03 CONTROL ENHANCEMENTS AC-03(2).01-02 {5) Required relationships ameong the access control information to permit actess.
(AC-03 CONTROL ENHANCEMENTS h d k ! } Guid; Nondiscretionary access.contral policies that may be impl d by include, for example, Attrlbute-Basad Acoass Control,
Guidanoe Mandatory Access Control, and Originator Controlfled Access Control. Nondiscretionary access control policies tay be employed by organizations in addition 1o the employment of
- AC-02 CONTROL ENHANCEMENTS Enhanced Supplemental For Role-Based Access Eontrol (RBAL]: Policy estatiliskes coverage over all users and resources to ensure thiat adeess rights are grouped by rote name, and access to resqures Is
Guidance restricted o users who have been authorzed to assume the acseciated ro
AC-02{4).01-00 AC-02 CONTROL ENHANCEMENTS AC-03{4).01-00 (4) The Information system enforces a Discretiorary Access Control (OAC) policy that:
AC-03(4).01-01 AC-02 CONTROL ENHANCEMENTS AC03{4).01-01 (3} Allows users to specify and contrei sharing by named individuals or groups of Individuals, or by both;
AC-03{4).01-02 AC-03 CONTROL ENHANCEMENTS ACC3(4).01-02 (b) Limits. propagation of access Aghts; and
AC-03{4).01-03 AC-03 CONTROL ENHANCEMENTS AC-03(4).01-03 (¢} Ineludes o excludes access to the granularity of a single user,
AC-03{5).01-00 AC-03 CONTROL ENHANCEMENTYS AC-02{5).01-00 (5) The information system prevents access ta § i defined security-rel t 1 except during secure, nonoperable system states.
AC-03 CONTROL ENHANCEMENTS h: i Security-relevant i is any Information within the | system that can impact th of seurity
Guidance functions Iv a manner that could result ity pollcy or maintain isolation of code and data. Filtering rules for routers and firewalk, crvptoy
AC-03{6).01-C0 AC-03 CONTROL ENHANCEMENTS AC-03{6).01-00 (6) The organization encrypts or stores offline in a secure losation [Assignment: crgonizotion-definad user ond/or system informetion ],
AC03 CONTROL ENHANCEMENTS. h Enh; 1! i} The use of ion by th reduces the probability of i i ofinformatlon and can also detact
- Guidanee unauthorized changes ta Information. Removing information from anline storage to offiine storage ellminates the posslbility of individuals gaining unautherized ageess ula 3
AC-04,01-00 AC~4 INFORMATION FLOW ENFORCEMENT AC-04.01-00 Contral: The infarmation system enforces approved autharizathons for controlling the flow of infermation within the m_..ﬂma and wm?.mm: Interconnected systems in accordance
with applicable pelicy.
jid flow control regulates where Information is aliowed ta travel within an information system and hetween information systems {as opposed 1o
who Is allowed to access the information) and withaut explicit regard to subsequent accasses.to that informatinn. 4 few examples of flow contral restrictions inelude: keepin
AC04{1).01-00 AC-04 CONTROL ENHANCEMENTS AC-04{1).01-00 (1} The infermation system enforces information flow control using explicht security attributes on infersmation, source, and destination objects asa basis for flow control declsions.
AC-04 CONTRQL ENHANCEMENTS d bd f flow it compare security atteibutes on afl information (data centert and data structura), source and
Guidance ., block, quarantine, alert administrator] when the mechanisms encounter Information flows net expilcitly allowed by the
AC-04({2).01-00 AC-04 CONTROL ENMANCEMENTS. AC-04{2).01-00 (2] The infermation systerr enforces _=?_.aw.mu= mni control using protected processing domalns [e.g., domain type-enforcement) as a basis for flow control declsions.
AC-D4{3).01-00 AC-04 CONTROL ENHANCEMENTS. AC-04(3).01-00 (2] The information system enforces dynamic informatior: flow contrel based on policy that allows or disallows information flews based on changing conditions er operational
considerations.
AC-04[2).01-D0 |AC-04 CONTROL ENHANCEMENTS. AC-04{4).01-00 (5] The informatlon system prevents encrypted data from bypassing content-checking machanisms.
AC-04(5}.01-00 AC-04 CONTROL ENHANCEMENTS AC-04{5).01-00 (5] The information system enforces [Assi i defined, on the of duta types within other dota types ).
AC-D4(5).01-00 |AC-04 CONTROL ENHANCEMENTS AC-04{6).01-00 {6) The Information system enforces information flow control on metadata.
|AC-04(7).01-00 JAC-04 CONTROL ENHANCEMENTS AC-04{7).01-00 {7) The informatlon system enforces {Assignment: organization-defined one-way flows | using hardware mechanisms.
AC-04(8).01-00 [AC-08 CONTROL ENHANCEMENTS AC-04{8),01-00 (8) The information system enforges information flow controi using | defined security policy filters ) as a basks for figw contrel degisions.
JAC-04 CONTROL ENHANCEMENTS Q ization-defined security policy filters Include, for example, girty ward filters, file typa checking fiters, structured data fitters,
Guldance rmits the Interpeetation of its content by virtue of stomic elaments that are
JAC-04{9).01-00 |AC-04 CONTROL ENMANCEMENTS AC-04{9).01-00 {5) The infarmatien system enforces the yse of human review for jAssignment: organization-defined security policy filters | when the system is not capable of making an
infarmation flow control declsion
AC-04{20).01-00 AC-04 CONTROL ERHANCEMENTS AC-04(10).01-00 {10} The information system provides the capability for a p ged i 10 enable/disabiz defined security policy fiiters ].
JAC-04{11}.01-00 AC-04 CONTROL ENHANCEMENTS JAC-04{21).01-0¢ (11} .:.a:aoa_._ma_u: system provides the capability for a privileged 1o configure [Assi defined security policy filters | 1o support different
AC-04 QONTROL ENHANCEMENTS id; For example, to reflect changes in the securlty policy, an administrator can change the list of *dirty words” that the security policy
[Guidance. mechanism chetks in accardance with the gefinitions provided by the organization.
AC-04{12).01-00 AC-04 CONTROL ENHANCEMENTS JAC-0{12).01-00 (12] The Information system, when transferting information between different security domains, Idemtifles information flows by data type spacification and usage.
AC-04 CONTROL ENHANCEMENTS i ] Bata type and usage include, for example, using file naming 10 refleet type of data and Himiting data transfer based on fle type,
Guidance
AC-04(13).01-00 AC-04 CONTROL ENHANCEMENTS AC-04{13).01-00 (13 The infaermation system, when transterring information between different security domalns, d fy into pollcy-rel 14 for submi. ta
. policy enfortement techanisms. .
AG-Q4 CONTROL ENHANCEMENTS h d id; Pollcy enf; include the filtering and/or sanitizatlon rules that are applied to Information prior to transfer to a different
Guldance
AC-04{14).01-00 AC-04 CONTROL ENHANCEMENTS AC-04{14}.01-00 (14) The information system, when transferring information between different security domalas, implements pofley filters that sénstrain data structure and content to
[Assignment: or genization.defiadd informertion security polloy requiremants |-
AC-04 CONTROL ENHANGEMENTS h < 1 i Censtraining file lengths, wﬁ_osmn nncama._onm‘ character sets, schemas, and other data object attributes reduces the range of potentlal
Guidance 3
AC-04(15).01-00 AC-C4 CONTROL ENHANCEMENTS AC-04{15).01-00 (15) The infermatien system, when transferring information between a.ﬁnﬁ_._:nﬂ_..a. domalns, detects unsancticned information and prohibits the transfer of such information in
jaccordance with n:umwo_:. .
AC-04 CONTROL ENHANCEMENTS h: d | Guid. Actions to support this enhangement Include; n:nnw_zwu: transferred _305_2.3 for malware, implementing dirty werd list searches on
AC-04(16}.01-00 GCortrol Enkancements:
AC-C4 CONTROL ENHANCEMENTS i | Guld batween systems of differing security policies Intraduces risk that such transfers
vlolate one or mote polistes. While sedu licy vivlations may nat be absalutel widance from information owners/stewards is implemented at the poli
AC-G4(17).01-00 AC-C4 CONTROL ENRANGEMENTS [17) The infarmatien system: .




AC-10.01-00 AC-10 CONCURRENT SESSION CONTROL AC-10.01-00 Control: The infarmation system limits the number of concumrent sessions for each system accoum to [Assignment: organization-defined number |.
AC-10 CONCURRENT SESSION CONTROL pph [ Guid, Suppl al Guid. The ization may define the maximum number of concurrent sesstons for an Informatfon system account globally, by account type, by account, or a
combination. This control addresses concurrent sessions far a given information systerm acenunt and does not address congurrent sessions by a single user via multiple system
AC-11.01-00 AC-I1 SESSION LOCK AC-11.01-00 Control: The information system:
AC-11.01-01 AC-11 SESSION LOCK AC-11.01-01 2. Prevents further access o the system by Initiating a session logk after {Ascignment: organization-defined time peried] of Inactivity or upan receiving a request from a yser; and
JAC.11.01-02 AC-11 SESSION LOCK AC-11.01-02 b. Retains the session lock until the user E ACcESS Using i i i ion and p d
AC+11 SESSION LOCK . Supplemental Gukdance Suppiemental Guidance: A session lock is a temporary action taken i:m: 3 user stops work and moves away from the _aamn_m”m physical vicinity of the Information system but
AC-11(1).01-00 AC-11 CONTROL ENHANCEMENTS JAC-11{1).01-00 - (1) The information system sesslan lock mechanism, when activated on a davice with a display screen, places a publically viewable pattern onto the assoelated display, hiding what
was previcusly visible on the screen.
AC-12.01-00 AC-12 SESSION TERMINATION |AC-12,01-00 [(Withdrawn: Incorparated into 5¢-20].
AC-12.01-00 AC-12 SUPERVISION AND REVIEW — ACCESS |AC-13.01-00 [Withdrawn; Incorporated inte AC-2 and AU-6].
JCONTROL
AC-14.01-00 |AC-14 PERMITTED ACTIQNS WITHQUT [AC-14.01-00 Control: The organization:
IDENTIFICATION OR ALTHENTICATION
|AC-14.01-01 |AC-14 PERMITTED ACT!ONS WITHOUT AC-14.01-01 5. IdentHies specific user actions that can be performed on the information system with identiflcation or authentication; and
IDENTIFICATION OR AUTHENTICATION -
[4C-14.02-02 [AC-14 PERMITTED ACTIONS WITHOUT [Ac-14.01-02 b. Documents and provides supgorting rationake in the security plan for the i System, user acti 1 requiring identification and
IDENTIFICATION OR AUTHENTICATION
JAC-14 PERMITTED ACTIONS WITHOUT This contral s latended for those specific instances where an d that no and s required; it Is not,
IDENTIFICATION OR AUTHENTICATION aliow a $imited number of user actions without Identfication and authentication
|ac-1a(2).01-00 |AC-14 CONTROL ENHANCEMENTS. AC-14{1).01-00 (1) The organkzation permits actions to be performed without Identification and authentication only to the extent necessary to lish misslon/busi bjecth
|AC-15.01-00 |AC-15 AUTOMATED MARKING AC-15.01-DC [Withdrawn: Incorparated Into MP-3).
AC-16.01-00 |AC-16 SECURITY ATTRIBUTES AC-16.01-D0 Control: The information system supperts and maintalns the binding of | defined security { 1o Information In storage, in process, and in
- transmisslon.
AC-16 SECURITY ATTRIBUTES Security attributes are abstractions representing the basic preperties of characteristics of an entity (e.5,, subjects and objects) with respect to
safeguarding information. These attributes are typically accociated with internal data struetures {e.g., records, buffers, files) within the information system and are used to enable
AC-16(1).01-00 AC-16 CONTROL ENHANCEMENTS AC-15{1).01-00 (1} The system sacurity it in weith am i i security polity as information Is created and combined,
AC-16{2).01-00 AC-16 CONTROL ENHANCEMENTS [AC-1612).00-00 [2) The information systen ablows autherized eatities to change securlty attributes.

AC-16(3).01-00 AC-16 CONTROL ENHANCEMENTS AC-16{3).05-00 (3} The information system malntains the binding of security attributes to Informatlon with sufficient that the tiribute 4 «can be used as the basis
AC-16 CONTROL ENHANCEMENTS Examples of d pelicy actlons Include automated access control decistons (e.2., Mandatory Accass Conwol deciskons), or decksions to
Guidance
AC-16{4).01-00 AC-16 CONTROL ENHANCEMENTS AC-16{4).01-00
AC-158 CONTROL ENHANCEMENTS
Guidanea
AC-16{5).01-00 AC-15 CONTROL ENHANCEMENTS AC-16{5).01.00
AC-16 CONTROL ENHANCEMENTS h d i il b | b Chiects output from the [nformation system include, for example, vuwnw‘ sgreens, or equivalent, Qutput devices include, for example,
. Guidanoe computers and personal digital assistants.
AC-17.01-C0 AC-17 REMOTE ACCESS AC-17.01-C0 Contrel; The organlzation;
AC-17.01-01 AC-17 REMOTE ACCESS AC-17.01-C1 3. Docurnents allowed methods of remote access 1o the information system; "
AC-17.01-02 AC-17 REMOTE ACCESS AC-17.01-02 o, Establishes usage restrictions angd implementation guidance for each allowed remate access method;
AC-17.01-03 AC-17 REMOTE ACCESS AC-27,01-03 ¢, Monitors for unauthorized remote access to the information system;
AC-17.01-04 AC-17 REMOTE ACCESS AC-27.01-04 d. Authorizes remote access to the system prior ta and
AC-37.01-05 AC-17 REMOTE ACCESS AC-17.01-05 a. Enforces m for remote Hons to tha inf bR systam.
AC-17 REMOTE ACCESS | Guid: This control requires explicit authorlzation prior te allawing remote aceess te an infarmation system without specifylng a specifie format for that
iven remote access, such agreements are
AC-17(1).01-00 AC-17 CONTROL TNHANCEMENTS AC-17(1).01-00
[AC-17 CONTROL ENHANCEMENTS hanced k t h ] of remete access sessions allows organizations te audit user activities on a variety of information system
AC-17(2].01-00 [AC-17 CONTROL ENHANCEMENTS AL-17(2).01-00 {2) The arganization uses cryptography to protect the confidentiality and integrity of remote access sussions.
AG-17 CONTROL ENHANCEMENTS h | Gutd: Thé encryption strength of mechanism is selected based on the security categorization of the Information. Related eontrols: 5C-8, SC-8, 5C-
Guidance 33,
AC-17(3},01-00 AC-17 CONTROL ENHANCEMENTS |AC-17(3).03-0¢ [2) The information system routes all remote accesses through a imited number of managed access control polnts.

AC-17 CONTROL ENMANCEMENTS

id Related control; SC-7.

AG-37(4).01-00

AC-17 CONTROL ENHANCEMENTS

[4) The organization authorizes the exacution of privileged commands and access to hnacqnw,.qnsﬁgn mformation via remote access only for compelling operatlonal needs and
documents the ratignale for such access In the security plan for the information system.
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AC-20.01-00 AC-20 USE OF EXTERNAL INFORMATION SYSTEMS |AC-20.01-00 Control: The terms and A i with any trust rei, i with other awning, cperating, and/er malntaining
external information systems, aliowing autherize: b
AC-20.01-01 AC-20 USE OF EXTERNAL SINFORMATION SYSTEMS [AC-20,01-01 a. Access the infermation system from the external information systems; and
AC-20.01-02 AC-20 USE OF EXTERNAL INFORMATION SYSTEMS [AC-20.01-02 b. Process, store, andfor tr i olled i using the external Information systems.
AC-20 USE OF EXTERNAL INFORMAYION SYSTEMS |Enhanced Supplemental This contral does not apply te the use of extamal information systems to access public interfaces to systems and nf fe-g.,
Guidance 5
AC-20{1).01-00 AC-20 CONTROL ENHANCEMENTS AC-20{1).01-00
AC-20{1).01-01 AC-20 CONTROL ENHANCEMENTS AC-2G{1).01-0% (a) Can verlfy the Implementation of required security contrals on the external system as specified in the organization’s informaticn security policy and security plan; or
AC-20(1).01-02 |AC-20 CONTROL ENHANCEMENTS AC-20{1).01-02 [b) Has approved information system ar E with the entity hosting the external information system.
|AC-2012) 2100 [AC-20 CONTROL ENHANCEMENTS AC-20{2).01-00 {2) The: ization limis the use of trolled portable storage media by authorized individuals on external information systems,
|AC-20 CONTROL ENHANCEMENTS h. Lirmits on the use of organization-controlied portable sterage media in extemal Information systems can include, for examnple, complete
Guidanee rohibition of the use of such devices or regtrictions o0 how the devices may be used and under what conditions the devices may be used.
AC-21.02-00 |AC-21 USER-BASED COLLABCORATION AND AC-21.01-00 Controf: The organization:
INFORMATION SHARING -
]AC-21.02-01 JAC-21 USER-BASED COLLABORATION AND AC21.01-01 3. Facilltates information wzu:aw by enabling auth o users tod whether aceess auth assigned 10 the sharing partner match the access restrictions on the
INFORMATION SHARING et yr H
JAC-21.01-02 |AC-21 USER-BASED COLLABORATION AND AC-21.01-02
INFORMATION SHARING
AC-21 USER-BASED COLLABDRATION AND i
[INFORMATION SHARING =
AC-21{1}.01-00 JAC-21 LISER-BASED nom._..pwo_.s._._Oz AND | AC-2142).01-00 system employs 10 enabie d users to make information-sharing decisions tased on access authorizations of sharing partnars
INFORMATION SHARING und access restrictions on Information to be shared. .
AC-22.01-00 AC-22 PUBLICLY ACCESSIBLE CONTENT _|AG-22.01-00 Control: The organization:
AC-22.01-01 AL-22 PUBLICLY ACCESSIBLE CONTENT JAC-22.01-01 2. Dy L 10 post it ion onto an System that is publicly accessible;
AC-22.01-02 AC-22 PUBLICLY ACCESSIBLE QONTENT |AC-22.01-02 b. Trains individuals that publicly information does not centain senpublic information;
AC-22.01-03 [AC-22 PUBLICLY ACCESSIBLE CONTENT JAC-22.01-03 ¢. Reviews the prepesed content of publicly acgessible Infermation for nonpublic information prier to posting onto the organizatianal information system;
AC-22.01-04 AC-22 PUBLICLY ACCESSISLE CONTENT AG-22.03-08 d. Reviews the content on the publicly accessible arganizational information system for information {Ass¥ defined fraquency|: and
AC-22,01-05 AC-22 PUBLICLY ACCESSIBLE nqumZA aC-22.01-05 2. Remeves nonpubilc information from the publicly accessible arganizational infarmation system, If discavered.
AC-22 PUBLICLY ACCESSIBLE CONTENT L i U | Guid P informatien is any infarmation for which the general nublic is mot authorized access n accordance with faderal laws, Executive Crders,
directives, policles régulations, standards, of guldance. Informeaticn protected under the Privacy Act and vendor proprietar _Ro_.augoa are es:._ les of nonpublic Infarmation,
% % X MeDASELE BN AND Sl 2 4 A at 5 t 3 B PO Oreiefindd,
e i : > . 0 A A, s it i 3 i = 2 & 2 i AP e
AT-03.01-0% AT-0L SECURITY AWARENESS AND TRAINING AT-01.01-01 2, A formal, documented security awarenessand traliing pollcy that addrasses purpose, scope, roles, responsibilities,
. POLICY AND PROCEDURES, organtrational entitles, and compltance; and N
. |aT-01.01-02 AT-OL SECURITY AWARENESS AND TRAINING AT-01.01-02 b, Formal, d 10 faclitate the impl ion of the security awareness and training poficy and assoclated security awarenass and tralning controls,
POLICY AND PROCEDURES . .
AT-01, SECURITY AWARENESS AND TRAINING 1d This control is intended to produce the policy and pracedures that are required for the etfective implementation of selected security contraols and contrel
POLICY AND PROCEDURES
AT-02.01-00 AT-D2 SECURITY AWARENESS AT-02.01-00
AT-02 SECURITY AWARENESS d
AT-02(1).01-06 AT-02 CONTRQL, ENHANCEMENTS AT-02{2).01-00 (1) The organization includes practical exerclses in-security awareness training that simulate actual cyber attagks,
AT-02 CONTRQYL ENHANCEMENTS h Practical nxma_wmaauﬁ._n_cnm. for example, no-notice social englneering attempts to collect Infermation, galn unautherized access, or
: Guidance. oking rrallcious web links.
AT-03.01-00 [AT-03 SECURITY TRAINING AT-03.01-00 befora authorizing a¢cess to the system or performing assigned duties; (ii) when required by system
JAT-03 SECURITY TRAINING Guidance The z determines the appropriate content of security training based on assigned roles and responsi
ems ta which personnel have autherized access, in addhtion, the organ:
. |ar-oso101 JAT-03 SECURITY TRAINING AT-02.01-01
JAT-03 SECURITY TRAINING
Guidance
AT-03.00-02 AT-03 SECURITY TRAINING |AT-03.01-02
AT-02 SECURITY TRAINING h: g
Guidanee
AT-04.01-C0 AT-04 SECURITY TRAINING RECORDS |AT-04.01-00 Controi; The organization:
AT-04.01-01 AT-04 SECURITY RECORDS AT-04.01-01 3. Bac _..:_na.a and monitors Individual informatian system security training activities including basic security awareness tralning and specific ifermation system security training;
|and
AT-04.01-02 (AT-04 SECURITY TRAINING RECORDS JAT-04.01-02 b. Retains Individual training records for [Assignment: organization-defined time perlod|.
AT-04 SECURITY TRAINING RECORDS I ) ‘While an may deem that and the d
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AU-06 CONTRGL ENHANCEMENTS

An example of an autematad mechanisr for centrallzed review ang usuﬁw is a Security Information Management (SIM) product. Related

AU-05(51.01-0G AU-06 CONTROL ENHANCEMENTS AU-06(5).01-00
AU-C6 CONTROL ENHANCEMENTS l |
Guidance system components as well as audit record correlation and analysls. The use of standardized audit record analysis seri
| AU-06(6).01-00 AJ-06 CONTROL ENHANCEMENTS |AU-06(6).01-00 {6) The organization correlates information from audit records with informaticn obtained from monitoring physical access to further enhance the ability to identify susplcious,
inappropriate, udusual or malevolent activity.
AU-06 CONTROL ENRANCEMENTS
| AU-06(7).01-00 |AU-06 CONTROL ENHANCEMENTS AU-06{7).01-0¢ {7) The organization specifies the permitted actions for each autherized information systém process, role, and/or user in the audit and accountability policy.
|AU-06 CONTROL ENHANCEMENTS | Permitted actions for system p reles, andfor users d with the review, analysis, and reporting of audit records
{Guidance iaclude, for example, read, write_append, and delete.
|AU-06(8).01-00 |AU-06 CONTROL ENHANCEMENTS AU-06{2).01-00 E The o emplovs hani to alert security personnel of the following inappropriate or unusual activities with security implications: [Assignment:
jate or vnusupl activities that ore ta resultin alerts |,
AU-05(5).01-00 AU-06 CONTROL ENHANCEMENTS AU-06(8).01-00 G_ The orgarization nm:o:sm. in a physically dedicated Information system, full-text analysis of priviieged functions executed.
AU-07.01-00 AU-07 AUDIT REDUCTION AND REPORY AU-07.01-00 Contral: The information system pravides an augdit reduction and report generation capability.
- GEMERATION
AU-07 AUDIT REDUCTION AND REPORT An audit lor and report i P Y nwo...”.nnw suppart fot near real-time audit review, analysls, and reporting requirements described in AU-
GENERATION 6 and sfter-the-fact Investigations of securd idents. Audit reduction and reperting teols do not alter afiginal audiy records. Related control: AU-6,
AL-07(1).01-00 AU-07 CONTROL ENBANCEMENTS AL-0{1).01-00 (1) The information system provides the capability ¢ automatically process audit recards for events of interest based on selectable event criteria.
AL-08.01-00 AL-08 TIME STAMPS AU-02.01.00 Control: The information system uses internal system clocks to generate thne stamps for augit racords.
AU-08 TIME STAMPS Supplemental Guidance e 3 Time stam| by the informatlon system Include bath date and time, The time may be expressed-in Coordinated Universal Time [UTC), a modern
oontinuation of Greenwich Mean Time (G or local time with an effset from UTC. Related no_:a_ >c w
AL-08{1).01-00 AL-02 CONTROL ENHANCEMENTS AU-08{1}.01-00 {1} The information system internal system clocks [Assit defined . 1 with {4 jon-tlefined
time saurce].
AU-09.01-00 AU-09 PROTECTION OF AUDIT INFORMATION JAU-09.01-00 Control: The information system protects audlt information and audit tols frem unautherized access, medification, and deletion.
AU-09 PROTECTION OF AUDLT INFORMATION i | Guid; Audit ind ion Includes all {e.g., audit records, audit settings, and audit regports) naeded to successtully audit information system activity.
Related controls: AC-3, ACE. .
|A0-09(1).01-00 JAU-09 CONTROL ENHANCEMENTS AU-05{1).01-00 (1) The information system produces audit records on hardware-erforoed, write-ohee media.
AU-09(2).02-00 AU-09 CONTROL ENHANCEMENTS AU-09(2).01-00 {2) The information system backs up audit records [/ izotiondefined. ] ome a different system or media than the system being audited.
AL-09(3).01-00 JAU-09 CONTROL ENHANCEMENTS AUD3(3).01-00 {3) The Information system uses cryptographlc mechanksms to protect the integrity of audiz information and audit toals.
|AU-09 CONTROL ENHANCEMENTS b d ! ) An example of a cryptographie mechanism far the protection of integrity is the and of a cryptographic-signed hash
Guidance rotecting the eanfidentiality of the key used to generate the iash, and using the puhlic key to verify the hash information.
AU-09{3).01-00 AU-09 CONTROL ENHANCEMENTS AU-09(4).01-00 (4} The organization;
AU-03(4).01-01 AU-09 CONTROL ENHANCEMENTS AU-09(4).01-01 (a) Authorizes access to of audlt lonality to only & limited subset of privileged users; and
AU-09(4).01-02 AU-09 CONTROL ENHANCEMENTS AU-09({4).01-02 (1) Protects the audit records of non-local accesses to privileged accounts and the execution of privileged functions.
|AU-09 CONTROL ENHANCEMENTS h d b Auditing may not be reliable when performed by the Information system to which the user being audited has priviieged access. The
. Guidance sudit reeords. This eantral enhancement hell uiring that privileged access be further definad between audit-
AU-10.01-00 AU-10 NON-REPUDIATION AU-10.01-00 Control; The nformation system protects agalnst an Individual falsely denying having performed a particular action.
AU-10 NON-REPUDIATION l | Guidance Examples of particular actions taken by i intlude creating inf lon, sending a message, approving information (e.g., indicating concurrance or
an author of not having authored a particular document, a sender of ot
AL-10{1).01-06 [AU-10 CONTROL ENHANCEMENTS |AU-10{1).01-00 (1) The Information system assoclates the icanity of the Ieformation producer with the Irformatios. ~
AU-10 CONTROL ENHANCEMENTS h d i 1} 1 This control supperts audit regquirements that provide appropriate crganizational officials the means to identify who
Guidance fic information in the event of an infarmation trancfer. The nature and sirength of the binding between the information producer and the Information are
AU-10(2).01-00 AU-10 CONTROL ENHANCEM ENTS AU-10(2).01-00

(2} The Information system valldates the binding of the ixformation preducer’s identity o the Informatien.

AU-10 CONTROL ENHANCEMENTS

and review. The validation of

This conzrol Is Intended ta mitigate the risk that information is modified between pi
the use of cryptographic checksums. b .

AU-10(3).01-00

AU-10 CONTROL ENHANCEMENTS

4U-10(3).03-00

{3) The informatlon system malntains reviewer/releaser identity and credentials within the established chal of custody for all information reviewed or released.

AU-10 CONTROL ENBANCEMENTS

If the reviewer is a human of if the review functicn is automated but separate from the release/transfer function, the information system

AU-12.01-00

- Guldance of the reviewer of the Information to b released with the infarmation and the information label. in the tase of hurtan reviews, this control enhancement
|A410(4}.01-00 [4U-10 CONTROL ENHANCEMENTS [AL-10{4).01-00 - (4] Yhe infarmation system validates the binding of the reviewar's Identity to the infermation at the .qmz.amc.a_muﬁ polnt prier to refease/transfer from one security domain to
another security domaln.
ALU-10 CONTROL ENHANCEMENTS h This control is intended %o mitigate the risk that information.is modified between review and transfer/release.
il . |Guldanee
JAU-10{5).0100 [AL-10 CONTROL ENHANCEMENTS AU~10(5).01-00 (5] Th It employs [; FIPS NSA-opp ] o ¥ digital
AU-11,03-00 |AU-11 AUDIT RECORD RETENTION AU-11.01-00 Contral: The ofganhization retalns audit records for JAss i defined time period with records retention policy | 1@ provide support for after-the-fact
investigations of security incidents and to meet regulatory and nizatlonai information retention requirements.
AU-11 AUDIT RECORD RETENTION : The or retains andit records until it Is determined that they are no longer needed for admintstrative, legal, audh, or other operational purpeses.
- of audit records relativa to Freedom of information Act {FOIA) requests, subpaena, and law enforcement actions. Standard
AU-12 AUDIT GENERATION AU-12.01-00 Contrel: The information system:
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{CA-05.01-02 {CA-05 PLAN OF ACTION AND MILESTONES |CA-05,01-02 b, Updates existing plan of action and mil [ e defined. ] based on the findings from security controls assessments, sacurity impact analyses,
and continuors menitering activities.
ICA-D5 PLAN OF ACTION AND MILESTONES ! | The plan of action and miilestones is 3 key document in the security authorizatlon package and is subject to federal reporting requirements established by
OMB. Related control: PV,
[CA-D5{1).01-00 |CA-05 CONTROL ENHANCEMENTS CA-D5{1).01-00 (1) The employs it 1o halp ensure that the plan of action and milestones for the information system is accurate, up ta date, and readily available.
CA-06.01-00 ICA-06 SECURITY AUTHORIZATION CA-06.01-00 Contral: The organization:
{CA-06.01-01 CA-0B SECURITY AUTHORIZATION [CA-06.01-01 a3, Assigns a senfor-level execytive or manager to the role of autharizing official for the information system;
|ca-06.01-02 |CA-06 SECURITY AUTHORIZATION CA-06.01-02 . Ensures that the autharizing official authorizes the information system for g before and
CA-06.01-03 CA-DG SECURITY AUTHORIZATION CA-06.01-03 c. Updates the security auth [ or efined frequency].
|CA-07.01-00 CA-07 CONTINUQUS MONITORING CA-07.01-00 Contral: The or blishes a 4 itoring strategy and i 2 i itoring pragram that inclodes:
CA-07.01-0L [CA-07 CONTINUQUS MONITORING CA-07.01-0L a. A configuration management process for the Inf system and its
CA-07.01-02 [CA-07 CONTINUCUS MONTTORING CA-07.01-02 b, A determinathon of the security impact of changes to-the infarmatfon system and envirenment of operation;
CA-D7.01-03 CA-D7 CONTINUOUS MONITORING CA-07.01-03 €. Ongoing securlty control in with the monftoring strategy; and
CA-07.01-04 CA-07 CONTINUDUS MONITORING CA-07.01-04 d. Reporting the security state of the information system to appropriate izati officials £ or def 1.
CA-07 CONTINUOUS MONITORING A program allows an srganization to maintaln the security authgrization of an information system over time in 2 highly dynamic
CA-07(1).01-00 CA«07 CONTROL ENHANCEMENTS CA-07(1).01-00 (1] The empioys an assessor or team 1o monitor the security controks in the infermation system on an ongoing basis.
CA-07 CONTROL ENHANCEMENTS. b d The organization can extend and maximize the valye of the ongoing assessment of security controls during the continuoys monktaring
Guidance giring ar: Independent assessor or team to assess all of the securlty controls during the information system’s three-year autherization eyele. See supplemental
CA-D7(2).01-C0 CA-07 CONTROL ENHANCEMENTS CA-07(2).00-00
CA-07 CONTROL ENHANCEMENTS In Information Alerts, Testing is intended to ensure
Guidance Liid threats and vulnerabilities. Conformance testing also provides independent
= , : = . : : e T T
A o i G A 3 : 3 s e A R S ) R Gt
CM-01.01-01 CM-01 CONFIGURATION MANAGEMENT POLICY  [CM-01.02-01 policy that purpose, stope, roles, i ameng
AND PROCEDURES .
CM-03.01-02 CM-01 CONFIGURATION MANAGEMENT POLICY  |Ch-01.01-02 b. Farmal, & d di ta faclitate the i of the configuration policy and ion eontrels.
AND PROCECURES .
CM-03 CONFIGURATION MANAGEMENT POLICY | il n i This control is intended to preduce the policy and procedures that are required for the effective implementation of selected security tontrols and contra!
JAMD PROCEBURES . erhancements in the configuration management family. The pollcy and procedures are consistent with applicable federal Taws, Executive Orders, directives, pollcies, regulations,
Ch-02.01-C0 C-02 BASELINE CONFIGURATION CM-CZ.01-00 Control: Th develops, d and ins undar ::] contrel, a current baseline configuration of the information system,
Chvi-02 BASELINE CONFIGURATICN [ | L | This contrel a baseling for the information system and it i Tn¢luding: i and
related as ation provides infermation aboist the components of arTinformation the standard software load for 3 workstation,
CM-02(1).01-00 Ch-02 CONTROL EMHANCEMENTS CM-02(1).01-00 {1) The organization reviews and updates the baseling configuration of the information system: .
ChE-02(1).01-01 CM-62 CONTROL ENHANCEMENTS CM-02{1).01-01 {a) {4 defined freq 1k
Ch-82(1).01-02 CM-62 CONTROL ENHANCEMENTS CM-02(1).01-02 i} When required due to [Assig! defired cir 1;and
CW-82(1).01-03 Ch-02 CONTROL ENHANCEMENTS CM-02(1).01-03 €] As an Integral part of ion system instal and upgrades.
CM-02{2).01-00 CM-02 CONTROL ENHANCEMENTS CM-02(2).01-00 [{2) The or employs d to maintain an up-to-date, compiete, accurate, and readily available baseline ion: of the i ion system,
CM-02 CONTROL ENHANCEMENTS ppk | Guldance: Software inventory tools are les of that help maintain basell for
- Guidance i
CM-02(51.01-00 CM-GZ CONTROL ENHANCEMENTS JCM-02(3).01-00 2] The organization retains older versions of basefine configirations as deemed necessary to support rollback.
CM-02{4).01-00 CM-02-CONTROL ENHANCEMENTS ICM-02(3).01-00 (4) The organization:
CM-02{4).01-01 CM-GZ CONTROL ENHANCEMENTS [CM-02(a).01-03 {a) Devalops and mai: k o defined lst of software not guthorized to execute on the Information system |. and
CM-02{a).01-02 CM-02 CONTROL ENHANCEMENTS ICM-02(a).61-02 ﬁ! Employs an allow-all, deny-by-exception authorization pelicy to identify software allowed to execute on the informatlon system.
CM-02(5).01-00 CM-02 CONTROL ENHANCEMENTS CM-02(5).01-00 (5} The arganlzation: -
nz.omﬁm_bubu.. EM-02 CONTROL ENHANCEMENTS [CM-D2(5).01-01 (a) Develops and [Assign defined ifst of saftwaere prog, ized to exscute on the informetion system | and
CM-02(5).01-02 CM-02 CONTROL ENHANCEMENTS [CM-D2(5).01-02 E& Employs a deny-all, permit-by-exception authorization policy to identify software allowed to execute on the information system,
[CM-02{6).01-00 {CM-02 CONTROL ENHANCEMENTS [CM-02{6).01-00 (6) The a baseline far and test that is managed from the haseline configuration,
|CM-03.01-00 JCM-03 CONFIGURATION CHANGE CONTROL CM-02.01-00 Control: The organization:
CM-03.01-01 [CM-03 CONFIGURATION CHANGE CONTROL CM-03.01-01 2. Determines .;n types of changes to the information system that are configuration controtled:
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CM-05 CONFIGURATION SETTINGS [: ion settings are the security-related of information technology products that are part of the Information system.
control requiraments. Securlty}
CM-06{1).01-00 ICM-06 CONTROL ENHANCEMENTS r|cm-gs{1).01-00 (1) The organizaticn employs automated mechanisms to centrally manage, apply, and verify conflguration settlngs.
CW-06(2).01-00 CM-06 CONTROL ENHANCEMENTS Ch-05{2).01-00 (2) The i employs 1o respond to unauthdrized changes to [# jon-defined config settings].
[CM-06 CONTROL ENHANCEMENTS h i kol horized changes to settings can include, for example, alerting designated organizational personnel,
. Guidance
Ci-05{3).01-00 (CM-06 CONTROL ENHANCEMENTS Ch-08{3).01-00 (3) The organization | o hon of B d, securfty-relevant configuratlon changes into the organization's incldent ..nnvoguunmuuv__wf_ 10 ensure that such
detected events are tracked, monltored, comrected, and available for historical :..uoamm
CM-D6(4).01-00 CM-06 CONTROL ENHANCEMENTS Ch-06{4).02-00 E The information system [includ! i 1o the baseline i 1o securlty guidance [t.e., security checklists), prior to
: beiny _2..3:02_ ::om roduction m:ﬁ..o:a.m:ﬁ -
CM-07.01-00 [CM-D7 LEAST FUNCTIONALITY CM-07.01-00
Chd-07 LEAST FUNCTIONALITY
CM-07(1).01-00  |CM-07 CONTROL ENHANCEMENTS CM-07(1).01-00
CM-07(2).01-00 CM-07 CONTROL ENHANCEMENTS CM-07{2).01-00
Ch-07(3),07-00 Cht-07 CONTROL ENHANCEMENTS CM-07(3).01-00 {3) The or ensyres i with [Assi ian~defined registretion aa&aamaa._qoauuﬁ protocols, and services ],
CM-07 CONTROL ENHANCEMENTS ppl ¢ € use the regl precess te manage, rack, and provide oversight for Information systems and implemented functionality,
- Guldance
CM-08.01-00 CM-08 INFCRMATION SYSTEM COMPONENT CM-0B.01-00 [Control: The develops, £, and an inventory of Inf system that:
INVENTORY
CM-08.01-01 CM-08 INFORMATION SYSTEM COMPONENT [CM-08.01-01 |a. Accurately reflects the current information system;
INVENTORY .
CM-08.01-02 CM-G8 INFORMATION SYSTEM COMPONENT [CM-08.01-02 b. Is consistent with the authorization boundary of the information system;
INVENTORY
CM-08.01-03 CM-CB INFORMATION SYSTEM COMPONENT CM-08.01-03 . I at the level of granularity deerned necessary fer tracking and reporting;
INVENTORY
CM-CB.01-04 CM-CB INFORMATION SYSTEM COMPONENT [CM-DR.01-04 d. Includes [Assigi defimed Inf deemed necessary to ochleve effective property accountabiliity ]; and
INVENTORY -
CM-08.01-05 CM-0B INFCRMATION SYSTEM COMPONENT  _ [CM-0B.GL-05 2. Is available for review and audit by designated organizationa! officlals.
INVENTORY - -
CM-08 INFORMATION SYSTEM COMPONENT Infarmation deemed o be necessary by the organization 1o achieve effective property accountability can include, for example, hardware invantery
INVENTORY specifications (manufacturer, type, modet, serial number, sical lacation), software license infermatlon, information system/eompanent ewner, and fer a networked
CM-08(1).01-00 CM-08 CONTROL ENHANCEMENTS CM-08(1).01-00 (1} The organization updates the lnventory of information system components as an Integral gart of component installations, remevals, and Infermation system updates,
CM-08(2).01-00 CM-08 CONTROL ENHANCEMENTS 0 -08{2).61-00 (2} The organization employs isms to help maintain an up-to-date, complete, accurate, and readily available inventory of information system components.
CM-08 CONTROL ENBANCEMENTS ! al jid Organizations malntain the information system lnventory to the extent feasible. Virtual machines, for example, can be difficult to monitor
Guidance because they are aot visible to the network when not in use. In such eages, the intent of this eontrol enbansement is 1o maintatn as up-to-date, complate, and accurste an
CM-08(3).03-00 CM-08 CONTROL ENHANCEMENTS EM-03(3).61-00 (3} The organlzation:
CM-08(3).01-02 CM-08 CONTROL ENHANCEMENTS Cv-02(3).01-01 () Emplays d [Assi; defined freg ] to detect the addition of sthorized Inte the infe; ion system; and
CM-0B{3).01-02 ChM-0B CONTROL ENHANCEMENTS CM-08(3).01-02 _ﬂuv Disables network aczess by such or natifies izatit officials.
CM-0B CONTROL ENHANCEMENTS | This control enh is applied In addition to the moritoring for unauthorized remate connections in .»h.u... and for unauthorized
CM-08{d).01-00 CM-C8 CONTROL ENHANCEMENTS
CM-08{5).01-00 CM-08 CONTROL ENHANCEMENTS ) [CM-08{5).01-00
CM-0B(5).01-00 CM-08 CONTROL ENHANCEMENTS [CM-08(6).01-00 (&) The organization inclades assessed Sauu_._mz_ confim and any app! devlaticns to cumrent deployad inthe system
CM-08 CONTROL ENEANCEMENTS l I lid : This control enh: focuses on the configuration settings ished by the organt, for its system the
|Guidance specific informatlan system companents that have been assecced to determine compliance with the required configuration settings, and ary approved deviations from established
CM-09.03-00 CM-09 CONFIGURATION MANAGEMENT PLAN CM08.01-00 Control: The ization develops, d ang impl a plan for the i ion system that:
CM-09.01-01, CM-09 CONFIGURATICN MANAGEMENT PLAN CM-08.01-01 2. rales, ilities, and i P and
CM-29.01.02 CM-09 CONFIGURATION MANAGEMENT PLAN  [CM-09.01-02 . |bDefines the ion items for the i system and when in the system life cycle the ion irems are placed under configuratlon management;
Jand .
CM-09.01-03 CM-09 CONFISURATION MANAGEMENT PLAN  |CM-09.01-03 . the means for ying confi ion items g! the system life cycle and a process for ing the of the configy Items.
CM-09 CONFIGURATICN TPLAN C ion iteens are the Information system items {hardware, scftware, firmware, and documentation) to be configuration managed, The
i while being taliored to the individual information s
CM-09(1).01-00 CM-09 CONTROL ENHANCEMENTS oM -08{11.01-00 (1) The assigns
CM-09 CONTROI, ENHANCEMENTS 2
Guidance management process.
= 5 o i o *
CP-01.01-61 [CP-01.01-01 a. A formal, d lanning policy that purpose, scope, roles, ination among,

and cempliange; and
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CP-07{1).01-00

Control Enhancements:

cP-07(1).01-00

(1) The organization identifies an alternate processing site that [s separated from the primary precessing site 5o as not to be susceptible to the same hazards,

Hazards that might affect the informration system are typically defined in the risk assessment.

CP-07{2).01-00 Control Enhancements: CAO7{2).02-60 Hu_ The arganizaticn _nmzn_anm potential accessibility problems to the akernate processing site In the event of ar area-wide disruption or disaster and sutlines explicit mitigation
CP-07{3).01-00 Control Enhancements: (CP-07(3).01-C0 Hw_ The organizatien n_n__m_uuu altemate processing site agreements that contain priority-of-service p ons in with the
CP-07{4).01-00 Control Erhancements: CP-074).01-00 (4) The organization eonfigures the altemate processing site so that it is ready 10 be used as the cperational site supporting essential missiens and business functions.
CP-07{5).01-00 Control Enhancements: CP-07{5) 01-C0 (5) The organization ensures that the altersate processing site provides information security measures equivalent to that of the primary site.
CP-08.01-00 CP-8 TELECOMM UNICATIONS SERVICES CP-08.01-00 (Control; The or ahternate services including :nnnrﬂz_ 1o permit the ion of systam ions for
essential misslons and husiness functions within telecommunications capabilities are unavailable.
CP-08(1).01-00 Control Enhancements! cP-08{1).02-00 (1) The erganization:
CP-0B{1).01-01 Control Enkancements: CA-05(7).01-01 (2] Develops primary and alternate sewvice that contain priority-of-service provi in with the s
requirements; and .
CP-08(1).01-02 Cantrol Enhancements: CP-08(1).01-02 {b) Requests Telecommunications Service Priority for all telecommunications services used for aational security emergency preparedness in the evert that the primary and/or
altemate telecommunications services are provided by 3 cormmen carriar.
. |eP-08i2).01-00 Control Enhancements: CP-08[2).01-00 (2] The organization obtains alternate services with for reducing the likelihood of sharing a single peint of failure with primary
. telecommunications services. .
CP-08(3).01-00 Control Enhancements: CP-08(3).01-00 (3] The erganization olbrtains alternate service pi that are from primary senvice providers 5o as not to be susceptible to the same hazards.
CP-08(4).01-00 Control Enhancements: CP-08{4).01-00 {5) The organtzation requires primary and afternate service provi to h: i plans.
CP-09.01-00 CP-S INFORMATION SYSTEM BACKUP CP-09.01-00 Control: The organization:
CP-09.01-01 CP-09.01:01 2. Conducts backups of { Information ined inthe i ion syster | defimed with recovery bime and recovery paint
obfectives];
CP-09.01-02 CP-09.02-D2 b, Conducts backups of system-level i inthe system |, defined fi with recovery time and recovery
point ahjsctives1;
CP-09.01-03 CP-09,.01-02 c. Conducts backups of nf systent including rity-related ion | orpani; defined fr wilh recovery time
lard recovery pojnt abfectives 1: and
CP-00.01-04 CP-08.01-06 d. Protects the confidentiality and integrity of backup informaticn at the storaga location.
id: e: 5y level information includes, for example, information, op system and oo:saqm. and llcenses. Digital signatures and
raphic hashes are examples of mechanisms that ean be empleved nizational ascesement of
[CP-09(1) 02-00 [Control Enhancements: CP-D8{1).01-0C {1) The tests backup infy [ arganization-defined frequancy] to verify media rel ity and information :.;312.
CP-09(2).01-00 [Control Enhancementst CP-09(2).01-00 (2) The'organization uses a sample of backup information in the of selected system as part of plan testing.
CP-09(3).01-00 [Control Enhancements: CP-09(3).01-00 (3) The organization stores backup copies of the opetating system and other eritical informaticn system software, as well as copies of the inform3tion system inventory (incliding
hardware, software, and firmwarg companents}in a separate facility or in a fire-rated ¢ontainer that Is not colocated with the aperational system,
ICP-05{4) 01-00 Control Enhancements: CP-09(4).01-00 (4) [Withdrawn: Incorporated nto EP-8].
CP-02(5).01-00 Control Enhancements: cP-09(5).01-00 (5) The organization transfers Information system backup information to the alternate storage site ?ﬂ.@:a.nan. orgonization-defined time perlod and transfer rate conslstent with
the recovery time ond recovery peint shiectives ],
CP-02(G).01-00 Control Enhancements: [CP-05(6).01-00 (6) The arganization accemplishes infarmation system backup by mairtaining 2 dary system, not that can he activated without loss of information or
disruption to the operation.
(CP-10.01-C0 CP-10 INFORMATION SYSTEM RECOVERY AND [CP-10.01-00 Control: The organization provides for the recovery and of the to a known state after a disruption, compromise, or failure.
RECONSTITUTION
k dance: Recovery is information system contingency plan activities to restore essential missions and business functions. Recansthution takes place
followlng recovery and includes activities for returning the information system to its original functional state before contingency plan activation. Recavery ang recorstitution
CP-10{1).01-00 Control Enhancements: CP-10(1).01-00 (1) fwithdrawn: Incorporated into CP~4]. i '
CP-10{2).01-00 Control Enhancements: [CP-10(2).01-00 (2) The it system 1 recovery for systems that are transaction-based.
h: d | Gutd. systems and i g Systems are systems that are based.
[Transaction roflback and trangaction jouraling are examples of mechanisms su) oa_: .B:mu_u_u: recovery.
CP-30(3).01-00 Control Enhancements: £3) The organization provides Saugmu»_nw secunty uo_._zow for [Assi defined. that con inhibit recovery end reconstitution to @ krown state |
CP-10{4),01-00 Comtrol Enhancements: CP-10{4).01-00 [{4) The or provides the ity To reimage i system within [Assig g defined ime-pericds | from configy
jcentrofled and integrit tected disk images representing 3 secure, operationat state qoq the components.
CP-10(5).01-00 Control Enhancements: CP-10{5).01-00 [{5) The organT; _uasn_mm ! : regl-time; -realtime | | jor-defined failover. for the inf system].
d h: l of fallover bility are g mirrored system at an alternate site or periodic data .
Guldange mirroring at regular intervaic during a time peried defined by the organization’s recavery time paried.
CP-10(6}.01-C0 Control Enhancements: CP-10{6).01-00 {6) The organization protects backup and restoration hardware, firmware, and software.
hi L Protection of backup and restoration hardware, firmware, and software includes both u_ém_nn_‘man_ technical measures, Router tables,
Guidanoe compllers, and other secu qm_meu:n tem software arg examples q«cunrc u;n -muaqu:nn mnasaqm,
7 = = e e T e e e e T T
= ot i # i i3 72 Ko Tt KX P
14-01,01-01 14-01.01-01 a. A formal, i ion and auth. policy that addresses purpose, moono. _.u_m.m 1
: crganizational mnzn_mm and gompliance; and
1A-01.01-02 1A-01.01-02 b, Formal, 1o facilitate the i ion of the i and auth policy and i identification and cantrols.
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1A-05.01-00 14-5 AUTHENTICATOR MANAGEMENT 14-05.01-00 [Control: The ization manages i ion system for users and devices by:
1A-05.01-01 hA-05.0%-01 a. verifying, as part of the initlal authenticator distribution, the identity of the individual and/or device recelving the authenticator;
1A-05.01-02 18-05.01-02 b. Establishing inftial authenticator content for defined by the
15-05.01-03 1A-05.01-03 ¢. Ensuring that i have strangth of ism for thefr intended use;
1A-05.01-04 1A-05.01-08 d. 4 and impl i i ive procedures for initial autherticator distribution, for lest/compromised or damaged authenticators, and for revoking
—j2uthenticators;
18-05.01-05 1A-05.01-05 e. Changing defauk content of authenticators upon information system instatiation;
18-05.61-06 14-05.01-06 f. Establishing minimum and maximum lifetime restrictions and reuse lans for (i
18-05.01-C7 1A-05.01-07 g- ! ing/ { ] time period by typel;
14-05,01-08 I1A-05.01-08 h. Protecting content from i and medification; and
1A-05.01-09 1A-05.01-09 1. Requiring users to take, ang having devices Implement, specific to d
i i User auth Include, for example, passwords, tokens, bismetrics, PKI certificates, and key cards. Initial authenticator content is the actual content
e, the initial password) as o) to requirements about authenticator eontent [e.g., minimum password length}, Many informatfon system components are shipped with
1A-05(1).01-00 Control Enhancements: 14-05(1).01-00 (1) The information system, for password-based authentication:
1A-05{1).01-01 Contrel Enhancements: 1A-05(1).01-01 (a) Enforces ity of [ defined Jor cose number of mix of upp letters, It
letters, rumbers, ongd.
1A-05(1).01-02 [Control Enhancements: IA-05{1).01-02 (b) Enforces at least a [Assignment; organization-defined number of chunged characters | when new passwords are created;
1A-05(1).01-03 Control Enhancements: 1A-05{1).01-03 {c} Encrypts passwords fn sterage and in transmission;
1A-05{1).01-04 Control Enhancements: 1A-G5(1).01-04 (d} Enforces p: i and fifetime r ians of [ - ization-defined numbers for [fetime minimurm, lifetime maximum]; and
1A-05{1).01-05 Control Enhancements: (A-05(1).01-05 (2} Prohisits p reuse for [; ion-defined number] g
h: [ This eontrol Is imtended primarily for environments where passwords are used as a single factor to authenticate users, orina
Guidance similar manner along with sne er more additional authenticators, The enbancement generatly does not apgly te situations where passwords are used 1o uniock hardware,
1A-C5(2).01-00 [Control Enhancements: 1A-05(2).01-0C {2) The information system, for PKI-based authentication:
14-05(2).01-01 [Control Enhancements: 1A-05(2].01-01 [{a) Validat by constructing a path with status information to an accepted trust anchor;
14-05{2).01-02 Control Enhancements: [1A-05(2).01-02 (&) Enfarces authorized access t¢ the correspending private key; and
|A-05(2).01-03 Control Enhancements: IA-05(2).00-03 (c} Maps the authemicated identity to the user account,
Statys ink for certiffcation paths includes, for example, certificate revocation lists or oniine certificate status pretocel responses.
12-05(3).01-00 [Control m..:_u“on:_.uan 13) The organization requires that the registration process to racelve {41 of typas of and/or specific authenticators | be carried out in person before a
desipnated registration authority with authorization by a designated organizational officlal (e.g., a supervisor).
1A-05(2).01-00 Control Enhancements: 1A-GS5(4).01-00 (2] The organization empiays automates tools to determine if autheaticators are sufficiently strong to resist attacks tntended to discover or etherwise comptomise the
authenticators. .
1A-05{5).01-00 Control Enhancements; |A-05(5).01-00 (5} The arganlzation requires vendors and/or ofi ion system to provide unigue authenticators or change default authenticarors prior o
delivery.
h d h This cantral extends the requi for lons te change default authenticators upen information system
Guidanee installation, by requiring vendars andfor manufacturers of information m components to provide unique authenticators or ehange defaul authenyicators for those
1A-05(6).01-00 Contral Enhancements: 14:05{6).01-00 (6) The organization protects authenticators commensurate with the classification or sensitivity of the information accessed.
18-05(7).02-00 Contral Enhancements: 1A-05{7).01-0¢ {7) The organization ensures that unencr d static i ate ot ded In ions or agcess scripts or stored on function keys.
h. d 1 Gui exercise caution in determining whether an embedded or stored authenticater s in entrypied o unencrypted form. If the
Guidance Imespective of whether that
1A-05(8).01-00 Contrel Enhancements: 1A-05(8).01-00 (2} The organization takes [4 ization-defimed measures ] to manage the risk of compromise due to individuals having accounts on multiple informiation systems.
| i 1 Guld When an has accounts on multiple information systems, there is the risk that if ene account Is compromised and the ingivigual i
: Guidance. using the sama user |dentifler and authenticator, other accounts will be compromised as well. Possible alternatives nglude, but are not limited te- fi) having the same user
I4-06.01-00 [A-6 AUTHENTICATOR FEEDBACK 14-05.01-0C Cantral: The information system obscures feedback of during the ication process to pratect the infarmation from possible exploitation/use by
) unauthorized individuals. . .
i The feedback fram the information system does nat provide Informatien that would allow an unauthorized user to compromise the authentication
mechanism. Displaying asterisks when a user types in a password, s an example of abseuring feedback of authenticotion Infermation.
1A-07.01-00 14-7 CRYPTOGRAPHIC MODULE AUTHENTICATION {I1A-07.01-00 Control: The information system uses mechanisms for apthentication to a cryptographle mocule that meet the req of appli federal laws, tve Orders,
14-08.01-00 1A-8 IDENTIFICATION AND AUTHENTICATION |A-08.01-C0 Contral: The information system unlquely ifias and i -0 users for p acting on Sehalf of nen-organizational users).
NON-ORGANIZATIONAL USERS) i}
| Guid | W izati users include afl Information system users other than organizaticnal users explicitly covered by 1A-Z. Users are uniquely identified and
authentlcated for all eeesses other than those accesses explicitly identified and documented by the srganization in accordance with AC-18. in accordance with the E-
T T z S o T e e s ey T e T
¥ o o w s & i, bt " won to? = i i £ b & LU i R 5 s & d el . i
IR-C1.01-01 IR-01.01-01 3, A formal, documented incident response policy that addresses purpose, seope, roles, r amaeng | entltles,

jand compflance; and
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al Gk can provide a push and/or pull capabifity for users to nuﬁ.: incldent response assistance. For example, Individuals ¥
1o proactively send information to users {gensral
1R-07(2).01-00 Contrel Enhancements: (2} The arganlzation: ¥
[R-07{2).01-01 Cantrol Enhancerents: R-07(2).01-01 [EH i adirect, ive retati ip between its Incident response ity and external prov of i ion system i ility; and M
IR-07{2}.01-02 |Control Enhancements: IR-07{2).01-02 —.. Identifies erganlzaticnal incldent response team members to the extemal providers. v
[enh 1l [Enn e 1 Guid; : External providers, of information system protection capability include, for example, the Computer Network Defense program within: the v
Guidance U.S. Department of Defense. Bxvernal providers help to protect, monlter, analyze, detect, and respand to unauthorized activity within erganizational information systems and
IR-08.41-00 IR-8 INCIDENT RESPONSE PLAN IR-08.01-00 Contral: The arganization: - v
IR-08.0%-0% IR-08.01-01 3. Develops an Incident response plan that: v
[R-08.01-02 _;..oa.ow.ow b. Distributes copies of the incident response plan to [Assignment: bﬂaiannoa.n.ﬂ.qnn. list af Indident response personnel a&guﬁu& by mame ond/or by role} and organizationat M
elements ]
IR-08.01-03 IR-08.01-03 ¢. Reviews the incident response plan (Ass/g, defimed. 1 ¥
i_lm.ombp.an 1R+08.01.04 d. Revises the incldent response plan to address system/erganizational changes or problems encountered during plan implementation, executlon, or testing; and ¥
IR-02.01-05 IR-08.01-05 e. Communicates incident response plan changes to [Assignment: orgemization-defined list of incident response f fit By elar by role) and it ¥
. |efernents], .
Guidance It is impr that or have a formal, focused, and i approach to ing to incidents. The organi 's mission, fes, and ¥
oals for incident determine the structure of Its incident )
¥
MA-01.01-02 MA-01.01-01 a. A formal, dogumented informatlon system malntenance policy that munqnﬂ_mm E.__.voam scope, roles, ' ameng v -
organizational entltles, and compllance; and .
MA-01.01-02 MA-01.01-02 b. Formal, d d di to facilitate the of the system mall polley and d system contrals. M
id; ‘This control i intended to product the policy and procedures that are required for the effective implementation of sulected security controls snd control M
enhancements ln the system malnteaance family. The policy and procedures are eonsistent with applicable federal laws, Exeeutive Orders, diceetives, policies, regulations
MA-C2.01-00 MA-2 CONTROLLED MAINTENANCE M A-02.01-00 Contral: The arganization:: N ¥
MA-G2.01-01 MA-0Z.01-01 2. Schedules, perfarms, d and reviews records of malntenance and repalts on Information system in d with £ arvendor N
mizational raguirements; : =
MA-02.03-02 MA-02.01-02 b. Centrols all maintenance activities, whether performed on site or remotely and whether the equipment Ts serviced on site or removed 1o another logation; v
MA-02,01-03 MA-02.01-03 ©. Requires that a designated official explicitly approve the removal of the Infarmation system or system components from organizational facilities for off-site maintenance or v
repairs;
MA-02.01-04 MA-02.00-04 d. Sanitizes equipment to remove all informatien from associated media prior to removal from organizationa! facilities for off-site maintenance or repairs; and v
MA-02.01-05 MA-02.01-05 e. Checks all potentlally Impacted securty controls to verify that the controls are stili functioning properly following malntenance or repair actlons. v
id The control is intended to address the Information securlty aspects of the s system program. Related contrals: MP- v
- 6, SI-2.
MA-02(1).01-00 Control Enhancements: R MA-02(1).01-00 (1) The organization malntalns mafmenance records for the information system that include: N
MA-02(1).01-01 Control Enhancements: MA-02(1).01-01 (a} Date and time of maintenance; ¥
MA-02(1).01-02 Control Enhancements: MA-02{1).01-02 (k) Name of the ¢ performing the ¥
MA-02(1).01-03 Control Enhancements: MA-D2{1).01-03 (c) Name of escort, if necessary; ¥
MA-02(1).01-04 [Control Enhancements: M AD2{1).01.04 (d) A description of the maintenance performed; and ¥
MA-02({1).01.05 Control Enhancements: - M A-D2({1).01-05 (2} Alist of equipment removed or replaced . ification numbers, if le) ¢
MA-02(2).01-00 Control Enhancements: MA-02(2).01-00 (2) The employs d isms To scheduie, conduct, and document makntenance and repalts as required, producing up-to date, accurate, complete, and ¥
. guailable records of all maintenance and repair actions, needed, In process, and completed.
MA-G3.01-00 MA-3 MAINTENANCE TOCLS MA-03.01-00 Control: The crganization appraves, controls, menitors the use of, and maintains on an ongoing basis, infermatien system maintenance tools. ¥
The intent of this cantrol is to address the security-related issues arising from the hardware and software brought intg the information system spegifically ¥
. tfor diagnastlc and repair actions (e.g., a hardware or software packet sniffer that is Introduced for the pu; e of a particular maintenance activity). Hardware and/er software
MA-03(1).01-00 Contro! Enhancements: MA-03{1).01-00 (1) The taspects all tools carried into 3 facility by maintenance personnel for obviows Impreper modifications, Y
1 idance: Mail teols include, for example, d and test e used to conduct on the information system. ¥
Guidance .
MA-03(2).01-00 * {Control Enhancements: MA-DR({2).01-00 (2) The thecks all media di; and test programs for maliclous code before the media are used in the information system. M
MA-03(3).01-00 Control Enhancements: MA-03({3).01-00 {3) The uang_o: prevents .—_m removal of mai 1l by one of the i 3 qu_._:w that there is no i i ined on M
MA-03{4).01-00 Contral Enhancements: I A-03{8).01-00 {4) The u_.h!._.n.hao: employs automated mechanisms to restrict 5» use of mainteénance tools to suthorized personnel enly, v
MA-08.01-00 M-8 NON-LOCAL MAINTENANCE - MA-04,01-00 [Contral: The organization: ¥
MA-04.01-01 MA-04.01-01 2. Authotizes, monitors, and centrols non-locas raintenance and diagnestic activities; ¥
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] system media includes both digital media {e.g., diskettes, magnetic tapes, extemalfremovable hard drives, flash/thumb drives, compact disks,
digital video disks) and non-digital media le.g., er, microfilm). This control also apelies to moblle computing and communications devices with infermation storage capabifis
MP-02{1).01-00 IControl Enhancements: M P-02{2).01-00 (1) The employs d h to restrict access to media storage areas and to audit access attempts and acoess granted,
l | di This cantrol erh: Is primarily to media storage areas within an ization where a signif volurne of media is
Guidance stored and is not applicable te avery location where some media is stored (e mdividual officas).
MP-02{2).01-00 b P+02(2).01.00 (2} The information system usas cryptographic mechanisms 1o protect and restriet access to information on portable digital medla.
MP-03.01-00 MP-2 MEDIA MARKING MP.03.01-00 Contral: The organization:
MP-03.01-01 MP-03.03-01 2. Marks, in accordance with arganizational policies and procedures, remavable laformation system media and i ion system output indicating the
¢ a of the information; and .
MP-03.01-02 M P-03.01-02
Supplemental Guidance
MP-04.01-00 MP-4 MEDIA STORAGE b P-04.01-0C no.:S: The arganization:
MP-04.01-01 MiP-04.01-0L a. Physically controls and securely stores [Assignment: organizatioredefined types of digital and nonsdigital media | wi [? Jefired areas)
using [Assignmant: g jon-defined security measuras |
MP-02.01-02 MP-04.01-02 b. Protects information system medla until the media are destroyed or sanitized using appraved equipment, technigues, and procedures.
WP-03{1).01-00 |Control Enhancemants: MP-04(1}.01-00 {1) The emplaoys hi 10 pratect information in storage.
h4P-G5,01-00 MP-5 MEDIA TRANSPORT 1MF-05.01-00 Control: The organization:
M P-05.01-01 MP-05.01-01 3. Protects and controls [Assignment: organization-defined types of digital ond non-digital media| during transport outside of areas using [
dafined nmntawmﬂmnusﬂ_ -
MP-D5.01-02 MP-05,01-02 b, Mai fori system media during transport cutside of controlled areas; and
MP-05.01-03 MP-05.01-03 . Restricts the activities associated with transport of such medla te avtherized persennet,
MP-05{1).01-00 Cantrol Enhancements: MP-05(1).01-00 {1) [Withdrawn: Inzorporated inte MP-5].
MP-05(2).01-00 Contral Enhantements: MP-05(2).01-C0 {2) The 2 activities with the transport of Information system media.
Enhanced i o] izations establish i for activities assoslated with the transport of information system media in accerdance
iGuidance i stem of
MP-05(3).01-00 Control Enhancements: M P-05(3).01-00 {3) The ion employs an i i ian throughout the transport of information system media,
b d h | Guid Gustodial ibilities can be from one ingividual 1o another as keng as an unambiguous custodian is identifled at all timas.
Guidance
MFP-05{4).01-00 Control Enhancements: MP-05(4).01-00 (4] The employs i isms 1o protect the iality and integrity of ion stored on digital media during transport outside of contrelied
araas. .
This. I 2lso applies te mobile nmsoa. Mobile devices include portable storage 935 [e.g., USB memory sticks, external
{Guidance hard disk drives) and partable computing and communications devices with staray
MP-06.01-00 MP-6 MEDIA SANTMZATION M P-06.01-00 Control: The organization sanitizes information system Bnn_u. both digital and non-dighsl, ulcq.numwvoﬂ_ release out of arganizational contrel, or release for reuse,
) l Guid: This ontrel applies to all media subject to disposal or reuse, whether or not considered removable, Sanitization Is the process used to remove mio_.auﬁn:
from information system media such that there is reascnable assurance that the information eannot be retrieved or regonstrusted. Sanitization technigues, including clearl
MP-0611).01-00 Contral Enhancements: MP-06(1).01-0 {1) The erganization tracks, documents, and verifies media sanitization and disposal acticns,
MP-06(2}.01-00 Control Enhantements: t1P-06(2).01-00 (2] The org; tests and procedures to verify correct per { or defined freq 1.
MP-06(3).01-00 {Cantrol Enhancements: MP-06(3).01-00 {3) The arganization sanitizes portable, removabile storage devices prior to connecting such devices to the information system under the following circumstances: JAssignment:
{Guldance
MP-D6[4).01-00 Control Enhancements: {MP-06{4).01-00 {4) The organization sanitizes informaticn system media containing Controlled Unclassiied information {CU1) or other sensitive i
. orwanizational andfor federal standards and policies.
MP-06{5).01-0¢ Control Enbantements: MP-06(5).01-00 {5) The organization sanitizes information system media jining classified i ian in with NSA ang policies.
hi2-06(6).01-00 Control Enhantements: |MP-D6(5).01-00 (6] The arganization destroys information system media that cannot be sanitized.
PE-01.01-01 PE-01.00-0% 3. A formal, d physical and envir purpose, uSun. 3_3‘ commitment,
organizational entitles, and compliance; and .
PE-01.01-02 PE-01.03-02 b. Formal, dogumented procedures 1o facilitate the _au_mam-_go: of the physical and envi ion poiicy and iated physical and
controls.
This control is intended to !.nu:on the policy and procedures that are required for the effective implementation of selected security controls and cantrol
ocedures are consistent with applicable federal laws, Executive Orders, directives, paficies
PE-0Z.01-C0 PE-2 PHYSICAL ACCESS AUTHORIZATIONS. PE-02.01-C0 Control: The organization: .
PE-G2.01-01 PE-02.03-01 2. Deveiops and keeps current a list of personnel with usgﬁnn access to Bn faciity where the information system resides {except for those areas within the facility officially
designated as pubiichy accassiblal;
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PE-07(2).01-00 Centrol Enhancements: PE-07{2).01-00 (2} The organization requires twao forms of Identification for visitor access to the facility.
PE-0B.01-C0 PE-8 ACCESS RECORDS PE-08.0L00 Contral: The organlzation:
PE-08.00-01 PE-08.01-01 2. Maintains visitor access records to the facility where the information system resides (exeept for those areas within the facility efficially d as publicly i and
PE-08.01-02 PE-0B.01-02 b. Reviews visitor access records {4 o foredef ' frequency .
i k | Visiter attess records Include, for exampie, of the person visiting, $ij of the visitor, form(s] of identification, date of access, time
urpose of yisit, and sameforganization of
PE-D8{1).01-00 Control Enhancements: PE-DB(1).01-00 {1) The employs h. to facilitate the malntenance and review of access racords,
FE-D8{2).01-C0 iControl Enhancements: PE-08{2).01-00 (2) The crganization maintains a record of all physkeal access, deth visitor and authorized individuals,
PE05.01-00 PE-9 PFOWER EQUIPMENT AND PCWER CABLING  |PE-09.0-00 Control: The protects power and power cabiing for the information system from damage and destruction.
id l | This control, to include any enhancements specified, may be satisfied by similar requirements fulfilled by another organizational entity other than the
ﬂm.om_...ubp.oo Contred m::m:nua,naﬁ.. PE-05(1).01-00 (1} The organization emplays redundaat and parallel power cabling paths.
PE-09(2).01-00 Control Enbancements: PE-05(2).01-00 (2} The organization empioys automatic voitage controls for [Assignment: argenization-defined iist of eritical information Systam companents ],
PE-10.01-00 PE-10 EMERGENCY SHUTCFF [PE-10.01-00 [Cantrol: The organization:
PE-10.01-01 [PE-10.01-01 . Provides the capability of shutting ¢f power to the infermation system or individual syszem in
PE-10.01-02 PE-10.01-02 b Places emergency shutoff switthes or devicesin | defined location by Syster or system comporent | to facilitate safe and easy access for
persannel; and
PE-10.02-03 PE-10.01-03 . Protects emergency power shutoff capability m..ua unauthorized activation,
Id This control applies 1o facilities tontalning concentrations of information system resaurces, for example, data centers, server rooms, and maintrame
nn_ﬂm-.nnmﬂ roems.
PE-10{1}.01-00 [Contral Enhancements: PE-10(2102-00 (1) [Withdrawn: Incorparated into PE-10).
PE-1L.01-C0 PE-11 EMERGENCY POWER PE-11.01-00 Contrgl; The crganization provides a short-term uninterruptible power supply to facilitate an orderty shutdown of the informaticn system in the event of a primary powersource
loss.
id This control, to include.any enhancements spectfied, may be satisfied by similar requirements fulfilled by another arganizational entity other than the
N rogram. Organiztions aveid duplicating actions aieeady coverad.
PE-11{1}.02-01 Control Enhancements: PE-11{1).01-01 (1) The organization provides a lang-term alternate power supply for the information system that ks capahle of required op: p: y in the event of

PE-11(1).01-02 Control Enhancements: PE-11(1).02-02 (2) Th provides a long-term alternate power supply for the information system that ls self-contained and noz reffant on extemal power generation,
h d h Leng-term alternate power supplies for the information system are either manually or autematkcally activated.
Guldance .
PE-12.01-00 PE-12 EMERGENCY LIGHTING PE-12.01-00 Control: The or employs and m3 emergency lighting for the Information system that activates in the event of a power outage or disruption and that
covers emergency exits and evacuation routes within the facility. .
I id: This contrel, to include any enhancements specified, may be satisfled by similar requirements fulfitled by another organizatienal entity othet than the
rogram. Organizations aveid duplicating actlons already covered.
PE-12{1).01-00 [Control Enhiancements: PE-12(1).01-00 {1) The organization provides emergency lighting for all areas within the facility supporting essentlal missions and business functlons.
PE-12.01-00 PE-13 FIRE PROTECTION B PE-12.01-00 Control: The organt: eraploys and maintains fire supp and detection devices/systems for the information system that are supported by an independent energy seurce,
PE-13{1).01.00 Contrel Enhancernents: PE-13{1).01-00 (1) The arganiztion employs fire detection devices/systems far the Information system that activate and notify the or ang ders in the
event of a fire, :
PE-13(2).01-00 Contrel Enhancements: PE-13(2).01-00 (2} The organlzation employs fire suppression devicas/systems for the information system that provide automatic notification of any tothe i and g
respenders. .
PE-13(3).01-00 Contrel Enhancements: mm.ﬁ.&buéo (3) The or empioys an ic fire’ ity for the inférmation system when the fagliity is not staffed on a continuous basis,
PE-13{d).01-00 Contral Enhancements: PE-13(4).01-00 [{4) The organization ersures that the facility goes [Assi defined frequency | fire marshal Inspections and promptly resclves identified deficiencies.
PE-14.07-00 PE-14 TEMPERATURE AND HUMIDITY CONTROLS [PE-14.03-00 IControl: The ergacization: .
PE-14.01-01 PE-14,01-01 3. Maintains temperature and humidity levels within the facifity where the information system resides at | defined levels): and
PE-14,00-02 PE-14.0%-02 b. Monitors temperature and humidity leveis [Assignment; argenization-defined frequency].
idl; fhis contral, to include any enhancements specified, may be satisfied by similar requirements fulfilled by angther organizational entity other than the
rogram. Organizations aveid duplicating actians already cavered.
PE-14(1).01-01 Comrol Enhancements: PE-14{1).01-00 (1} The organization employs autcmatic temperature and humidity controls in the facillzy to prevent fiuctuations potentially harmful to the information system.
PE-14(2).01-02 Contral Enhancements: PE-14{2).01-02 (2} The organization employs temperature and humidity morhoring that provides an alarm o of changes harmful to }or equil
PE-15.01-00 PE-15 WATER CAMAGE FROTECTION PE-15.01-00 Control: The pratects the inf system from damage resulting from water leakage by providing master shutot valves that are accessible, worling preperly, and

fknoun to key personnel.

This gentrol, 10 include any enhancements specified, may be satisfied by similar requirements fulfilled by another organlzational entlty other than the
ram. Organizations avoid duplicating actions already covered.
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PL.O4.01-02 [PL-06,01-02 b. Recelves signeg from users indicating that they have read, understand, and agree to abide by the rules of behavier, before autherizing access to information
and the infarmation
o considers different sets of rules based on user roles and respansitilities, for example, differentiating between the rules that apply to
1o general users. Elactronle signaturec are acceptabie for use In acknowledging rules of behavior. Related control: PS5,
PL-04{1}].01-00 Control Enhancements: PL-D4{1}.01-00 [1) The arganization includes in the rules of behavior, explitit restrictions on the use of soclal networking sites, posting infarmatlon on commercfal websites, and sharing
information system account informatlen.
PL-05.01-00 PL-5 PRIVACY IMPACT ASSESSMENT PL-05.01-0C Control; The arganization conducts a privacy impact anthe ien system in with OMB policy.
PL-06.01-00 PL-6 SECURITY-RELATED ACTIVITY PLANNING PL-06.01-00 9::2. ._._ﬁ organization plans and covrdinates Sn__:z.a_u.a activities affecting the information system before conducting such attivities in order to reduce the Impact on
Guidance plan
PS-01.01-00 PS-1 PERSONNEL SECURITY POLIZY AND PS-01.01-00 [(Control: The organlzation develops, disseminates, and reviews/updates |,
PROCEDURES : : :
P5-01.01-01 P5-01.01-01 2. A formal, security policy that purpose, scope, roles, M , coordination among organizational entities,
. and na:._m__uanm.msn
PS-GL.01-02 PS-0L01-02 b. Farmal, o facilitate the i ior of the securlty policy and assotiated persennel securlty controls.
d This contrel Is Intended to produce the policy and pracedures that are required for the effective Implementation of selected security controls and control
lenhancemen _= the pessonnel secur famity. The poli u:ﬁ _.nnmmn_.ﬁ arg eongistent s__:. aj ble federal laws, Executive Orders, directives, policles, regulations, m_n_.nuam
poTIT F o7 o RS e, T T %: R
PR 2 s ST, . : o A AN R R i 2 %%VWWWW%
P5-02.01-01 [PS-02.01-01 3. Assigns a risk designation ~0m__ positions;
P3-02.01-02 PS-02.01-02 b. Extablishes screening criteria for ingividuals filling those positions; and
PS-02.01403 PS-02.01-03 c. Revlews and ravises position risk d [Assi of it of G 1.
Supglemental Guidance Positlon rsk ¢ r with Office of Parsonnel Management pellcy and guidance. The s¢reening ceiteria inchude explicit information
security role appointment reguirgments {e.g. tralning, security clearance). -
TP5-03 9100 P53 PERSONNEL SCREENING P5-03.01-00 Gantral: The organization:
P5-03.02-01 P5-03.01-01 a. Screens Individuals. prior 1 authorizing access to the information system; and
PS-03.01-02 P5-03.01-02 b, Rescreens ing to [Assig organization-defined Hst of requiring ing and, where i 5o Indicated, the frequency of such
rescrasning |. . R
Sereening and rescreening are i with federal laws, ive Orders, di poiicies, lati , gwidange, and the
criteria established for tha risk desienation of the assigned positfon. The organization may define different resereening conditions and frequencies for personnel accessing the
PS-03(1).01-00 Controf Enhancements: P5-03({1).01-00 {1) The arganization ensures that every user accessing an information system processing, storing, 52333_33 classified information 1s cheared and _=nuﬂ‘_3~3 tothe highest
classification leve! of the information on the system.
PS-02(2).01-0¢ Control Enkancements: PS-03{2}.01-00 [12) The arganization ensures that every user ascessing an information system processing, stering, or transmitting types of n_uum:.na Information which
- [indoctrination, is formally indoctrinated for att of the relevant of Information on the system.
hi d Suppl i | Guid. Types of requiring formal indectrination include, for example, Special Access Program {$4P), Restricted Data {RD), and Sensitive
Guidance Compartment Information {SCY).
P5-04.01-00 P5-4 PERSONNEL TERMINATION PS-04.01-00, Control: The ization, upon of individual emgpl 3
P5-04.01-01 PS-04.01-01 3. Terminates information system access;
TP5-04.0102 PS-04.0002 b. Conducts exit interviews;
PS-34.01-03 PS-04.03-02 c. Retrieves all i lated ion system-related property; and
PS-04.01-04 PS5-04.01-04 d. Retains access to organizational information and information systems formerly contrelied by terminated individual.
e ! Guid: system-related property Includes, for exampie, hardware authentication tokens, system administration technical manuals, keys,
asses, Exit interviews ensure that indlyiduals understand a e
PS-G5.01-00 PS-5 PERSONMEL TRANSFER PS+05.01-00 Control: The organization reviews _uw.nm_ and physical access authorizations 1o i y 5/ when are or transferred 1o other positions within
the or| 3
| Guid d This control applies when the reassignment or transfer of an employee is orof such an duratien as to make the actions warranted, In
of reascignment or transfer; whather permanent er temporary. ACToTs that may be reguired when personnel
PS-06.01-00 PS-5 ACCESS AGREEMENTS P5-06.01-00 Contral: The crganization: }
P5-06.01-01 PS-06.01-01 3. Ensures that [ndividuals requiriag access to organizational informatlon and infarmation systerns sigh appropriate access agresments grior to being granted access; and
P5-06.01-02 P5-06.01-02 ib. Reviews/updates the access agreements [, an-defined fraqi 1. .
1 1 Gui : ACCOSS 3 inglude, for example, use rules of behavier, and conflict-of-interest agreements,
_ ed access agreements include an acknowledgement that indhviduals have Bun Eamﬂ..n:n and aj the constraints assoclated with the information system to
PS-06(1).01-00 Contrel Enhancements: PS-06(1).01-00 (1) The organization ensures that access to information with special protectlon measures is granted only to individuals who:
P5-06{1).01-01 [Control Enhancements: PS-05{1).01-01 () Have a valid access authorization that s demonstrated by assigned officlal government duties; and
P5-05(1}1.01-G2 [Control Enhancements: PS-05{1).01-02 b} Satisfy associated personnel security criteria.
k d with special pr i includes, for example, privacy i y Ink ion, and Sources and Methods|
Guidanee Information (SARA!). Personnel sacuri
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RA-05{4}.01-00 [Control Enhancements: RA-05(4).01-00 [4) The organization attempts to discem what Information about the information system is discoverable by adversaries.
RA-05(5).01-60 Control Enhancements: RA-05(5).01-00 access authorlzation 1o [Assi identified inf system ] for selectad vulnerability scanning activities
RA-05(6).01-C0 Control Enhancements: R&-05{6).01-00 ta compare the results of vulnerability scans over time to trends In ink lon systerm vil
RA-BE{7).01-00 Contre! Enhancements: RA-C5(7).02-00 (7} The employs hant [Assit defined freg ] o detect the presence of unauthorized software on organizational
. : ated organizational officials. .
{RA-0S(8].01-00 Control Enhancerments: RA-G5(3).01-00 (&) The organization reviews historic audit logs to determine 2 inthe i system has been previously expivited.
RA-05(3).01-00 Control Enhancements: RA-05(9).01-00 {9) The or employs an agent or teamto:
RA-05(9).01-00 Control Enhancements! RA-05{5).01-00 l44) Conduct a vuinerability analysis on the information syster; and
RA&-05{9).01-00 Control Enkancements: RA-Q5{5).01-00 _ﬂs Perform penetration testing on the information system based an the vulnerability anakysis % the of Wentified I
i | A standard method for penetration testing includes: {i) pre-test analysks based on full knowledge of the target information system:
Guldance m of potentiai vulnerabilities hased on pre-test anaiysls; and (Ui} testing designed to determine exploitabiilty of identified cc_:nag_inm, amﬁ__mu rules of
Lol i £ " i ‘ - vl £ Ly A
ol v ¢ 25 e ¥ ik ioh A e s e S e A e T A S a % e .1,0 4 ,
SA-01.01-0T SA-01.01-01 a. & formal, system and services itien poliey that includes ian_.:_mﬁ_o: umn.__qf. nuzmimﬂ_uzm m:n that ume.nmmmm purpose, scope, roles, responsibilities,
management commitment, coordination among organizationat entitles, and compliance; and
SA-01.01-02 SA-01.02-02 b. Formal, p to facilltate the i of the system and services policy and d mﬁ»ma and services acquisition cantrals.
This contr intended to produce the policy and uaomn.:mm that are required for the effective implementation of selected security nnu.3w and control
" enhancements in the isitiorr Family. The policy and procedures are tonsistent with applicable federsl laws, Executive Orders, directives, polities,
54-02.01-00 5A-2 ALLOCATION OF RESOURCES 54-02.01-00 Contral: The organization:
5A-02.01-00 SA-02.0101 a. Includes a d ion &fi securlty forihe Inf system in mission/business process planning:
SA-02.01-02 54-02.01-02 b. Determines, decuments, and allocates the resources required to protect the information system as part of its capital pianning and investment control process; and
SA-02.01-03 [SA-02.01-03 c. Establishes a diserate line item for information security in p ing and don
|5A-03.01-00 |5A-3 LIFE CYCLE SUPPORT 5A-03.01-00 Control: The organization:
SA-03.01-01 SA-03.01-01 5. Manages the infermatien system using 3 system [ife cycle that includes security
54-02.01-02 54-03.01-02 b. Defines and dacurs eats Information system security roles and the system life cycle; and
54-02.01-02 54-03.01-03 c. Identiflas Individuals having information system security reles and responsibilities,
5A-04.01-00 SA-4 ACQUISITIONS 54-04.01-00 Control: The organization inclides the .mn__os.sm andfor explicitty or by n system itlon contracts based on an assessment
of risk and In aeeardance with-opolicable federal laws, Executive Orders, directives, policies, regulations, and standards:
5A-04.01-0L SA-04.01-01 ja. Security i L i
SA-04.01-02 SA-04,01-02 b. Security-related documentation requirements; ang
SA-G4.01-03 [5A-04.01-02 < | and lated
| Guid; | Grid The for systems, _:mo_.:_ug.nn system components, and information system services include, either explicitly or by
[54-04{1).01-00 [Control Enhancements: [54-04(1).01-00 92.% information describing the functional prepertles of the securlty controls to be emplayed
SA-04(2).01-00 Control Enhancements: SA-04{2).01-00 _uasn_n infermation nmmnnw_zn the design and implementation detalls of the security controls to
nents) in
SA-04(3).01-0C Control Enhancements: SA-04{3).61-0C (3) The izati i v d 10 d that their software developmant processes employ state-of-the-practice software and security
= cantrol progesses, and validation technigues to minimize flawed or malformed seftware.
SA-D3(3).01-00 Control Ephancements: $a-04(4).01-00 (4) The organization ensures that eack information system companent acquired Is explicitly assigned to an Information system, and that the owner of the system ges this
tassignment.
$a-04{5).01-00 (Control Enhancements; 54-04(5).01-00 (5) The requires in that information system components are delivered In a secure, documented configuration, and that the secure
configuration is the default canfiguration for ary seftware reinstalls ar upgrades.
5a-04{E).01-00 Control Enhancements: 5A-04{6).01-C0 {6) The.organization:
Sa-04{51.01-01 Control Enhancements: 5A-04{6).01-01 {a) Employs enly government off-the-shelf (GCTS) or commercial off-the-shelf [COTS) information assurance {1A) and 1A-enabled Inft gy products that an
MSA-appraved solutlen 18 protect classified fnformation when the networks used ta transni the information ace at a lower dagsification level than the Information bein
SA-04{6).01-02 Control Enhancements: [5a-04{6).01-02 [b) Ensures that these products have been evaluated and/or validated by the NSA or In accordance with NSA-approved procedures.
l COTS 1A o 1A-enabled infarmation technology products used to protect classifled information by cryptographic means, may be required to
Guidance
SACHT).0L.00 [Control Enhancements: 154-04(71.02.00 {7) The organization:
5a-04(7).01.01 Cantrol Enhancements: 54-04(7).01-01 {a) Limts the use of proviged products to those products that bave been successfully evaluated against a validated U.S. Government
[SA-04(7).01-02 Control Enhancements: SA-04{7).01-02 [b) Requires, If ne U.S. Government Protection Proflle exists for a specific technology type but a commercilly provided information technology product relles on cryptographic
ographic module is FIFS-validated.
5A-05.01-00 SA-5 INFORMATION SYSTEM DOCUMENTATION  [SA-05.01-00 Control: The organization:
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54-10.01-05 54-10.01-05 e. Track security flaws and flaw reselution. ¥
Supplemental Guidance: Related controls: CM-3, Cvi-4, CM-9. ¥
5-10{2).01-C0 Control Enkancements: SA-10{1).01-00 {1} Te organization requires that information system developers/ittegrators provide an Integrity chack of software to facilitate organizational verlication of seftware integrity v
SA-10(2).01-00 Contrel Enhangements: $A-10{2).01-00 configuration process with erganizational personnel in the absence of dedicated per/ v
pli | The i process includes key organizational perscnnel that are ible far reviewing and d .<
Guidance s prior to the Implementation of any changes o the system.,
SA-1101-00 SA-11 DEVELDPER SECURITY TESTING [5A-11.01-C0 Contral; The organization requires that infarsation system develop n ion with {ated security persornel (incuding security englneers): M
SA-1101-01 [3A-11.01-C1 3. Create and implement a security test and evaluation plan; ¥
ISA-1101-02 |5A-21.01-02 b, imp averifiabla flaw r diation pracess 1o correct and defi durlng the security testing and evaluation process; and v
[54-11.01-03 SA-11.01-03 ¢, Dogument the results of the security testing/ and flaw p M
[l security test results are used to the greatest extent feasible after verification of the resuks and recognjzing that these results are impacted ¥
whenever there have beep sacurity-relevant modifications ta the Information m subsenuent to developer Testing. Test results may be used in support of the securl
$A-11(1).01-00 Contrel Erhancements: sa-11[1).01-00 (1) The ion requires that system employ code analysis tools 10 examine software for common flaws and document the results of the ¥
S4-11(2).01-00 Control Enhancements: 54-11(2).01-00 (2} The arganizaticn reguires that information system: fi s perform 3 ility analysis to ilities, exploitation potential, and risk M
mitigations.
SA-11{3).01-00 Control Enhancements: 54-11{2).01-00 {3) The arganlzation requlres that information system developers/integrators create a security 125t and evaluation plan and implement the plan under the witness of an ¥
Independent verification and vatidation agent. .
SA-12.01-00 Sa-12 SUPPLY CHAIN PROTECTION 5A-12.01-0C [Coutrol: The erganization protects agatnst sepply chain threats by [Aassic defined fist of to protect agalinst supply chaln threats | as part of| ¥
|a comprehensive, defense-in-breadth information security strategy.
1 Guid: l 1 : A defense-in-breadth approach helps to protect systems (including the Information technology products that compose those systems) ¥
throughgut the system development e (i.e., duting design and development, manufacturing, packaging, assembly, distribution, system integration, aperatlons,
SA-12(1).01-00 Control Enhancements: SA-12(1).01-00 (1) The arganization pi all i system anhd spares Tn the initlal acquisitlen, v
ed Suppl al i iling i System and spares avolds the aeed o use less trustworthy secondary or resale markets In future years. v
[Guidance__
5A-12{2).01-00 {Control Enhancements: 54-12(2).01-00 {2) The organization conducts a due diligence review of suppliers prior 1o entering Inte contractual ag: to acquire inf on systetm soltware, firmware, or ¥
services,
I The organizatien reviews suppiler clalms with regard to the use of appropriate securlty processes in the development and manufacture of M
|Gutdance ;
|5A-12(3).01-00 Control Enhancements: 154-12(3).01-00 fori systems, System P and hnology products. v
activities or lon during transit. Examples of supporting y
Guidance . Related control; PE-16. -
SA«12(4).01-00 Contrel Enrhancements: SA-12(4).01-00 (4) The organization employs a.diverse set of suppliers for Information systems, inf i hnology products, and i ion syster ¥
: services. .
] h PR i Di of suppliers is intended to limit the potential harm from a given supplier in a supply chaln, Increasing the work factor foran ¥
Guldance adversary, .
SA+12(5).01-00 [Control Emhancements: 5A-12(S}.01-C0 {5} The organization employs standard for i ion Systetns, inf : and 53..3&!. technoiogy products., ¥
Supp | ] By avoiding the purchase of custom configuratians for information systeres, information system and i i hnol M
il chain actlons tacgeted at the arganization.
mb.nu_mv.opnao Control Enhangements: ' 15A-12(6).01-00 (6) The organization minimizes the time between purchase detisions and delivery of information systems, jnformation system and information products, M
l | i By ing the time between purchase decisions and required delivery of i ion systems, ion system and ¥
Guidance rtun nent, or product,
SA-12(7).01-00 Control Enhancements: SA-12(7].01-00 employs inds dent analysks and 1asting against delivered information systems, System and Infe i v
54-13.01-00 SA-13 TRUSTWORTHINESS 54-13.01-00 Control: The organization requires that the inf system meets [Assi defined level of i 1. M
|5A-14.01-60 ISA-14 CRITICAL INFORMATION SYSTEM |S4-14.01-C0 Contral: The organization: R ¥
[COMPONENTS
[SA-14.01-01 SA-14.01-01 a. Datermines [Assi of defined Vst of eritical Inf system thet reguive re-implementation |; and M
|5A-14.01-02 SA-14.01-02 b. Re-implements & custom develops such information system components. : v
:: The underlylng ion is that the list of d products defined by the organization cannot be trusted due to threats from the ¥
supply chain that the organization finds enacceptable. The organization re-implements or custor develops such components 1o satisfy requirements for high sssurance. Related
S4-14(1).01-00 Cantral Enhancements: 54-14(1).01-00 (1) The organizatien: '
SA-14(1).01-01 Contro! Enhantements: . 54-14{1).01-01 (a} identifles information system for which it ing is not viable; and v
54-14{1).01-02 Contro} Entancements; Sh-14{1).01-02 (b} Employs [Assig 7 defined. 110 ensure that gritical securty controls for the i hon systemn are not compromised, v
ent S that the 1 Ing Include, for example, erhanced avditing, restrictions on source ¢ode and system v
Guidance utility aceess, and protection from deletion of 'm and agplicaticn files. .
o - oy = = Faia = OO T X2 T = = A e S e
5 s o o Gy ¥
SC-01.01-01 ISC-01.01-01 a. A fermal, documented system and iy p policy that purpese, seope, roles, responsibliitles, among ¥

organizational entities, and compliance; and
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5C-07(4).01-05 '‘Control Enhancements: _.m..nb...s.n.pbm (e} Reviews exceptions 1o the traffic flow pelicy fassi o ion-defined freg vl and
|SC-07(4).01-06 Control Enhancemants: SC-07(4).01-06 (f} Removes traffic flow policy exceptions that are no longer supparted by an explicit misslon/business need.
SC-07(5).01-00 Contral Enhancements: SC-07(5).01-00 (5) The information system at managed interfaces, denies netwark traffie by default and allows network traffic by excegtion (i.e., deny all, permit by exception).
SC-07(6).01-00 Control Enhancements; [SC-07(6).01-00 (6) The crganization prevants the unauthorized releasa of Information outside of the Ssystem Y O any through the
ern boundary when there is an operational failure of the boundary pratection mechanisms.
SC-07(7).01-00 Control Enhancements: SC-07{7).01-00 {7) The information system prevents remote devices that have established a non-remote connection with the system from outside of that path
with resoyrces in external networks,
1l T This control 5 in the remate device (e.g., notebock/laptop computer) via configuration settings that are
Guidance the user of that device. An example of a non-remate esmmunications path frem a remote device is a virtual private network. When a non-remote connection ks
SC-07(8}.01-00 Control Enhancements: 15C-07(8).01-G0
Guldance
SC-07ig).01-00 Contral Enhancements: 1SC-07{9).01-00 _.3 The information system, at managed interfaces, denies network traffic and audits intemnal users (o malicious code} pasing a 933 to external information systems.
Detecting _u-m_._._m_ actions that may pose a security —r_.mwn to external information systems ks sometimes termad extrusion detection.
Guidanee Extrusion unaona_o«_ atthe [nformation em bounda,
[SC-07(100.01-00 [Control Enhancements: |SC-0{10).01-00 {10} The prevents the i ion of information across managed Interfaces.
1o prevent unauthorized exfiltration of infermation from nnm information system Include, for example: {i] strict agherenge to
|Guldance rotecal farmats; (1) maonitoring for indications of wmuno.._: from the infarmation syste: ; [iv) disconnecting external netwark Interfaces
Wn\nu—udbu.cu Control Eahancemsants: SC-07{11).01-00 {11) The information system checks incoming ions to ensure that the are coming from an authorized source ard rovted to an authotized destination.
SC-07(12).01-00 Control Enhancemsnts: |SC-07{12).01-00 {12) The information system i host-based boundary p {0 for servars, and mobile devices.
A host-based y ¢ ism i, for example, a host-based flrewall. Host-based boundary are
JGuldance lemployed on meblle devices, such as notebook/laptap computers, and orher, of mobile devices where such boundary protection mechanisms are avail
SC-07{12).01-00 Control Enhancements: SC-07(13).01-00 i and Support. ] fromm other internal information system
SC-07(14).01-00 [Control Enhancements: SC-07(14).01-00 at [Assig ion-defined iist of
i ¥ )} /! i Systems ing at different security categories may rautingly m-..u.‘o comman-physical aad environmental controls, since the
JGuidance i i sible that these separate information systerns may share commeon equipment rooms, wirag closets,
SC-07{15).02-00 Control Enhangements; wn.o.\.ﬁ_mu.o“_”.s (15) The 53..326: system routes all networked, privifeged accesses through 2 dedicated, managed Interface for purposes of access control and auditing.
Related controks: AC-2, AC:3, AC-4, AU-2.
Guidance N
SC-07{16).01-00 Control Enhancements: SC-07(16).0100 (16) The information system prevents discovery of specific system components {or devices) composing a managed interface.
b d This controf is intended to protect the network aofi ion system that are part of the managed
Guidance interface from discovery through common tocls and techniques used to identify devices on a network. The network addresses are not avaitable for discovery (e, not published of
SE-0¥(171.01-00 Control Enhancements: SC-07(17).01-00 [17) The grganization emplays automated i i strigt 1o protecol format.
used to enfarce protocol farmats include, for example, deep packet inspection firewalls and XML gateways. These
Guidance : icant vuinerabifities that cannot be detectad
5C-07{18).02-00 Contrel Enhantements: SC-07(18).01-00 (18] The information system fails securely In th ofan i failyre of 2 y protection device,
L} d i | Guld Fall secure isa iition achieved by the lization of a set of | ion system isms to ensure that in the event of an
Guidance. laperational failure of a boundary protection device at a managed imerface fe.g.
SE-08.01-00 [SC-8 TRANSMISSION tNTEGRITY SC-08.01-00 [Control: The infarmation system protects the integrity of transmitted information,
id; This nu:nqn_uuu__mm %o communications across internal and external networks. Ifthe is relyinggn a ial service provider for
5C-08[1).01-00 Contrel Eahantements: SC-08(1).01-00 {1) Th employs cr h to changes to i during ission pnless 2 by alternative physical measures,
b d h | i Alternative physical pratection measures inglude, for example, protectes dlstribution systems, Related contral: 5C-13.
Guidanes
SC-D8(2).01-00 Control Enhangements: SC-08(2}.01-00 (2} The system the Integrity of Infc during aggregation, packaging, and transformation in preparation for transmission.
can be i and/arm modifled at data or protocol points, ising the
Guidance i N )
5C-02.01-00 5C-9 TRANSMISSION CONFIDENTIALITY 5C-09.01-00 Control: The information system protects the of
Supptemental Guidance Supplemental Guidance: This control applies 10 communications acress internal and external .ﬁ?.o:ﬁ Hthe ization is relying on a i service provider for
5C-03(1).01-00 Control Enhancements: SC-0O1}.01-00 (1} The organizatlon empleys cryptographic mechanlsms 1o prevent unauthorized disshosure of information during transmission unkess etherwlse protected by alternative physical
meastres,
hanced h Ahernative physical protection measures include, for exarnple, protected disteibution systems, Related sontral: 5C-13.
Guidance
SC-092].01-00 SC-09(2).01-00 (2] The i ion system ins the iality of information during aggregation, packaging, and transformation in preparstien for transmission.
can be i i and/or malic diseiosed at data aggregation o protocel transformation points, eompromising the
Guidance -
SC-10.01-00 SC-10 NETWORK DISCONNECT .01-00 the network i i with a itations session at the end of the session or after [Assignment: organization-
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SC-18(2).01-00 |E=EREEs (2} The or ansures the isiti and/er use of moblle code to be deployed In systems meets [Assig defined mobile
ardle rements |.
5C-18(31.01-0¢ 5C-18(2).01-00 3} The information system prevents the download and execution of prohibited mobile code.
5C-13(4).01-04 [SC-18(4).01-00 system prevents the g of mobile codein | izaticn-defined software. ications | and requires |Assignmant: orgarization-
: rior ta executing the code.
Enhanced Supplemental Enhancement Supplemantal Guidance: Actlons required before executing mobile code, include, for example, prompting users prior to opering electronic mall attachments,
Guidance
SC-19.01-00 SC-13 VOICE OVER INTERNET PROTOCOL [5C-19.01-00 [Control: The organization:
SC-18.01.01 5C-19.01-01 la. i usage fictions and Impl guidance for Voice over Internet Protocal (VolP) 1echnologies based on the petential to cause damage to the information
5C-19.0102 SC-19.02-02 b. Authorizes, monkers, and controls the use of VoIf within the information system.
5C-20.01-00 SC-20 SECURE NAME / ADDRESS RESQLUTION 5€-20.01-00 Cantrol; The information system provides additional data arigin and integrity artifacts along with the authoritative data the system returns In response 10 name/address resolution
[SERVICE [4UTHORITATIVE SOURCE] ueries.
| i [ Guid: This control enables remote clients ta abtain crigin authentication and integrity verlfication assurances for the host/service name to network address
resolution information nbtained through the sarvice, & domain name system {GNS) server is an esample of an information syster that provides namefaddress resolution sendee.
SC-20(1).01-00 Contral Enhancements: 5C-20{1).01-00 {1) The Information system, when ing as part of a dit provides the means to indicate the security status of child subspaces and {If the child
supperts secure resolution services) enable varification of 3 chaln of trust among parent and child domains.
h. PP i An example means 1o indicate the security status of child subspaces is through the use of delegation signer (DS] resource records in the
DNS.
SC-21.01-00 SC-21 SECURE NAME / ADDRESS RESOLUTION 5C-21.01-00 Control: The infarmation system performs data origin authentication and data integrity verifitation on the name/address resclution responses the system receives from
N ISERVICE {(RECURSIVE OR CACHING RESOLVER) authoritative sources when requested by client systems. |
Guidan A recursive resolving or caching domaln name system [DNS) server is an example of an information system that provides name/address resolution service
for [oeal elignts. Authoritatlve DNS servers are examples of authoritative sources. Information systems that use technologies other than the DNS to map between host/service
SC-21(1).01-00 Controf Enhancements: SC-21{1).01-00 (1) The informatlon system performs data origin suthentication and data integrity verification on all resolution responses whether or natiocai cllents axplichtly reguest this service.
|Enb i | Logai clients include, for example, DNS stub resolvers.
Guidance,
SC-22.01-00 ISC-22 ARCHITECTURE AND PROVISIONING FOR  [SC-22.01-C0 Cantrol: The informatlan systems that collectively provide name/address resclution service for an ization are fault-tol and intemal/external role separation.
NAME f ADDRESS RESQLUTION SERVICE -
R A'domain name system [DNS) server Is an example of an Information system, that provides fadd ion service. Yo eliml single points of
failure 2nd to enhance redundancy, there are typically at least twg authoritative dontaln name system {ONS) servers, one configured as primary ang the other as secondary.
$C-23.01-00 SC-23 SESSION AUTHENTICITY 5C-23.01-00 Control: The ition system provides isms 1o protect the ity of icati essions,
This contre! focuses on communications srotection at the session, versus packet, level. The intent of this control is to establish grounds for confidence at
each end ¢f 3 eommunicstions session in the ongoaing identity of the other party and in the validity of the isfarmation belng transmitted. For example_this contrg| addresses man-
SC-23{1).01-00 Control Enhancements: 5C-23{1).01-00 {1) The systern invali session I i Upen User logowr or other session termination,
|SC-23(2).01-00 [Control Enhancements: 5C-23(2).01-00 {2) The information system provides a readily logout i is used to gain access to web pages,
5C-23(2}.01-00 [Control Enhancements: |5C-23{3).01-00 (3) The information system generates a unique session identifiar for each session and izes only session i i that are syst!
5C-2314).01-00 iControl Enhancements: |SC-23(4).01-00 (4) The i system unigue session ifiers with [/ jon-tefined rand: qui 1-
Suppl al I | Guid: ploying the concept of inthe ion of unigue session identifiets helps to protact against brute-force attacks 1o
. |Guidance determine future session identifiars,
mlmn.lxma.ouba SC-24 FAIL IN KNOWN STATE [5C-24.01-00 Control: The information system fails to a [Assignment: organization-defined known-state ] far [Assignment: organization-defined types of fallures | preserving [Assignment:
organiz: Ined systern stute information ) in failure.
H I Fallure In.a known state can address safety or security in with the mission/busi; needs of the organization. Failyre in 3 known secure state
ints or availability in the event of a fajlure of the infarmatlen syster or a samponent of the system. Fallure In a known safe state helps
5C-25.01-00 SC-25 THIN NQDES [5C-25.01-0C Cortral: The informatlon system employs processing companents that have minimal functionality and information sterage.
Guigance “The depl of system with mirimal fi ity (e.g., diskless nodes and thin client technologies) reduces the need to
secure every user endpoint, and may reduce the exposure of information, information systems_ and services to a successful attack. Related coatrol: $€-30.
SC-26.02-00 5C-26 HONEYPOTS SC-26.01-00 decigned to be the target of maliclous attacks for the purpose of detecting, deflecting, and anatyzing such
artacks.
5C-26(1).01-00. 5C-26{1).01-00 {1) The information system includas companents that proactively seek to identify web-based mallcions code.
hi ] Devices that actively seek out web-based mailcious code by posing'as cllents are referred to as chieht honeypots or honey clients.
Guidance
SC-27.01-00 SC-27 OPERATING SYSTEM-INDEPENDENT SC-27.01-00 Control: The system includes: [Assi defineqd cperating sy i 1
APPLICATIONS -
id:  Qperating system-i are that ¢an run on mukltiple operating systems. Such applications promote portability and
reconstitution on different platform architectures, increasing the availabllity for erltical functionality within an ot
SC-28.01-00 SC-28 PROTECTION OF INFORMATION AT REST  [5C-28.01-00 Control: The information system pretects the confidentiality and integrity of information at rest,
This control Is intended to address the and Integrity of ion at rest in bile devices and cavers user information and system
information. information at rest refers 1o the state of information when it is located on a secondary starage device [e.g., disk drive, tape drive) within an organizational infermation
SC-28({1).01-D0 Corrtrol Enhancements: SC-28(1).01-00 (1} The organiztion employs cry h, .. to prevent and modification of in at rest unless otherwise pretected by alternative
- lcal measures. . . .
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SI-03.01-02 IS1-03.01-02 b. Updates malicious code h: i g gefinitions) wh new refeases are avaliable in accordance with erganizational configuration
~
SI-03.01-03 151-03,01-03 c.’Configures mali code i tor
4 and real-time scans of files from external sourcas as the files are downloaded,
S1-03.01-04 ’ S1-03,01-04 d. Addresses the recelpt of false positives during maliclous code d and ication and the resulting potential impact or the availability of the information system,
Supplemental Guidance i system entry and exit polnts include, for example, firewalls, electronic mail servers, web servars, proxy servers, and remote-access servers.
Malicious code includes, for example, viruses, worms, Trojan -E-.S and spywara. Malitlous code ¢an also be encoded ia varisus farmats (e.g., UUENCODE, Unicode) or cortained
[S1-03(1).01-00 [Control Enhancements: |SI-03[1).01-00 (1) Yhe erganization centrally manages maliclou L
|51-03(2).01-00 Cantrol Enhancements: SI-03(2).01-00 (2) The i system U updates de i h H definiticns),
5:403(3).01-00 [Control Enhancements: [$1-03(3).01.-00 (3) The informaticn system prevents leged users from clr ] code pi
51-02{4).01-00 [Control Enhancements: 51-03(4}.01-00 {4) The Information system updates mallcious code protection mechanisms only when directed by & privileged user.
151.03{5).01-00 Cantrol Enhancements: S1-03(5).01-00 {5) The crgantzation does not allaw users to Introduce removabla media into the information system.
|S1-03(6).03-00 Contrel Enhancements: S1-03(6).01-00 (6} The iation tests ious code i ismns [AssiL o defined fr } by Intreducing a known benlgn, non-spreading test case into the
51-04.01-00 513 INFORMATION SYSTEM MONITORING S1-04.01-00 Corrtrol: The organization:
S-04.07-01 31-05 01-01 3, Monitors events on the information system in with [, defined. i jectives | and detects i ion systam attacks;
S1-04.01-02 q.m._.co.on.ou b. Identifies unauthorized use of the Information system;
S1-04.01-03 51-04.01-03 c. Duploys 30::0::m deviges: (i) st J within the i ion system to collect ined essential and {Ii} at ad hoc locations within the system
1504 104 51-04.01-04 d, Heightens the leve! of Information system menitaring activity whenever there is an i of risk 1o izati ions and assets, i other
crganizations, o the Natior based on law enfareement infarmatian, intelligence infarmation, ot other credible sources of lnformation: ang
SI-92.01-05 51-04.01-05 . Obtains legal opinion with regard te infermation systerm monitoring activitles in accorgance with applicable federal laws, Executive Orders, directives, poficles, or regulations.
Information system monitoring indiudes external and Intetnal monitoring. Externai monitoring Includes the cbservation of events ccurming at the system
boundary {i.e., part S. erimeter defense and wnEﬁu 5 within internal
51-04{1).02-00 Control Enhancements: 51-04(1).01-00 {1) The or and i intrusion detection 1005 inta a systemwide intrusion detection system using common uBSB,u.
51-04(2),02-00 Gontrol Enhancements: 151.04(2).01-00 (2) The organization employs sutomated tosls to suppert near real-time analysis of avents.
51-04(2),01-00 Control Enhancements: SI-04(3).01-C0 (3) The organization employs automated toals té integrate intrusien detection 1ools into access control and flew contrel mechanisms for rapid response to attacks by enabiing
S1-04{4).01-00 Control Enhancements: 51-04(4).01-G0 [4) The information system moniters inbound and sutbeund ications for untsual or ized activities or conditions.
il al Unusual/unautherized activities or conditions Include, for example, internal traffic-that Indlcates the gresence of mallclous code within an
Guidanee infarmation system o pro Ing among system companents, the unauthorized export of information, or signalag to an external information system, Evidence of maligious code
SI-04{S).01-00 Control Enhancements: m_.aa_m.u.s..oo (S} The information system provides near realtime aferts when the following indicatlons of compromise or potential comp oocr: [/ iz defined list of
lcom; ise indicators].
l 1 Alerts may be g ding onthe defined list of from a varlety of sources, for example, audit records or
Guidance ratectlon devices such as firewalls, gateways, and routers.
[$5-04{6).01-00 iCoutrol Enhancements: {6) The information system prevents non-privileged users from circumvyenting intrusion ign and preveation
[$E-04{7),01-00 [Control Enhancements: [S1-C4{7).01-00 (7) The information uﬁ.ma notifies Yﬂn::.gn oﬂnaﬂau_gd.q_aa. st &_..__..n.unan..a_uoawu_vnacaa& [fidientified hy.name andfor by role}] of suspicious events and takes
. events).
| w:.nﬁﬁ:._ﬂ__u_ The least-disruptive actions may include initiating a request for human response.
Guidance
151-04{8).01-00 [Control Enhancemants: |S1-04(2).04-00 ﬁ#m.niua_u&on pratects information cbtained from intrusi ing tools from ized access, ification, and deletion.
1S1-64(9).01-00 Control Enhancements; [51-04{9}.01-00 (91 The 1 Ises i i ing toels izoticr-defined time-period |,
i | : The fi of testing/exercises is dependent upen the type and method of depfoy of the intrusi i tools,
Guidance
$1-64(10).01-00 Contral Enkaneaments: _m_.oaa.ou.o“_..g {10) The organizatien makes provislons so that encrypted traffic is visible to informatlon system monitoring tools.
1 The the need ta balance encrypting traffic versus the need to have insight into that tratfic from 2 monitering
. Guidanee rspective. For some ofganizations, the peed to ensure the confidentlality of traffic Is paramount; for othery, the mission-aseurance concerns are greater.
S1-04(11).01-00 Control Enhancements: $1-04(11).01-00 T traffic at the external boundary of the system {1.e., system perimeter) and, a5 deemed necessary, at selected Interior
£, SuGnats, subsystems] to discover anomalies.
unusual pi and
Guidance
SI-04(12}.01-00 Control Enhancements: S1-04(12).01-00 [12) The organization employs avtomated mechanlsms to alert security. personnel of the following inappropriate or unusual activities with security implications: [Assignment:
S1-04(13}.01-00 Control Enhancements: S1-04{13).01-00 (13} .:ﬁ organization:
51-04{12).01-02 Control Enhancements: S1-04{13).01-01 (a) Analyzes communications traffic/event patterns for the information system;
S-04(13).01-02 Centrol Enhancements: S104{13).01-02 (b) Cevelops profiles representing common traffic patterns and/ar events; and
S1-04{15}.01-03 Control Enhancements: S1-04{13),00-03 (c) Uses the wratfic/fevent proflles in tuning system-menitoring devices to reduce the :::.wnﬁ of false nositives 10 [Assignment: organization-defined measure of folse positives | and
the number of false nagatives to [Assignment: .
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51-12.01-00 51-12 INFORMATION OUTPUT HANDLING AND 51-12.01-00 Contral: The organization handles and retains both information within and cutput from the i system in with appl federal laws, Orders,

RETENTION latlons, standards, and operational requirements.

. Thé output handling and retentlon requirements cover the full life cycle of the informatlon, in some cases extending beyond the disposal of the

em. The Natlonal Archives and Records Adminfstration provides guidance on records retention. Refated eontrals: MP-2, MP-4.
51-13.01-00 51-13 PREDICTABLE FAILURE PREVENTION 51-13.01-00 [Control: The organization;
5i-13.01-01 51-13.01-01 a. Protects the Information system frem harm by consldering mean time to failure for | defined list of ir ion Systen Tin spacific
51-13.01-02 51-13.01-02 system when needed, and a mechanism 10 exchange active and standby roles of the components.
k | Guid: i | Guld. while mean time to failure is primarily a reliability issue, this control focuses on the potential faflute of spacific camponents of the Information system that|
i . The transfer of
SI-13{1}.01-0C Control Enhancements: [$1-13{1).01-G8 (1) The organization takes the information system component out of service by transferting toa na later than [;
of mean tive to fallyre.
51-23(2).01-00 Control Enhancements: [S1-13(2).01-00 (2} The organization does not allow a srocess 1o execute without sup for more than {Assk defined time perfod ).
S-13(3).01-00 Contrel Enhancements: 5-13(3).01-00 (3} The organization manually initlates a transfer between active and standby information system components at least once per | org jon-defined 14
the mean zime to failure enceeds prient: orggnization-defingd time L.

S1-13{4).01-00 Control Enhancements: S1-13(4).01-00 (4) The organization, if an infermation system component fatlure is detecred:

Si-13{4).01-01 '

Contral Enhancements:

S1-13{4).01-01

(a) Ensures that the standay | system and

assumes Its role within jAssignment: organfzation-defined time perfed]; and

5/-13(4).01-02

Control Enhancements:

[S1-13{£).01-02

_ﬂs [Sefection (one o more); BetvaTes [ defined alarm};

ify shuts down the Inf system |.

ic or manual transfer of rofes t a standby unit may octur upon detection of a component failyra,

s e
R S

S < ; i
PM-01.01-01 PhA-01.01-01 3, Develops and disseminates an organi;
PM-01.01-02 PM-01.01-02 b. Revlews the organization-wide information security program plan [Assf; efined frequency |; and
PM-01.01-03 PM-01.01-03 ¢. Revises the plan 16 address organizational ¢changes and i during plan of SeLlfity control assessments.
The information security program plan can be in asingle ¢ or il of di atthe d ofthe or The
02 have the flaxibility 10 describe common controls [n a singls or In multiple d In the case of multiple di
comman cantrols are intlbded as attachments to the Information sacur m plan. ¥ the information security program plan contains muliiple dacuments, the organization
PM-02.01-00 PM-2 SENIOR INFORMATION SECURITY OFFICER  1PM-02.01-00 (Canmtrol: The organization appoints a senior Infermation security officer with the mission and resources to toordinate, develop, implement, and maintain an organization-wide
infarmation securi .
i The security officer described in thks control 1s an organizational offical. For a federal agency (as defined Ir applicable federal laws, Executive Orders,
directives, policies, or repulations) this afficial is the Senlor Agency Informatisn Secarity Officer. Organizations may also refer to this arganizational official as the Senlor Information
PM-03.01-00 PM-3 INFORMATIGN SECURITY RESQURCES [PM-03.01-00 Control: The arganization: N
PM-03.01-01 PM-03.01-01 a. Ensures that all caphal planning and investment requests include the needed to Impl the security program and documents all exceptions to this
requirement;
PM-03.01-02 PM-03.01-02 b. Employs a business case/Exhibit 300/ExKibit 533 to record the resources required; and
PM-03.01-03 PM-03.01-03 c. Ensures that ion security are available for e as planned.
fa] may and empower an Investment Review Board {or similar group) to manage and provide aversight for the information security-
related aspacts of the capital planning and Investment control process. Refated contrals: PM-4, SA-2.
PM-04.01-00 PM-d PLAN OF ACTION AND MILESTONES PA-04.01-00 Control: The organization lmplaments a process fot ensuring that plans of action and milestones for the security program and the d systems are!
PROCESS maintalned and document the remedial Infermation security actions to mitigate rick 10 otganizational vperations and assets; individua's, other organizations, and the Nathon.
id The plan of action and mikestones is a key decumeat in the information securlty program and is subject to federal reporting reguirements established by
PM-05.01-00 PM-5 INFORMATION SYSTEM INVENTORY PM-05.01-C0 Contrel: The organization develeps and maintains an inventery of its information systems, .
idi This contrel the inventory requirsments In FISMA, OMB provides guidance on i systams and d
Ng requiremens.
PM-06.01-00 PM-6 INFORMATION SECURITY MEASURES OF Ph-05.01-80 Contral: The organization develops, monitors, and reports on the results of Inf lon securlty f perft
PERFORMANCE
™ of per are ol based metrics used by an organizaticn to maasure the effectiveness or etficiency of the information secirity
PM-07.01-80 PM-7 ENTERPRISE ARCHITECTURE Ph-GT.01-C0 fon for security and the resulting risk to arganizational operations, organizational assets,
d It | The enterprise e ped by the is aligned with the Federal rprit 2, The integratien of Inf: ion security
. regulicements and assaclated security contrals into the arganization’s entarprise architecture helps to ensure that securlty considerations are addressed by organizations early in
Pi-08,01-C0 PM-8 CRITICAL INFRASTRUCTURE PLAN PM-08.01-00 Contral: The organization addresses _io_d_m__n: security issues in the development, dacumentation, and updating of a critical infrastructure angd key resourses pratection plan.
1l i | The raquirement and guidance for defining critleal infrastructure and key and for ing an i gritlcal plan
lare found in applicable federal laws, Executive Orders, directives, policles, regulations, standards, and guidance. Related gontrols: PM-1, PM-0, PM-11, RA-3.
PA-09,01-00 PR-9 RISK MANAGEMENT STRATEGY PhA-O.01.00- [Cantrol: The organization:
PHA-09.01-01 [PM-08.01-01 a, Develops 3 comprehensive strategy to manage risk to Z ions and assets, indi other and the Nation lated with the flon and
use of information systems; and . -
PM-09.01-02 [PM-05.01-02 b. that strategy i across the ’
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1) Trure the confidentiakty, _i.u:a and avaitability ol all degtronic protected
maintaira, or ransmits,
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|Vendor will ::n!:ﬂa vlruu-wl u.danﬂ...ﬂ ® ia«ﬂ.ﬁ 3:0; nskmguﬂnaiﬁna

12) Protect gl hagards to t ity or imtegrity of such & v
[3) Protect agai Y by . L . t q subpart £of
this part.
7 |[HIPARDC.Z 164.306{b) Flexfontty of Apgeosch () Rexlbility of spproach.
(2] Vendor may use sny security moasumes that aliow the vendor to rexsonably and appropriately impkement the standards snd
i ths subpart. .
2] 1 decieling which security memsures 1o use, a wendartake Into account the following facters: ¥
i} The sits, cornptexity, and capabiligies af the covered enthy.
{b) The verrdor's techrical hardware, ¥ capabilities.
{1} The costs of securlty mesures.
3 [MPARGO3 162.206(c) Sandards 5 A vendor weith 5 provided in this tection and in § 164,308, v
5168,210,%168,312,§ 164314, and § 164
& [MPAALDA T85.306(8] ImpherevTtion Specifcations {d) implementation specifications,
i this subgart:
1) Man I required, the word "Required” appears
in atber the title of thein o I b i theword
lappears in aher the title of
(2] When  sandard adopted In § 164.308, §164.310, § 164312, £ 164,314, or § 164,316 Ineluded fequbred Implementation specfications,
musT i
. |18} When a standard adapted in § 164,308, § 164,320, ¥
4§ 360.312, § 162814, or § 264, acovered entity must—
i) s whether cach ] W feguard in fs when
reference o the likely the entiny's i ion; and
i) As applicable 1o the entity-
8} i e or
L)
E._ Docurnent why |t would ot be rezsonsbie and appropriate o im !ia:.a_auislﬁ.s, 4
164.206(8} makTiengnce Security mepsures o comply specificatiors adopted under § 163,105
..sas_...!_.v.aaﬁ”wna«xsa-iaﬂ-r._aaaal3§.§~§§§%%rlﬁ§iﬂﬂ§&aﬂq§x v
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16330BLHIHA)  [Risk Analysis Wewdar will conduct en ‘and valrerabiktics to the confidentiality, integrity, and Y
vaitgbility entity.
1623081)(LHE)  {Rsk Management Vordor will imghosentt secutity meveures sufficient 1o ilfties o a o comply with v
S5 163.2066a).
Sanction Policy [Verwdor will apply. i who fail by with- ¥ pokeles and procedurcs of thr v
coveres entity.
Information System Activity Renew 53215.32!.2. procedures to regularty review fecords of inforation system octivity, such 5 audit logs, secess reports, and ¥
eports
162 308(e02) Zmigned e ety he policks and procedures N
equiced by ehi ubparefor the sniit, -
269.305{0K 3K} Woritores Semirty vendor will ard procodures. thet il workmros have appiopriste 2ttt 1o ehectronk pobectd
[realtn s provided under t 4nd to prevent Chose waskiinte mevabers nho da Mot have sccess ¥
undes parporech t S, abtair 0
160 508(aI(3KFNA] | Authorization sndfor Supervision = kot i members whe N
- i Ipgations whmte it o ght b scnstad,
164.308a)(3KiNE)  [Workiorce Clearance Proceduce andar will That the accest of @ .
163 305(aININC]  [Termination Procedures ventor for Focesr when the 2 workfarce '
membes eady o 33 reguired by denwrmipation made a5 o K@) of hy
163 305 [a](3 1} {informartion Acoem Mwnapzmmm [wendor wil implement policies for angzzwﬁs&g_:gésgiégii M
bpart E of shis part,
164 308@)(ANiIKA;  [moktion Health Clearinghouse Functions partofa lager the must ] provedures That proTect the B
riectronic provtected health ot i i by the bargser.
163.208{aj{afiKe] [Accesz Authorization palich Tor pranting. on, for Eamph, wa P
propram, proves; or oth
163.308ENOKAKE}  [Accers Establishment and Modibcation Vendor will ! procedures that, the wntity pelices, extablak, ocument, roview, and «
— modity 3 vear's Gghtolaccesste a fion, program, or (roce:
164 308G Sweurtty Awarwnus TFOMME Vendar willimplement a security awarerscss and traiing program for #l members of ity wor kforce ¥
ender will digtl updates. Y
[Fendor will Fave procedures for uRrding apAins?, detesting, aird eporieg Tl sotware. ¥
vendor will have procedures for monitoring fog-in atbmpts and reporting discrepances: ¥
I¥endor will have procedvrss for creating, changog, s Rasswards, k]
[164 508126101 Vendar will Implement policics and provedures to sddress seourity nsidenty. ¥
HIPAA 22X (164 30EITERH) Resporae and Repotting, W erdor wil (dentity and resp ‘or knorwn security incldents; Titgate, ‘af security Y
. Ingidents shat ane known to and
23 [HIPAADLIZ 162308070 [Contingency Fian Veshdon well &tablich {and impiement as needed) S_Ea.anvas?.d.aﬂgninssaaﬂssieg:qﬁ_?;hsu»
fire, vandaliim, system fadure, and naturs! disastec] that demages systems, that contain electronic protected health informations. ¥
163.303[a)F0KA)  |Data Backup Plan Vendor wil creatr. e copies of ¥
163.305WNTNIKBl _|Disioter Retovery Plan endar wilestatiish {an impletent e nocded) proceelures t *eitorn [og of dita, Y
LEAI0BMTNIC  |[Emepency Mode Operation Flan ior: of critical business processes for protestion of the ¥
. é:QohuwnzSau, e
168 30B(SHTNIAC]___|vestng and Ravision Procedures Wendor wifl impieinens grocedutes far pertodic E.anla_ﬁ_nﬁnn.a.a.ise plars. Y
TEAIOBEATHNRE)  |Applkations and Cata Criticalicy Analyrs Y ard dat; ‘other v

164.308(b)i4]

163, 3060181 Eemation ¥ endor will perform n cvaluation, based initially ups ndarcs rider this ruke and
o ey W that ¥
she. hich an eofity's seruriky alldes
164 30806H1) Auiness Amociate Contracts Covered Exty, §164.308, b ate [Vemdar) o creake,reocive, maintai, or T el cieeron
- protected health on behalf only if the ssuzances, in ¥
164.379(a) that safeguard

[Verar vl 1R COGIMERE (comira<t) the Sat3actory assurances required by GarmEraph (L) of this section through 3 writter contract o
Oty MEAPREmENL with the bus mothats that mests the apolicable equirpmenty of § 164 31ata),




Updates

WP [0 |7 [AIPARGAS 163.316(b]i1} Docummtation [pocurrentatian. g
i) vardo: will maintain the policies and grocedures mplemented to comply with this subpart in written {which may be ehctranivc) form;
and .
i) W an action, agtivity y Wb be aintain a written (which may be ehectronic) reoord of
he actione actiary

uzsﬁ 0+ 110 [WiPaapade 162 316B)210 Time Lirnit [Vendor will retain Une documentaiion required by paragraph (B3] of this section for & years from the tate of its crewtion of the date when.
b Lt gt | e, i is

HPAR [0 (13 [HIPAAGSIT [evakability [vendor will makog thase pos P procedures t which the documentation _
pertzing,

WPAR 00 163 3 16(oI 214

12 _xag.:

e and updates & necded, n FESPONSE (O SIWIRNMIM ENLat of operational changes affecting the _
3eturity of the. protegted health -




] o 32[PHoL a2 PHi and Privacy, Facilay Wrien Comracts or |4 cawared entity, i accorduuce with § 163,506 [General Rulis), may pannk 3 business ss=0tarty ty wraste, rycehe, Maintam, oriamsmit SRctroni
A ks [ other PHI on the oo y's behalf anty if th n with & 164.514{a) that the butiness
164,3700a)(1)}

33[PHLOLEE PHT and Privacy, Facllity Covtred enthics must Implement policies and 0 la tolts < the facilty or facikies
Acoess Comtroks (§ in which they are boused, white etrsuring That propery authorized acoess s allowed,
160.3100)()
34|PHLDL.34 PHI and Privacy, Fagility ) ﬂoﬂinﬂu«ﬁ!ﬂi:ﬂﬂ% {and imptement that allow Facility #¢cess in support of restoration of kst data under the
Acsess Controks {§ Disaster Recovery Plan and Emergency Mode Dporations Plan i tie evert of an emergency.
163.320aK1Y .
35[PHLe2.35 PHI and Privacy, Faciltty Facllty Security Flan [Cuotomer and hosting provider(x) shall immlemeet policks and sguard the faciny quipment theve
| Access Controls (§ physical socess, tampering. and theft. .
262.310{z}(2)}
PHI 1 36[PHIOLIE Pl and Privacy, Facilny Access Cantrol and Hesting Provider shallirjiment procedures a cantrol and vakdata a peron's Coess (o (EHits baved on the 1ok orfancian, meRERE Ve
) |Acoess Contraks & Validation Procedures  {unetrol, and control of access te ot
165 370(a)(1))

PHI £ 37|FHL0L37 PHT and Privacy, Facility ordts hall implarmant polickes and procodkror (o Socument repas and modcItions 16 the Physical Cmponent: of 3 -un_,_a. which
ccess Comtrals (§ are i.sassé.._a {foreximpie, ..:oz.i:._w.&na and locks).
162, 3100a)1)

PHI o1 35(PHILOL3S PH{ and Privacy, General ﬂoﬂ_._nv.ssa!i__ B9<ute “Secure SRe Pro with Extended Validation S50 1+ the Third Party Yendor Versign and conflgare
Scope of Services [etenet Facing URLS on the Hasting Pravider ePH| ks of such Secure Site Pro with Extended Validation SSL

cortiticates ane designed to uﬂ‘x_»uuz.a.._ei& - in-thie micdi Secure Site Pro
S5 and are of wser traffic berween a Cluit brovrser and a hosted envinenment

PH! o2 39{PHLOL3S PHI and Privacy, Hesting Provider E z Gowss o ePHI when the employment of a worklorce member ends of a3 required by
|Access Management (3 In thy ki procecure paragraph.
164.208a)(a}} .

] o1 a0[PH1.OL30 PHI and Privacy, Information [The covered emity musti pokcis, for E ihirgg. ane modying to ePHI.

[access Management (§
164.308a){4))

PHT D1 A1[PHI0L.01 PHI ¥, Isolating. Hosting Provider shalk if a health i s part of a jargar T st implermant palicies and procegures
Access g i o [that protect the ePHI of whorized access by the langer
164.308{a)4Y .

PHI o1 27{PHILO14L Pl Access r 1 shall for granting access to efHI
Access Management [§ .
164.308{a)(4}}

PHI [ PH) 30 Privacy, Imbegrity (§ Covered entities must implement hardware, 1oftware, and/or uéko_.:":ana._wau.ys recond and examine activity in iformation systems that
26833200011 contaln or use eleconic PHI (Recuined]

PHI o1 PH1 amd Privacy, Notification |ePH) hal review a needed, 1w changes affecting
n the Case of Broach of Raview the securky of the skectronic PHI.
fussectred PHE {5 163.410)

FHI £ a5]PHILOLAS PHI and Privacy, Natification A usiness asociate shall, Talkiwing the discavery of 3 breach of umsecurad PHI, notiy the ;overed entity of such breach.
inthe Caze of Broachof .

Unsecured PRI {§ 164.430)

FHT o1 A5[PHI.0LAE . PHI and Privacy, Notification | Timakness of Except a5 p ¥ 164,412, 3 business otk i paragraph (3) of this

in the Case of Breach of Netification delay and In no case laterthan 30 cakmdar. ?5«:1%3535: breach,
. Unsecured PHI (§ 162.430)

PHI o az|rRIO1AT PHI and Frivacy, Person or Covered entities must implement policies and procedures to protect ekectronic PHI from Improper aResation or destruction,
Entity risthentication (¢
164.3126d) : .

PHI 01 25[PHI.DL.AE PHi Y, Person or © g ®FHI has not bean akered or destrayed in an unauthorized manner.
Entity. 0
168.312()

PH1 01 49|PHLOL .49 PHI 2nd Privacy, Policies and |Pokicies and Hasting Provider apprepriate polici to comphy with ndards, | i
Procedures and |specifications, or other requirements of this subpart. This standard i not 1 be comstrued to permit or excuse 30 3ction that viclates any
Documentation

168.316)

PHI G PHI and Privacy, Pobcies and | D " i} Mairtai comply with this. subpart in weittén {wrhich may e electronic) fam;
Procedures 2nd ui.&:n action, 559.2 i o Fhaintain 3 written {which may be ehectronic) record of the
Pocuinentation #ction, activity, or assessmaert, [§ umamnmEE_

16364216}
PHI o1 PHI and Privacy, Policles and [ Time Limit Hosting Provigershall ﬂu!?.gangsniﬁ_i.!u.ﬂuug _a__:eqsumuu.aiﬂmﬁ.aaa:::nnunn..anin:o:o:vngq
Procedures and wher k st wras in effecs, whichever k later,
Documentation
FHI 01 <2|PHI, 0152 PHI and Privacy, Policies and 2 Hosting o those persars for which the
. Procedures and Avalability pertalnz.
Ducumentation
i {4 164,376}
PHI 01 53]PHI.OL53 PHT and Privacy, Privacy - [ mmerder so help Customer mest these new security related o.ligations under HITECH, Hosting Provider Hosting Provider has devetaped the HIPAA
—alnﬂ_ian.ﬁ [security Services. This offering empi b that ing Provider security practices and sro
alignad with the. by HITECH,
54 PHL.0L.54 PHi and Privacy, - Hostmg Provider shal! Authorize temination of the contract s.:.n rovered entity, if
Requinkments for Group [violated a rarterizl term of the contract. (§ 164,314 [)(2)GHON.
Heattn Plans (§ 183-314(bK1)) .
S5{PHLE1SS PHI 3 Privacy, Securkty md Maddicati that, based upon the eMTY's actess authorzation
hsnisﬂmnanAﬂ_aw_n.m jpolicics, establish, docurnent, review, and modify 3 wer's right of access to ¥ workstation, transaction, Brgram, of process.
163 3680aji5H X .
56[PHL.OLSE PHI ard Privacy, Security Cavered entities must [mplnveat 3 security awaroness and training program far alt members of fts Ti ng
v renirs and Training (5 -
762,308(z)(5))

[FRI 3 S7[PHLOLS7 PRI and Frivacy, Security Security Reminders - hall Inpternent updites.

| Awaranass ang Tralolag (§ !
164

PH! 3 41 and Privacy, Security | Protection from Hasthng Provider shall pro cedures for guarding against, Getecting, and reparting malwiovs software,
Avearenass and Training (| Maliciows Sotterary
154, 308(akS)




i R resrnt Tty 1!
g ¥
01 1 13
01 E] Y
01 3 (Thve audit trail shall capture alt actipes; onnestle ns and ¥
3 o0 afiks0n.a IRS 1075
. (Thie awddit trail shall capture al actions, <connections and requests performed by privileged rsers ﬁ!ia by virtue of function, amdfor seniority,
has been 2located pawers within the gompueter systern, which are signi 80 than i jority of . Such persouns ¥
[witl Inchade, for cxample, the and necwark whe are respons|bie for keuping the system available and may
Auciit, need lles 25 well 25 3dd 10 of amgnd The isti
RS 01 5/IRS.0L5 1R 2075 _l B
LBwcit
IR o1 G[IRS.01.6 1S 1075 pucit ¥
15 o1 7[IRS.01.7 1R5 1075 ° v
| rwcit
3 o1 215005 RS 1075 [rucit A
3 o3 9/IR5.019 IRS 1075 v
it
3 B 10[1R5.01.10 1S 1075
¥
At
IR 1075 . ¥
IR 1075 | P Y
IFS5 1075 o Y
IR 1075 Bt ¥
IFS5 1075 ™ Y
IR 1075 “[The auct trallshall capture: ) the date of the syiem events 1]t time of the Syt ety T Che Type a7 systom #vent INGRES: 2 W1 he ey 4
Akt stcmunt, Tystem sesoum, service of procss wxparsibis for InaiREThe
1R5 1075 Pasyword -.a.:.a-nnoaeﬂn_ chamactars. ¥
RS 1075 Users shall commit pasywords to memory, avokd writing passvo 10k domm aad niver dbclosw pazswords to other (e.g., with a co-worker in ordar
Password to share filos) s
RS 1075 Password Users shall be prolbited from using thele last sia passwirds 19 deter reuse of the same patsword. ¥
RS 1075 Usérs shail be prohiifted from changing their passwords for at Ieast 15 days aRer icaning, i 2z Ut shall M
Password be 15 days aftera cecont pascwerd change,
RS 1075 Pazsward User sccount lockour feature shalt disabl the ysar azcount after 3 unsucessful logi Y
22(1R5.01,22 IR5 1073 Use of dictionary words, popular phrases, of obvibus Gembinations ef ketters and numbers in v.ﬂio-&u.a__uu‘un_%ut.i possibie, Obvious
oF letters and numbars narmes, iast names, inttlat, pot names, user accouns spelked backwards, repkating charactars, ¥
Pagsword i
23|I5.02.23 RS 1075 Password ¥
24(IRS.0L24 RS 1075 Password Y
25| IRs.00.25 ﬁsu Passward ¥
26(IRS.G1.26 IRS 1075 Pasward Y
27| IRS.5127 {5 1075 v
Password
28(IRS.0128 IRS 1075 ;
Password ¢
25(IR5.0L.28 _.uvxa.&ui__gan._ﬂnnﬁamo&?u: TN, T prVECGEd ST Tveounts i N
password cracking or gther attagk and penetration methods.
30[tRS.01. 30 ¥
A |rReon21 ¥
3ZiRs.00.32 7
33[IR5.00.33 .
screen.
RS 01 341150134 nem =.==u..u:suE&Eu&:;wz!ﬁiasﬁ:aﬁﬂugz. ¥
iR o1 35{1R5.01,35 ¥
3 o1 S7(IRS.0L37
Swction 9.18.40
Protecting FT1 ina Cloud ¥
Computing Environment
. Tochmical Recuirements |The system architectuse & configeind 73 3 three-tier physically that provide of the T and
arvess to the databate through the applicarion i limaed.
3 1 3|IR5.01.35 IRS 1075
Section 8.18.34
Protecting F11 in 2 Cloud ¥
Computing Environment .
Technical the that recelves, processes, stores artransmits FT to an through the
. ith: the reguirements of Publication 1075 and ke subtect to ff vulnerabillty testing
185 3 39(IR5.01.5% RS 1075 [Aceess To vt ication Process. The AUKEATKATION Mwst Use 3 mIITR ol W reces of.
Section 5.15.14 Khough more than twa rerify the dentity. Onc of e st be a <h; only
ng Py in L the agency directly to . Examples of shared seqoets ingleder 3 unkque wermame, PIN ¥
" lcomputing| rurber, issusd by the agency to the customer through 4 se¢ure mechankm. Case number does not meet the srandard a5 3|
Technical Requirements. [shared secree because that case number &l shown on all the customer 1l das P that ft s anly
Kahwn 1 he porties invalved in the communication.
3 01 90|IRS.02.80 IRS 1075
‘ . section 9.18.14 .
ing FT1 _qun_u__n ithin the 1W0s, ProCOSSes, S1GTes, OF transmits A1 t9 an through the is hardesmed i M
omputing 1RS 2075 policy. The Publication 1075 policy can be met by utilizing the Safeguards Camputer Security Evaluation
SeMings forthe nuu_an!nouo.u:anﬂﬂn:_ of thy ey
ITvese SCSEMs are svaliaie for dowioad fromthe 115 Safeguards wabite,
WS [oL EN S RS 1075
. Section9.18.14.
Prytecting FTF In a Claud . v
Ct Prior to implementing the web portal, the agendy amst condust 4 thorough test of th por 10 ensure the FT1 ks not
internal and The results of the tost the I%5 Offi alongwhth a
corvective action plan for sddressing vulnerabilitie: idestified, .
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%5|IR5.01.59

RS 1075

Section 5.18.12
Prozecting FT! in irtwal
Emvirenments -
[Technical Requirements.

Victual. s g confleured to

vent FT1 from being

60150160

RS 1075

Sectidn9.18.12
Protecting FT1 in Virtual
Emviranments. -
| Technical Requireme ms

G1iRS.01.61

185 1075

section.18.23
Prétecting FTI in Virtval
Environments -
Technical Reauiraments

autside of the VM whaon system ears oceur,

jBackups {virtual maching tnapshot} must be properly secured and mmst be stored ina logical location where the backup is only accessible to these
with 2 re4dd 1o knaw.

63[IR5.01.63

_ﬂm 1075

Srction 9.18.13
Protecting FT) In vOre
etwarks - Tethnical

! 6A|IRS.0L 68

RS 1075

Section 9.18,13
Protogting FTI in VOIP
Metwotis.- Technical
Reguirements

85[IR5.62,65

ﬁ 1075

Sectlon 9.18,13
Fretecting FT1 i VOIP
Natworks.- Technical

611RS.01.66

RS 1075

Section5.18.13
Protectiag FT1 in VO{Z
Networks - Technlcal
Requiruments

o1

01

&7 |IR5.01.67

RS 1075

[Section 9.18.13
pratecting FT1 In VOIP
Networks « Teehnical

oIP traffic that e¢maing FT) shauki be sagmanted off from nan. Vol trafflc i a virtual Local Area Netwark (vLAN] or other segmentation
methad, If complete segmentation i aat feasible, the apeacy mutt have companzating controks in piver and Property apphed which restrict actess.
to VoIP traffic which contains £T1.

VoiP traffic st by b

¥hen FT? & in-tramsit across the: network {vither Internet orstate apency's ng 3 NiST-approved

Yolk netwirk routers, switches, firtwalls) must be physically protected in 3ccondance with the minimum protection standards
teal security outlined in IRS Publication 1075, section 4.0, Secure Storage. -

the VoiP network is hardertd In accordance with the

VaIP-roady firewalls must be wsed b fiter VolP traffic o the patwork.

6B IRS.01.68

RS 1075

Section 9.15.13
‘Protecting FTI in YOIP
Netvrorks - Tecknical

Reguicements

€3(IRS.02.65

IRS 1075

Section 5.18.13
Protecting FTi in wOIe
Neétworie - Technical

entation with P11 and annua ity thoreatter.

T0[iRs.00e

IRS 1075

=3

T1[IRS.01.77

Section 918,13

Pratecting FT1in VOIF
Networks - Technical

Protecting KT in YOIP

Carsider variety of s such e
laccess Control (MAC).

cach transition polnt, or at tha davice kewel, suth 2= Media )

T2[1r5.01.72

Networks - Technical
Requirements.
[section .18.13
Protecting FT1 in VOIP

otworks - Technical ™™
Requirements

IRS

T3(RS.01.73

[RS 1075

Section 5.18.13
Protecting FT1 in VOIP
Ketworls - Tachmical

Use stavic 1P sddresses far the phones.

Employ an Intrusion detectian ftimate DHCP source.

5[ IRS.0L7TS

165 1575

[Contract Language.

76|IRS.CL 7E

IFS 1075

Contract Languape

T7|RS.0L 7Y

IRS 1075

Contract Language

noa.ugFoiaun‘u_.nuaua_u_.«k:inu_maioa.;voaaatiau_.gwai.d?an noa.naowuwaasasgi.a_u:numnax
eibility for compliance by his or her with the foliowiay .

|all work will be performed under the supervision of the comtractor or the conteaqior's nsible er

[Any Federal tax returns of retum Information (hereafter refemed to a3 retunms of netum iformaton) made JvailRbie shal b2 Vped ol Tor the
purpose of carrying out f this contract. shall be treated a5 confldentisl and shal not be
[divulped or made known in 2ny rmanner to any person exoept 75 may be necessary in the performance of this contract. Inspectian by or disclosure
[to amyonie ather than an officer or em o the contractor i

TE|IRS.01.78

185 1075

[Contract La

79|IRS.01.79

IRS 1075

IConteact Langa,

20|IRS.0N.80

IF5 1075

Cantract L

B1IRS.01.81

RS 1075

Contract Lany

AN roturns and retum informatizn will be accouied far upon Pt
related outpart and lucts will be riven the same jevel of ion 3t

befory, during and
ired for the s0urce matarial,

¥ 3adition, 2l

o work involing seturrs and retyrn information fumnished undoer this contract will be subcoatracted without prior written agareval of the IRS.

The somtractor will maintain a list of efmpioyers authonzed access. Such It will be Arovided te the ApeNcy and, UPGR RQUER, £o The IRS revicring
office.

The a will have the 1o void the contract if the comractar falk to provide the satepuards described above.
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provider is

unimportant to
' the service
consumer
(assuming the
service can
detect and
apply the
relivant
security
protocols that
| may apety
based on the
. The location of a service provider is unimpartant to the service cansumer and vice-versa Location transparency helps provide the |origination
SLNL 1] 2115LN1.1.21 |Location Transparency de-coupling of service consumers and providers necessary for extensive SOA Serviee reuse location)
LConcurrent Service )
SLNL 1] 22]5LN1.1.22 |Versions Twrm:;om design, implementation, and consumption shall support multiple versions of a SOA Service in production concurrently. b
- Service consumers shall be able to migrate te a newer version of a SOA Service gracefully, Service consymers should migrate to a
Graceful Service mew version of a SOA Service as part of a normal maintenance process, The coordinated deployment of service consumers and
SLN1 1l 23|SLN11.23 [Migration service providers shculd not be necessary Y
Applications indluded i the INtegration can raise evenis WICH MUst DE processed consistently, Events allow the applications
that are included in the integration to notify ather applications that semething important has occurred, The events that are
raised by applications must not be ignored and the architecture should handle the events in a consistent manner. Each event
SLNL it 24|SLNi124 |EventProcessing should trigger the appropriate response. Y
SLNL 13 25|SLN2.1.25 |Service Classification All services shall be elassified with one of the following values: Presentation, Process, Busingss, Data, Access, or Utility Y
Service Portfolio All services shail be reviewed, classified, and cataloged prior to use. Duplicate services shall be rationaled and retired
SLN 1] 26|SLN1.1.26 |Management appropriately ¥
SLN1 1| 27fSLN1.1.27 |Service Ownership All services shall have key stakeholderfowners identified Y
WSDL Development
SLN1 1| 28|SLN1.1.28 [Standards All WSDLs developed for Vermant shall conform to the WSDL Development Standards Y
SLN1 1| 25|SLN1.1.29 |XSD Standardization All 50A-related messages shall be farmally defined with XSO (preferable) or CTDs. Y
SLN1 1| 30|SIN1.1.30 |SOA Service Langy SQA-related services hosted should be impiemented in Java. Y
SLN1 1| 3i|5IN1.1.31 [SOA policy Implemented services shall rely on WS-Policy con Y
The toliowing metadata antributes shall be or 2ll services in The services ¢atal om name, Ti e status, class,
description, owner, version, revision histery, release frequency, versioning policy, deprecation policy, message exchange
pattems, compensating transaction mcuuoﬂ. availzhikty qmncma:._m_._nm‘ voiume, max message size, security attributes, sia, logging
SLN1 1| 3Z{SLN1.1.32 {SOA Metadata qmn::m_.:msﬁ& Y
50A services shall be attributed with one of the-following 50a. _.amn.xn_m Status values: Candidate, Justifi mn_ Defi _..mn_ Designed,
SLN1 1] 32[SLN1.1.33 1SOA Lifecycle Status Implemented, Operational, or Retired. ‘ Y
Central S0A Compenent The service bus, registry, and repesitory shall be deployed as sne logical entity in production instead of federating for each
SLNL 1| 24[|5LN1.1.34 |Depleyment agency. SOA component federation shall not be permitted, Y
SLN1 1] 35|SLN1.1.35 |SQA IdM Integration SCA technology components shall rely on the central IdM technology components for authentication/authorization Y
SLNL 1l 36|SLN1.1.36 Business rules implemented with the rules engine should be acressed through a SOA service Y
Be designed, built and n_mu_oe_ma with enterprise architecture best practices including substantial reliance an highly configurable
SLN1 1| 37|5LN1.1.37 |SOA General SOA components. - hd
SLN1 1| 38[5LNL.1.38 |SOA General Solutions shall provide qm__m_u_m. once-only delivery of (guarantee of reliable and non-repetitive delivery). Y
Yes, inchuding
Electornic
Data
Inerchange
Solutions shall support the industry-standards messaging and interfaces relevant to health and human services organizations {EDI) X12
including, but not limited to: - Health Level Seven (HL7) Versions 2.x,3.x, and CCD - Integrating the Healtheare Enterprise (IHE) healthcare
SLN1 1| 39|5LN1.1.39 |SOA General XD* Profiles format
| Solutions shall provide the technology that hosts the execution of process logic spanning multiple back-end mm«snmw or
lapplications - typically for short-term (seconds or minutes] processes that can oceasionally also be leng term (hours, days, weeks)
- with the aim of implementing composite services or automated solution-to-Solution processes, Features include: ' Graphical -
design surface for specifying process flows ' Support for standard specification languages including Business Process Modeling
Notation {BPMN) " Support for standard representations including Susiness Progess Execution Language (BPEL), XML Process
Definition Language (XPDL}, Business Process Madeling Language {BPNL) and Web Services Flow Langusage (WSFL) ' Ability to
SLNZ 1} 40|SIN1.1.40 |SQA General Y

specify compensating transactions and execute those transactions upon fzilure of the process flow ' Integration with workflow




SLNL

51|SLN1.1.51

50A General

Solutions shall provide the tooling that enables the recording (storage) or retrieving (reading) of information {data) from data
stores. An example is distributed query functionality that parses incoming queries inte sub queries and the execution of these
'sub gueries, via the connectwity layer, against the respective sources where the desired data resides,

SLN1

SOA General

Soiutions shall provide the data infrastructure teoling that enables users to represent semantic models, identify model-to-madel

SLN1

52|5LN1.1.52

53{5LN1.1.53

SOA General

relationships, and execute the necessary translations to reconciie data with differing semantic models.

Solutions shall provide optimization servites that continucusly read various types of metadata from across the architecture, The
optimization verbs shall use the sernantic/logical services to reconcile context to data content and delver agaist some aspect of
the application service-leve!l agreaement (requirements far data quality, data freshness, data volumes, throughput um_.m_.:m.nma.
data-mining results, oan-demand data ation or summarization, data enrickment, and many others).

SLN1

£4[5iN1.1.54

S0A General

Solutiens shall provide tooling that supports data profiling: the process of examining the data available in an existing data source
(for example, 2 database or a file}, and collecting statistics and infarmation about that data. The purpose of these statistics may
be to:' Find put whether existing data can easily be used for other purposes, * Give metrics an data quality, including whether |
the data conforms to company standards. * Assess the risk involved in integrating data for new appiications. ' Track data quality.
Assess whether metadata accurately deseribes the actual values in the source database. ' Establish an understanding of data
chatlenges early in any data-intensive project, so that late project surprises are avoided. Finding data problems late in the project
can incur time delays and project cost overruns. ' Have an enterprise view of all data for uses such as master data management
[MDM), where key data is needed, or data governance, for improving data quality.

SLN1

SLN1.1.55

SOA General

Y

Selutiens shall provide a modeling environment to support the roles of the business analyst, pracess architect, Solution architect
and developer. It enakles the modeling and architecture of all pracass artifacts.

SLNL

|50A General

Y

SLN1

SQA General

Y

Sclutions shall support individual and group teamwork at desfgn time and rustime.

Solutions skall kave the ability to track a message from: its origin te its destination (inside a firewa
message and address exceptions [for example, resend the message if 2 target times out), Usuall

quire on the status of that
plemented via a warehouse

ves; Tul
transational
“functionai”
SAGA wiHl e
tracked.

S0A General

for archiving messages tegether with the associated tracking and logging data,
The Solution must incorporate Rele/Group-based rights for the management of the Service Bus across the environments.

SLN1

SLNL

58|SLNL.1.59

S04 General

Y

Salutions shall have: * Pratocols: The ability To use standards-vased communication protocols, such as TCP/IP, HTTR, HTTP/S and
SMTP. ' Protocol bridging: The ability to convert between the protocol native to the messaging platfarm and other protocols,
such as Remote Method Invecation {(RMI), IIOP ang -NET remoting.

SLNT

60[SLN1.1.60

SCA General

Solutions shali have features that enable in-flight message manipulation, such as transformation (typically XML-based), intelligent

SLN1

61|SLNL.1.61

SOA General

routing, naming and addressing.
>

; !
" Stare and forward: Ability to persist a message and then send it to destinations. ' Publish/subscribe: Ability to distribute a
message to multiple destinations based on a message attribute usually described as the subject area of the message. '

request made by the source. ' Content-based: The ability to route a message based on a value or values within a message. For
example, the ability to route a referral message whose target turnarourid time is small 1o a different set of targets than a referral
message whose turnargund time is high. .

Request/reply: Ability to correlate asynchronous messages so that the target's response is associated with the appropriate .

SLN1

62|SLN2.1.62

SOA General

SoluTions shall provide 7or SyYNTaciic CONVersion and semantic transiormation, INCILAINg ease of Use and reuse, number of built-in
functions, ease of extending the transformation function with custom-coded logic and XML support {e.g- schema or Extensible
Stylesheet Language Trensformations [XSLT]).

63|5LN1.163

SOA General

Soiutions shall have the capability during operations, to assist service consumers by dynamically finding, binding te and invoking
the execution of service providers.

SLN1

SLNL

54/5LN1.1.64

SOA Genergl

Solitions shall provide the technology that combines design tools and runtime are to implement programs that act as glue,
transforming ameng protocols, connecting te databases and linking pre-S0A Application Programming Interfaces (APIs) 1o the
SOA backplane. To support B2B projects, adapters also need to support SOA services using B28 prototols such as Applicability
Statement 1 {AS1)/Applicabifty Statement 2 [AS2), ResettaNet and Electronic Data interchange for Administration, Commerce
and Transportation (EDIFACT).

SLNL

65]|5LNL.1.65

SOA General

<

An Enterprise Metadata Repository shall provide design-time governance in support of the service ifecycie, delivering key
capabilities for the storage and management of an extensible set of metadata for number of composites, services, business
processes, ang other |T-related assets

SLN1

66/5LN1.1.66

SDA General

A Serviee Registry shall serve as an integration point for runtime teoling

SLN1

67|SLN1.1.67

SOA General

Service Bus shall subscribe to new or modified assets

SLN1

E8{SLN1.1.68

SOA General

Composite applications shall discover updated endpoints and WSDL locations

SLN1

[ ek S

69|SLN1.1.63

S0A General

Runtime monitoring tooling shall publish metrics to the Servite Registry '

SLN1

s

70[5LNLLFT

SOA General

Security palicy marager for Web services that allows for eentrally defined security pelicies that govern Web services operations
{such as access policy, logging policy, and load balancing)

SLNL

71|5LN1.L.71

SQA General

Shall provide dynamic discovery and service level monitoring of all artifacts deployed in the Applicatian Server

SLN1

72{5LN1,3.72

S0A General

<< |=<j=<i<|<|=<

Froject teams {vendor-supphed or otherwise] shall define governance processes for the following domains:1. Service Portfolio

|Mgmt, 2. Services Technical Arch, 3. Service Design & Dev, 4. Configuration & Release Mgmt, 5. Contract Mgmt, 6. Service

Monitoring & Control, 7. Incigent Mgmt, 8. Change Mgmt




* |should be qmun___,.. searchable by user _u or client 1D, ._._.__m must 3_"__._n_m _uc." is not limited to: - The user I of the person who
made the change - The date and time of the change - The physical, software/hardware and/or network location of the
person while making the change - The information that was changed - The cutcome of the event - The data before and
SLN2 1 1{5tN2.1.1 Audit General after it was changed, and which sereens were accessed and used ¥ .
VES SUIOLONG
shall pravent
medifications
to the audit
records, in the
normal course
of operatians.
Any change or
- removal of an
audit record
would requird
signed
leadership
) anproval and
wauld be
SLN2 1 2[SLN2.1.2 Audit General Solutians shall prevent modifications to the audit records. docurnemed.
SLNZ i 3|SLN2.1.3 Audit General The m&moﬁn Solution must provide legging, reporting and accessing errors and exceptions. ¥
Solutions shall provide capability for integrating consent audit trwils and data aceess audit trails in a consolidated repar o
SLNZ i 4[5LN2.14  [Audit General suppart consent rule enforcement or investigation including audit trails based on deprecared rules or policies. ¥
SLN2 1 5|5LN2.1.5 Audit General Solutions shall generate and protect consent audit events at the same or better-levels as other data access audit records. ¥
Sclutions shall aliow an authorized administrator to set the INCIUSION or exclusion of auditable events based on
SLN2 1 6|SLN2.1.6 Audit General organizational policy & opersting requirements/limits. Y
Salutions shall support logging to a common audit engine using the schema and transports specified in the Integrating the
SLN2 1 7ISiN2.1.7 Audit Gengral _._mw.._m__.,uﬂqm m:ﬁ?:.mm :xmu Audit ﬂm__u and zoum Eﬂzmﬁ_ﬂ,_na B.z_p“ profile, >ca= Log sp mn_,qnm."_a? hi
pIal aLTe ECT SEL EVE ATy B Jud TRLd
minimum the events shall include those listed rm«m ma_.n\mﬂou user login/logout - session timeout - account lockout -
client record created/viewed/updated/deleted - scheduling - query - order - node-authentication failure - signature
created/validated - Persanally Identifiable Information (P11} export - Pl import - security administration events - backup
SLN2 1 B[SLN2.1.8 Audit General and restore ¥
=0T T TIOM U dUUI TECTTOS 1T
the following two ways: 1) Solitions shall provide the sudit records in a manner suitable for the user to interpret the
information. Selutions shall provide the capability to generate reports based on ranges of Solution date and time that audit
recortds were collected. 2) Solutions shall be able te export logs inta text format in such a manner as to allow correlation
SLNZ 1 9ISLN2.1.8 Audit General based on time {e.¢. Coordinated Universal Time (UTC] synchronization). Y
Solutions shall be able to perform time synchronization cmmzmlz._igﬂu. and use this synchronized time in ail security
SLNZ 1] J0|SLN2.1.10 _ |Audit General records of time. ¥
SLN2 1 11|5Lh2.1.11  JAudit | Selutions shall have the ability to format for export recorded time stamps using UTC based on 156 8601 hi
Selutions shall prohitit all users read access te the audtt records, except those Users that have been granteg expiicit read
SLN2 1 12|SLN2.1.12  jAudit General access. Y
] Solutions shall protect the stored audit records from unauthorized modification or geletion, SCIUTIONS Shall prevent
SLNZ 1 13|SLNZ.1.13 = |Audit General modifications to the audit records. ¥
Provide the ability 10 audit and Iog the AETWGTK Systern/applicetion and detalled Bser actvity Eluding Gata available to The
user, data viewed by user, data downloaded by user, data uploaded by the sofution, and all actions taken by user while in
SLN2 1 14|5LN2.1.14  [Audit General the systern) in accordance with policy defined by the Exchange. ¥ Auditing
Provide 2nd retain transaction jogs in aceordance with the National Institute of Standards and Technology (NIST)
SLNZ 1 15|SLN2.1.15  |Audit General requirements. ¥ Auditing
SLN2 1 16[SLN2.3.16  [Audit General Provide and retain transaction logs in accerdance with the Health Insurance Portability and Accountability Act {HIPAA). Y Auditing
SLNZ 1 17[SLN2.1.17 jAudit General Provide and retain transaction logs in accerdonce with the Harmonized Security and Privacy Frarework. Y Auditing
SUN2 1] 18[SLN2.1.18 |Audit General Provide reporting for security audits and compliance activities based on designated timeframes. Y Auditing
SLN2 1 19[5LN2.1.19  |Audit General Provide ability to set security controls for audit fogs via role based access controls. T Y Auditing
SLN2 1 20{5LN2.1.20  |Audit General Provide flexible audit repart function ﬁ including on demand feature) and audit logging ablity. ¥ Auditing




s
3 F‘%?Ai&vh\fq

Shared Analytics _3“33._._2:3 Salutians m:m__ 29:% scalable architecture m:n. mcuuon n_mm_mz that will
provide flexibility to add more data fields arnd change granularity level efficiently as analytic demand
SLN3 1|SLN3.1.1 matures and axpands. Y
R Shared Analytics Infrastructure Sciutions shall-have the zhility to Equm delta change of data from
SLN3 2|SLN3.1.2 diverse systems and populate them to Shared Analytics. ¥
Shared Analytics Infrastructure Solutions shall pravide the ability to capture and load data via Service
SLNE 3|SLN3.1.3 Orfented Architecture (SOA)-based services and the ability to schedule data integraticn and load jobs. Y
) . Shared Analytics Infrastructure Selutions shall include the ability to facikitate dasign and construction of
SLN3 4|SLN3.1.4  |Business intelligence Generat data integration processes. ¥
Shared Analytics Infrastructure moﬂc"_osm shall provide ﬁ_._m ability .nu create custom transformations and
SLN3 5[5LN3.1.5  |Business {ntelligence General Y
SLN3 6[5LN3.1.6  [Business inteliigence General ¥
Shared Analytics Infrastructure Solutions shall have njm ahility to suppert physical creation and storage of
SLN3 7ISLN3.1.7 _ [Business Intelligence General views as well as logical view. hd
SLNZ B|5LN3.1.8  |Business Intelligence General Shared gu_ﬁﬁ Infrastructure Selutions shalt support design to facilitate a single view of business data, ¥
Shared Analytics Infrastructure Solutians shall support Online Analytical Protessing (OLAP) database
SLNZ 8|SLNZ.1.9 Business [ntelligence General structure for use in analytics and business intelligence. ¥
- Shared Analytics Infrastructure Solutions shall support hierarchical drill up/dewn; ad-hoe query; multi-
SLNZ 1G[SLN3.1.1¢ |Business [ntelligence General dimensional view and muitidimensional table. A
SLN3 11|5LN3.1.11 |Susiness intelligence General Shared Analytics Infrastructure Solutions shall provide the ability to support data mining functions. ¥
SLNZ 12|SLN3.1.12 |Business intelligence General Shared Analytics Infrastructure Solutions shall provide the ability te perform in-database analyties.
[Shared Analytics Infrastructure Solutions shall offer options to use Database Management Solution
SLNZ 13|SLN3.1.13 |Business tntelligence General (DBMS)-int: ed data integration tool and/or third party vendor integration tool. ¥
|Shared Analytics Infrastructure Solutions shall support fast large volume data lading 2nd shall have ﬂzm
SLNZ 14{SLN3.1.14 |Business intelligence General ability to capture real-time data. ¥
Solutians shall provide the ability to impose graduated access to reports based on user role and agency
SLN3 15|5LN3.1.15 |Business Intelligence General requirements/permissions to better analyze program gata. ) ¥
The Solution's business intelligence and reparting capabilities must be scalable to accommodate changes
in Solution scale including changes in user population, transaction valume, throughput and geographical
SLNZ 16/SLN3.1.16 |Business Intelligence General * distribution while maintaining the agreed service levels. - Y
Solutions shall have a mechanism te share specitic data {e.g. imited n_ms sets, detailed cata at the level of
! the individual but with the data anonymous and completely de-identified, ete.} in a controllable fashion
SLNZ 17|5LN2.1.17 |Business Intelligence General with other State and local agencies. A
SLN3 12[SLN2.1.18 |Busi Intelligence General Solutions shail be extensible and have a scalable data architecture incorporating State and external data. ¥
Solutions shail provide a tool to allow predictive modeling and analysis utilizing production data and
SLNZ 19[SLN3.1.18 _|Business Intelligence General ceexist and integrate with such tools already in use (SPSS and SAS). N
SLN3 20|SLN3.1.20 i Intelligence General Solutions shall pravide the ability for user to create and customize reparts, queries, and dashboards. ¥
’ Shared Analytics Infrastructure Solutions shall provide comprehensive metadata management from
SLNZ 21|S5LN3.1.21 |Business Intelligence General source to ta hd
Shared >=m_5_8 _:_EmnEnES uo_S_o:m shzll provide SINEIE repOsory 1or Metadata, SUch & Mappings ot
business concepts to vnderlying data struetures, business glossary, data lineage, reference data, and
SLN2 22|SLN3.1.22 |Business Intelligence General objects (e.g. view, table, join) and reports from source to target. ¥
Shared Analytics Infrastructure Solutions shall provide the ability to import metadata from tools and data
SLN3 23|SLN3.1.23  |Bust Intelligence General sources. ) ¥
Shared Analytics Infrastructure Solutions shall provide data-guality tool or support 3rd party data quality
SLN3 24[5LN3.1.24 |Business Intelligence General ool for pre cleansing, and monitoring. hd
Shared Analytics Infrastructure Solutions shall produce metadata and/or data dicti s in a format that
SLN3 25[SLN3.1.25 il intelligence General the State can consume, £,g., Word, Exgel, PDF, OF, etc. ¥
Shared Analytics Infrastructure Solutions shall be highly available via various mechanisms. {e.g. data mart.
Data replication, Tocl provided for management of high availability, cluster option, back up
SLNS 26|SLN2.1.26 iness Intelligence General cenfiguration). ¥
Shared Analytics Infrastructure Salutions shall have an ou.n_oz for fast loading of data inte the database.
Where necessary this will inciude minimal relaxation of guality and integrity constraints and mechanisms
SLN3 27|5LNZ.1.27 ingss Intelligence General ¥

for carrying out data quality checks as the final stage in the process.




The system must restrict access to the shared list (fbrary] er items within a shared list (library} to
SLN3 63|SLNS.1.63 |Business Intelligence General designated users. i

The system shall generate ad-hoc and standard reports in real time as well 25 historical for incoming and
SLNZ B4[SLN3.1.64 |Business Intelligence General outgping contacts.

. The systern shail have the mu___d\ to collect data and generate periodic reports as required by ﬂ:m
SLN3 B5|SLN3.1.65 | Business Intelligence General Affordable Care Act. -
B The system shall have the ability to develop and implement reparts, dashboards, MEEEHF predictive

SLNZ 66|SLN3.1.66 |Business Intelligence General znalytics, what-if analysis and statistical analysis.

The system shail have the ability to generate reports necessary mo_. the Imm_n: Insuranee Exchange Entities,
SLNZ B7|SLN3.1.67 i Inteiligence General State and Federal officials, employers and other entities, such as insurance carriers.

The system shall have the mz_._a. 10 Provide access to standardized reporting, ad hoc queries, and data
SLNZ B8|5LN3.1.68 |Business Intelligence General visualization. -

The system shall _._m<m the. mv___.a. to provide reports ta users in online and o.m___._m *o::mnu. such a5 web,
SLN3 " BYSIN3.1.89 |Business Intelligence General fax, and paper.




SLN4 27 SLNS.1.27  |MDM & Integration Solutions shall have the ability to load data in a variety of approaches ineluding (bt not limited to) the
following: - Bulk data extraction and leading - Granular trickle-feed acquisition and delivery - Changed-data
capture {ability to dentify and extract modified data) - Event-based isition (ttme-based or dat \f
hasad!

SLN4 28 SLNZ,1.28  |MDM & Integration Sclutions shall inglude the following types of transformation: - Simple 5:&03353 such as data-type
co ions, string ipull and Simple caleulati ¥ e ions, such as
Ieokup and replace operztions, aggregations, summarizations, uﬁm:a_:aan matching and management of
slowly changing dimensions - Higher-order trangformations, such as sophisticated parsing operations on
free-form text and rich mediz Facilities for developing custom 5:&03253 u;nﬁanzn:ﬁ packaged
transfe ions - Facilities for developing custom f and g

SLN4 29 SLN4.1.29 |MDM & Integraticn [Solutions shall provide tooling that enables the recording (storage) or retrieving (readimg) of information
(data) from data stores. An example is distributed guery functionality that parses incoming queries into
subqueries and the execution of those subqueries, via the S.Smag_%mq against the respective

nurcec whore the desired data recidas

aLNg 30 SLN4.130 {MDM & Integration iSoltrtions shall have n:m <apability to support the global Em:n_.mnmﬂ_oz linking and/or synchrenization of
client and provider i ion aeross kb s data seurces through semantic reconciliation of
mazsterclient and master provider data

SLNA 31 SLN4.1.31  [MDM & Integration The selution’s data model must be expressed using commanly accepted logical data madel conventions

SLN4 32 5LN4.1.32 |MDM & Integration mn_cﬂ_ozm shall-have mﬂo:m an__ nw. in batch and rea-time mode, for prefiling, cleansing, matching,

ing and iling master client and master provider data in different data
souscestoroeate and maintain golden records

SLNG 33 5LN4,1.33  |MDM & Integration [The solution’s business rules and associated metadata refated to data cleansing shall be sufficiently visible

SLNG 34 SLN4.1.34  [MDM & Integration [Solutions shall include the ability 1o review data guality metrics and track corrective actions.

SLN4 35 SLN4, MDW & inzegration [Solutions shall provide dynamically rules for comparing and r ik 3cross data
sour¢es, matching (both probabilistic and tunable) acrass changing demographic nmﬁ structures, linking
data,.and manzging the merging and unmerging of client and provider records with full auditability and

SLNG 36 SLN4.1.36  [MDM & integration Solutions shall load data in a fast, efficient and accurate manner including data from external sources
where it is BNHEE%EEEEEEN 1D,

SLNZ 37 SLN4.1.37  |MDM & Integration mo_c"_o:m shall include S»mm.d:an iddl ding pubbsh and i hani to provide a

: n backbone for the bidirecti flow of client and provider data between the central
repository and the spoke solutions, be they copies or subsets of the repository, or remote applications.

SLNZ 38 SLN4.1.33  |MDM & (ntegration Solutions shall be able to leversge a range of micdleware products to data seurees, Meluding 31l Vermont

. and trading partner data sources, and expose Heplthcare industry-standard inerfaces

SLNG 39 SLN4.1.39  |MDM & Integration Solutions shall m_._uuun integration with different latency characteristics and styles (e.g. reai-time, batch),

SLNG 40 SLN4.7.40 |MDM & Integration ma__.cgm shall m_._uvon integration with downstream Business _anm___mmsnn {B/) and 2nalytical

SLN4& 41 mr.z.a.u.a..— MDM & Integration

SLNG 42 SLN4.1.42  |MDM & Integration ITo wcuuon :nE U_._u._._mﬂ users callab :_o 4 2& nmn_mnwmzn provider data,
Solutions shall provide a flexible and based capability that ean be used to ¢reate
and saintsin workflows supporting n__m:n and uqnsnma an mgintenance across the multiple source

SLN4 a3 SLN4.1.43  |MDM & Integration mu_cca:m shall include facilities for au«_ummam_._» and controlled access to client and provider data in the

SLNG 44 SLNS.1.44 |MDM & Integration [Saiutions shail __acn the ability to _:nmm-u»m the data within the MOM with management and security tools.

SLNG 45 SLN4.1.45  |MDM & Integration ISolutions shall manage the palicies and rules tated s.x__ solutions's privacy access rights.

SLNG L1 SLN4.1.35  [MDM & Integration Solutions shali cenfigure and manage different rules of visibility, providing different views for different

- rotec,
SLN4 47 SLN4.1.47 ]MDM & Integration isolutions shall provide analytics and performance measures related te a range ¢f processes and activities
w_:m plzce within MDM, from the running of batch data Ioads to the execution of workflows against
ks to the data nualiy of active chient data in the MDA

SLN4 48 SLN4.1.48  [MDM & Integration mo_S_o__m shall include statws and management tools for the chief data steward to monitor to-do fists of
users to ensure effective action takes place acress the management 93_8 master client and master

ider data

SLNZ 49 [SLNS.3.49  |MDM & integration Solutions shall inelude solutisn-wide meta models to help identify what users, _.a__mm appiications and

are respongible forwhich client and provider datg

SLN4 50 SLN4.1.50  |MDM & Integration Solutions shall provide workflow services Tor remediztion of quatity issues in client and provider data,

SLNG S1 [SLN4.1.57  [MDM & integration Solutions shallinclude w_._m:._mmm E_Rmm:__nﬂ to _Sm..awmnm which E_ﬂm_.m used by MDM by frequency

SLN4 52 [5LN4.1.52  |MDM & Integration

SLNZ 53 SLN4,1.53  |MDM & Integration Solutions shall be based on up-to-date, mainstream technologies, and capable of flexible and effective
integration with a wide range of other application and infrastrueture n_mqao:: sommpenents ?rmnzml_da
the same vendne araotl that will he dealaved by Vermont

SLN4 54 [SLN4.1.54  [MOM & Integration Solutions shall protect and complement the data layer with 2 layer of business services for accessing and

- |manipulating the client and provider nm"m .z_u» is bkt for an SOA environment, and mqu__._m web sefvices
:linterfaze:
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!mnna_“ T §o mQ< mb
Requirsmants Catalog, SLNS Intarfaces per (D tab and the submitted HBE Interface Control
SLNS 1 2[SLNS 1.1 General
SLNS 1] 2[SLNS 1.2 interface General
SLNS 1] 3|5WN51.3 Interface General {CMIS - FDSH)
|SLNE 1] 4|5UN51.4 Interface General The HBE solution thall implement necessary interfaces to and from SERFF
The HBE solutlon shall Implement necessary interfaces to and from an axtemnal premium praeessor
SLNS 1] S[SLNS 15 Interface Gereral
SLNG 1] &[SLNS 1.6 Interface Ceneral
SLNS 1 7|58 1.7 Interface General
SLNS 1 B[SLNS 1.8 Interface General
SIS 1 3lssLE  |interfact Gencral |searning faciiity *
SLNS 1 10|5LN51.10 Interface General ._.Tn :mm mu_rﬂuz u:n: _Su-an:n:n nnanJ. Snﬂl.-nnwon and ..33 ﬁuu w0< hi System -
‘ ySioa tntechice e RSB A o e T AR e T Loy o iAoy S A RO
SLNS 1] 12|SLN5112  |Interface Data Flow Regort: AFTC/CSR Payment CM5 Uni-Directional HEE
SLNS 1] 13|5LN5143 |Interface Data Flow HEE Uni-Directional [ H
SLNS 1] J4JsIN5L1a Inverface Data Flow Contribution Amount, HIPP {Menthly} HEBE Uni-Di M-
SLNS 1 1S|SLNS51.15  |irterface Datm Flow Publish Carrier and Plan Information (Needed if SERFF interface is notin place) HBE Bi-Di VS
Previde Plan Non-Renewa), Decertification, and Change in Availability Notices {Needed if SERFF
ﬁrzlm 1 Hm_mrzmu:u.m Interface Data Flow interface s ngt in place} HZE Bi-Oirectional OIS
SLNG 1 17[SINSL17  ftaterface Data Flow Provide Rate and Benefit Catz nz.nnnnn_ i SERFF interface 5 not in place} HEE
_m_.zw 3 18|SLN51.18 Inverface Data Flow HEE Notifies CMS of from QHP HBE B-Directional
SLNS 1; 19)SIN53.A8  finterface Date Flow Val/date ! ndividual SSN HBE 6i-Cirectional
SLNG 1 20{5LNS1.20 Interface Data Flow CMS or IRS Caleulates and Returns individual MAX APTC Request HBE Bl-Directional
|SLNE 1 21[5LNS1.21 Interface Data Flow | Verify Lawful Presence Request, CMS C with Dept land Security and S5A HEE Bi-Directinal
[SLMS. 1] 22[SIN51232 Interface Data Flow Verify Income Request, CMS Coordicates with IRS HEE
[SLNE 1] 23|5N5123 interface Data Flow Initiate Citizenship Yerification MBE
[SLNS. bl 24SIN5124  |Interface Data Flew Validate Imm(gration Verifiation HBE
|SLNS 1 25[SLN51.25 Interface 0t Flow Send for Review to Verify Lwful Presence HBE
[SLNS 1 26[SLNS126__|Interface Data Flow Vierify Individual Unemployment Insurance Requett HBE
ISLNS 1 27[5LNs1L27 Interface Data Flow HBE Reports Individual Exernption Status to IRS through CMS HBE
SLNS. 1 23|SLN51.28  |Interface Data Flow Verify Employer EIN Request HBE
SLNS 1 29|5LN51 .29 Interface Data Flow HBE Notifies of Employer Participation in SHOF Exchange, CM3 notifies IRS HBE
SLNS- 1 20Q|5LN52.30 Interface Cata Flow HBE Notifies of Smployer Temmination from Participation in SHOP Exchange, CMS notifies IRS HBE
SLNS 1 21|SLNS131  |interface Data Flaw HBE Notifies CMS of Exchange Appeal Decision, CMS notifies IRS HBE
SLNS 2 32|5LN5132 Interface Dava Flow Provide Plan Quality Rating Methodology HBE EBi-Cirectionel
SLNS 1 35|SLN5133  [Intertace Pata Flow Exchange Finandal Statements HEE Uni-Directional
B b e i T e ROt L s T e S e R kP L L o Dt B A A L R TR e
SLNS 1| 35[SLNEL.35 Ietecface Dats Flow . R : Premium Payment History (Menthby} - |Premium Processor UniDirectional HEE
R nrollment Tata - Plan, Premium, tate Premium Y, State. o] -
SLNS 1 36[SINS1.36 interface Data Flow |C: jon A nt, HIPP, Indivi Pubdic Premium Amount {To be used for Billing) HEE Uni-Directional Premiurn Processer
SLNS 1 37ISLNS1.37 [nterface Data Flow Premium Processor [Uni-Diractional HEE
SLNS 3 38ISLNS1.28 [nterface Data Flow Presius Processor Uni-Directional HBE
SLNS 1]  39i5INS139  Hetecface Dita Flow Premium Processor - jUnikDirectional Vision
[SLNS i interface Duta Flow APTC/CSR Fayment Summaries (based on CMS Report} [Premium Processer LinkDirectional VISION
SLNS 1| Cata Flow [State Premium mnw“_n< v!.___._a:”._._.-a-&oz Summaries [Premium Processor Uni-Directional VISION
SLNS 1 Cata Flow User Fea [Premium Processor iUni-Oi VISION
SLNS 1 interface Data Flow i [Presium Pragessor Uni-Dir VISION
[SLNS b Interface Data Fiow Individual Premium {OHP) Billing, Collaction Tral L IPremium Processar Uni-Directional VISION
SLNG 1 Iriterface Gata Flow: (Employer Premivm (QHP) Billing, Colkeetion Trunzaction Summares Premium Processor UnisZirectional - VISION
SLNG -1 Interface Data Flow State CSR Payment Trnsaction Summaries |Premium Processor - [uUni-Directional VISION
SLNS 1| SLNS1.47 - [Interface Cata Flow HIFP Paymment TRNSACHON SUMmmaries {Premium Processar Lini=Directional VISION
SLNS 1 SLNS1.48  |Interface Data Flow Refund Remitted Overpayment Jssuers {Uni-Directional [Premium Processor
SLNS 3 SLN51.49  |interface Dats Flow Aggregate Premium Fayments HBE Uni-Dir [Premium Processor
1 SLNS150 - Data Flow [State CSR Funds Uni-Directional [Premium Pragessor
1 SLNS253 Data Flow State Premium Subsidy Funds Uni-Directi [Premium Processer
1 Data Flow | Agert Commissions. Uni-Directional Agent .
1| Data Flow i [Premium Provessor

Data Flow

information _?.Kn_n..n Iuﬁ_

masna wnn:__._a_ Carrler and v.-: 1

Uni-Cirectional

Unl-Directional

1]

56|SLNSL.56__|Interface Data Flow

|Previde Riate and Benefit bata

|uni-Direetional




open interfaces and exposed Application Programming Interfaces (API); the separation of
standardized business rule definitions from core programming; and the availability of standardized
business rule definitions in both human and machine- reddable formats. The States commit to
formal systern development methodology and open, reusable system architecture.

SLNG

SLNG6.1.2

MITA

States [shall] align ta and advance increasingly in MITA maturity for business, architecture, and
data by Conducting MITA Self Assessments, Developing MITA Roadmaps, Developing Concept of
QOnerations {COA) and Businass Praescs Madels (BPM)

SLNE

SLNG.1.3

Industry
Standards

[Soluticns shall} Ensures alignment with, and incorporation of, industry standards: the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) security, privaty and transaction
standards; accessibility standards established under section 508 of the Rehabilitation Act, or
standards that provide greater accessibility for individuals with disabilities, and comgliance with
Federal Civil Rights laws; standards adopted by the Secretary under section 1104 of the Affordable
Care Act; and standards and protocols adopted by the Secretary under section 1561 of the
Affordable Care Act. Activity includes the following: Identification of industry standards and

Intor poration of industry standards in requirements, development, and testing phases

.|SLNE

SLNG.1.4

Leverage

State selutions should pramote sharing, leverage, and reuse of Medicaid technologies and systems
within and among States. Activity includes the following: Multi-state efforts, Availability for reuse,
Identification of open source, cioud-kased, and commercial products, Customization, and Transition

ane rafi nlans

SLNG

SLNG.1L.5

Business Results

Systems should support accurate and timely processing of claims (including claims of efigibility},
adjudications, and effective communications with providers, beneficiaries, and the public. Activity
includes the following: Degree of autorration, Customer Service, Performance standards and

tacti

SLNE

SLNG.1.6

Reporting

Solutions should produce transaction data, reports, and performance information that contributes

o program evaluation, continuous improvement it business operations, transparency, and

accountability. Activity includes.the following: Accutate data, Interfaces with designated federal
itomiesar huhs Ao i i of Audit trails

SLNG

SLNG.1.7

Intereperability

Systems must ensure seamless coordination and integration with the Exchanges (whether run by
the state or federal government), and allow interoperability with health information exchanges,
public health agencies, human services programs, and community organizations providing outreach

and enrollment assistance services. Interactions with the Exchange, Interactions with other entities




SLN7 28 |SLN7.1.28 |Rules | The Vendor shall assist the State with creating a process and systems capability that posts formal rules to the web for

eners! review by the public.

SLN7 28 |SLN7.1.29 [Rules The Vendor shall create the program rules in the proposed Rules Management System and test them in an established
environment,

SLN7 30 |SLN7.1.30 |Rules  The Vendor shall create a valid set of E_mm to transition from the current mainframe system to the proposed Rules
Management system in preparztign for the new SCA systern.

SLN7 31 [SLN7.1.31 |Rules The Vender rules management team will work with and Mentor the State staff Rule Author(s} in the best practices of;
- Converting rules from federal or legislative documents into praperly structured rules that ean be consumed by the
proposed Rules Management System and writing future rules in such a way that eases the transition
- Capturing meta-data about each of the rufes sets and how they function

SLN7 32  |SLN7.1.32 |Rules The Vender shall provide guidance en:

- How best to store and lock up'the meta-data

- Defining the Lifecycle of rule sets

- How to integrate or flow rules

- How to provide help or commentary on rules

- General use of the proposed Rules Management System

SLN7 33  |SLN7.1.32 [Rules The Vendor shall pravide selected State staff with holistic education on the preposed Rules Management systern that

includes (but is not limited to):
- Knowledge about hew the propesed Rules Management system works
- z_._qi_mnmm about how to structure n_._m x:_m Authar{s) to meet the Agency goals
Jacl b = b oaar b V- TT.N- U | Sz tle d0nlae 8

SLN7 34 |SLNZ.1.34 |Rules mo__.;_o:m shall support Hmnrm:_uam m:a ease of use for users to edit rules while maintaining compliance with CMS rules.

SWN7 35 |SLN7.1.35 -|Rules The Vendot must follow all standards defined by CMS in Guidance for Exchange and Medicaid Technology Systems and
Enbanced Funding Requirernents: Seven Conditions and Standards; and other federal guidelines yet to be defined;
inchudi itory,

SLN7 36 JSLNZ.1.36 |Rules Solutions shall support design for a multi-step decision

SLN7 37 [SLN7.1.37 |Rules Selutions shall kave the ability to tune individual steps in the overall decision precess formaximum perfermance by the
execution engine

SLN7 33 |SLN7.1.33 {Rules Solutions shall support reporting requirernents either natively or mﬂmm_.mﬂm with other reporting tools to provide

m.n:.n__._m

SLNT 3% |SLN7.1.39 |Rules _mo_cco:m shall support repository infrastructure for _.c_m mﬁsmm and <mG_o:5m




SLND.1.1
SLNS 2 SLN9.1.2 Selutions shall ensure version on:."_.u_ of documents as they are changed or modified
SLNS 3 SLNS.1.3 Solutions shall allew roliback to a previous version of a document
SLN9 4 SLNS.1.8 "|solutions shall enable collaborative docurment creation and/or markup
SLNS 5 SLNS.1.5 Salutions shall enable attachment of documents to e-mails and e-mail distribution Fsts
SLNS 3 SLNS.1.6 Solutions shall utifize the solutions authorization and access control for file level seeurity
SLNS 7 SLNS.L7 selutions shall have the abillty to, based on rules or context, automate the creatian of indexing, meta data and overall
: taxonomy )
SLNS -3 5LNS.2.8 Selutions shail have robust bulk load and conversion features
SLNY 9 SLNS.1.5 Selutions shall provide the capability 1o communicate natively with the document management API
SLNS 10 SLN9.1.10 Solutions shall pravide the capability to access the output of the document management systermn over the Internet
SLNS 11 SLN9.1.11 Solutions shall develop a user guide thatcan be mnnamman_ online and printed on demand.
SLN9 12 SLN9.1.12 Solutions shall provide the ability to store electronic forms {solution generated or 3rd-party generated forms)
SLNS 13 SLNZ.1.13 Selutions shall provide the capability for online access to policy and procedure and training materials,
SLNS 14 SLNS.1.14 Solutions shall be integrated with decument processing center workflow.
SLNS 15 SLNS.1.15 Solutions shall provide scenning software that is configurable to accommeodate user-defined field edits such as the
exclusion or inclusion of special characters.
SLNG 16 SLNS.1.16 Selutions shall accommodate mutiiple imaging locations.
SLNS 17 SLNS.1.17 solutions shall integrate the Imaging and Document Management Systemn with VT HSE Platform.
SLNg 18 SLNS.1.18 Sofutions shafl provide the capability to access VT HSE Platform to extract datate _u:u.uo_u:_mum index fields, and/for
- values.on forms.
SLNS 12 SLN9.1.19 Solutions shallprovide the nmumw_ra. 1o send and receive faxed and e-form documents, process the data and image
to automatically send confirmation of transmission to the
SLNS 20 SLN9.1.20 Solutions shall pravide the capability for performing conditional routing that will send documents to a spetcific queue or
SLNS 21 SLN9.1.21 Solutions shall previde the capability to store and view a multiple page document as a single decument.
SLNS 22 SLN9.1.22 Selutions shall provide agm capability 3 attach notes, annctations, e-mails and other decuments to an ori
SLNS 23 SLNS.1.23 Solutions shall provide the capability to scan and store imaged decurments and electronic files
SLNS 24 SLNG.1.24 Solutions shall provide the capability to notify the user when a duplicate decument has been received so the user can
decide whether to use the previcusly received document, replace the existing document or store the new doturment
SLNS 25 SLNS.1.25 Solutions shall provide the capabifity to link imaged documentation together and link it to an individual and/or cases
within VT HSE Platform. -
SLNS 26 SLN9.1.26 Solutions shall provide the capability to record user and workstation identification for each document processed,
accessed or updated.
SLNZ 27 SLNS.1.27 Sclutions shall provide the capability for documents to vm m_.o:vmn together during seanning based on user defined
nﬂ_ﬂm_. -
SLN9 28 SLNG.2.28 Solutions shall provide the capability to 2llow the User to au_.EmE remove, rescan and replace a previously seanned

image or document(s). N . . L.



SLNS |1 54 SLN9.1.54 Sclutions shall provide content authoring capabifities including:
« Provide a structured cantainer for the content (e.g. document)
= Support reuse via Copy and Paste or "Save As”
= Tracking of thanges to content within a'container
« Drag-and-drop page layout
+ Ability for collaboration by allowing the "single control” to transfer between authors, reviewers and autherizers
« Real-time active collaboration allowing multiple authors to review and update the content in a containgr during the
course of a shared session .
« Standard templates to make authoring decuments within certain parametets
« Facilttate the use of Microsaft Office creation tools to submit content directly inte the WCM repository
* The bulk import and export of XML centent for integration and migration
» Reuse of content and ternplates to enforce a common “loek and feel” and brand identity
= A flexible and extensible werkflow to manage autharing review and approval of content across its ife cycle
= The ability t& expire and retire content.
SLNS (1 55 5LN9.1.55 Solutions shall provide built-in viewers/converters for a wide variety of file types
SLN9 |1 56 SLNS.1.56
SLNS |1 57 SLN9.1.57
SLNS (1 38 SLN9.1.58 solutions shall support :..EEEm versions of the same site using the same WCM instance and repesitery
SLNS |1 59 SLN9.1.59 solutions shali display conhtent targeted toward specific user profiles
SLNS 11 &0 SLN9,1.60 Solutions shall target content based on visitor-supplied preferences
SLNS |1 Bl SLNS.1.61 sclutions shall persenalize a site based on customer transaction data, apply persenalization rules to elements smaller
’ than pages and use perceived behavior employing mechanisms to assess the behavior of an individual user (known or
unknown) in real time and enable choice of delivered content based on that analysis)
SLNS |2 62 SLNS.1.62 solutions shall provide reporting of
= The status and history of a piece of content
SLNE |1 632 SLNS.1.63 Solutions shall provide out-of-the-box log file analysis
SLNS |1 64 SLNS.1.64 Solutions shall have the ability to find broken links and repair them
sLNg 1 &5 5LN9.1.65 Solutions shall the capability to track and repett on-site use and demographics
SLNS |1 66 SLN9.1.68 Solutions shall provide digitz! rights management capabilities
SLN9 |1 67 SLNS.1:67 salutions shall provide content pubtication capabilities including:
- * Suppo) i d contenting
SLNS |1 68 SLNS.1.68 Solutions shall provide check Infcheck out functionality for electronic documents
SLNS (1 65 5LN9.1.69 Solutions shall provide notification features for files that are checked out {over due, availability, ete)
SINg |1 70 SLN9.1.70 For document management functions, selutions shall utilize a centralized, shared document management/content
management solution.
SLNS |1 71 5LNS.1.71 Solutions will ensure secure access to electronic records
SLN9 |1, 72 5LNS.1.72 Solutions will retain archived records according to state and federal retention guidelines
ISLNS |1 73 SLNG.1.73 Salutions will develop a classification scheme to Jabel records, including electronic record
SLNG |1 74 SLNS.1.74 selutions will label records, including electronic records, according to elassification scheme
SLND © (1 75 SLNS.1.75 sclutions will be able 1o view the latest version or 2ll versions of a document
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us parameters {.g., 2t row leval, field level, orat the application level).
The System shall have the ability to ¢ptimize performance in transaction processing versus repert processing
The Systern shall use history tracking within the database and logging options {e.g., transaction auditing)
The System shall assura transaction integrity (e.g., rollback, validity checking, referential integrity, other).
The Systemn shall handle record locking {e.g., row, field, other} and record updating/committing.
Solutions shall suppert indexing technolegy (multiple types of Indexing shall be available to tune performance of SGL statement).
SLN10.L7 [DBMS Solutions shall pravide the ability to optimize individual queries and support parallelizing a query to run on multiple CPUs at the same time
to ingrease perfarmance. - i
SLN10 (1 8 SLN10.L.8  lDBMS Solutions shalt manage multipie query queue entries in parallel.
SLN1O |1 9 SIN10.2.9 [DBMS Solutions shall offer tools to manage and control disparate mixed workloads in a Database Management Solution [DBMS) environrment.
SLN1O |1 10 SLN10.1.10 [DBMS The RDBMS must have the ability to maintain security based upon appropriate roles
SLN1D (1 11 SLN10.L.11 [DBMS ° The RDBMS must have data replication capabilities to external file formats or other RDBM Systems.
SLNLO |1 Iz SLN10.1.12 [DBMS The System shall accommadate separate instances of databases,
SLN1O {1 13 SLN10.1.13 |DBMS Solutions shall have full and incremental backup and recovery capabilities on beth a regular sehedule and an ad hac basis, including
redundant offsite back-ups.
SLN10 |1 14 SLN10.1L.14 |DBWIS Provide the capability to allow for the continued use of the system during back-ups.
SLN10 |1 15 SLN10.1.15 |DBMS The RDBMS must suppert gec-encode address data and store geo-data coordinates (longitude and latitude).
SLN10 |1 16 SLN10.1.16 |DBMS Solutions shall assist the State in developing procedures to ensure that spectied data is archived and protected from lass, unauthorized
access, or destruction. . . )
SLNIC |1 17 SLN10.1.17 |DBMS Solutions shall maintain all data according 1o state defined records retention guidelines,
SLN1O {1 i3 |5LN10.1.18 |DBMS Solutions shall maintain all images and electroric documents according to state defined document retention guidelines.
SLN1G {1 9 SLN10.1.19 |DBMS Solutions shall provide on-line access o?.__u to 60 months ¢f data to be used for processing eligibility. Note: Vermont needs to validate # of
months [
SLN1G {1 20 SLN10.1.20 [DBMS The System shall support onkine modifitations te database structures with minimal user downtime.
SLNLO 1 21 SLN10.1.21 [DBMS The System shall aliow for data and transactien replication including, but not limited te, copying an instance of any database to specified
locations (e.g. SAN, Muiti-site implementations)
SLN1O |1 2 SLN10.1.22 [DBMS The Systern shall provide standard data extraction API to allow impert and export of data.
SLN1G |1 23 SLN20.1.23  |DBMS The System shall provide documented best practices including but not limited to optimum database configuration, dient maintenance ang
. change control.
SLN1O |1 24 SLNIQ.1.22 |DBMS The Systemn shall handle load balancing and/or clustering ability for extended scalability and performance
SLN1O |1 25 SLN10.1.25 [DBMS The System shall avzil the capacity planning model for database configuration.
SLN1G |1 26 SLNI0.1.26 |DBMS The System supports advanced configurations for data caching {e.g., support of client/application caching, support of server caching etc)
SLN1Q |1 27 |sLnNz0.1.27 [DBMS The business analytics solution shall net impact transactional database performance.




CRM Web

Channel for
SLNZ1 22|5LN11 1.22 jCustomers The standard web channel for CRM shalt be Siebef CRM Web Channel for Customers
CRM Test . . j
SLN11 23{S5LN1L 1.23 |Autcmation The standard Siebel test automation component shall be CRM Test Automation Interfaces
CRM Remote . :
SLN11 24[SIN111.24 |Client The standard remote client for CRM shall be Siebel Remote Client
SLN11 25|5L811 1.25 |CRM Field Service The standard field service component shall be CRM Field Service
SLN11 26[SLN111.26 |CRM Scheduler The standard CRM scheduling comgponent shall be Oracle Real-time Scheduler
The standard data quality modules shall be Oracle Enterprise Data Quality Match &
SLN11 27|SLN11 1.27 |Data Quality Merge, Parsing & Standardization, Profile & Audit, and Address Validation Server
) User Training The standard user tramning playback tool shall be Oracle User Productivity Kit [UPK]
SLN1L 28|SLN111.28 |Playback Enterprise User and Developer
The standard applicaton iNTegration toalkR shall be Urade Uracle Customer Waster Data
Management Integration Base Pack, Oracle AlA Foundation Pack, Oracle Customer Master
Application Data Management Integration Option for Siebel CRM, and Siebel field Service Integration
SLN11 Z9|SLN111.29 |Integration to Oracle Real-time Scheduler )
Application The standard application management umnx for CRM shall be Oratle Apglication
SLN11 30|SLN11 131 Managrmement _sm_._mmm_.:m:n m:am far Siebhel 5
Application
SLN11 3%[SLN111.32 |Server The standard application setver shall be Qracle WebLogic Suite
SOA
SLN11 32[SLN11 133 {Management The standard soa management pack shall be Oracle SOA Managernent Pack EE
Application i
. Server The standard muu__nmﬂ_o_._ sefver management component shall be Oracle Weblogic mm?.m_..
SLN11 33[SLN11:1.34 tmanagement Management pack EE
Audit
SLNI11 345LN11 1.35 |Components The standard database audit tools shall be Oracle Audit Vault Server and Collection Agent
Portal The standard portal management noano:msn shall be oan"m Management Pack for
SLN11 35|SLN11 1.36 [Management ‘WebCenter Suite
SOA Healthcare The standard hesfthcare integration components for SOA shall be Oracle Healthcare
SLN11 36[5LM11 1.37 [Adapter Adapter )
Content
Management The standard content management adapters shafl be Cracie WebCenter Applications
SLN13 37|SLN111.38 |integration Adapter for Siebel and WebCenter Adapter for Microsoft
SLN11 38|SLN111.39 |identity Analytics The standard /dM analytics compenent shall be Oracle Idertity Analytics
The standard idM Connectors shall be Gracle's connectors for Oracle DBMS Tables, Oracle
DBMS, MSFT AD, MSFT Exchange, PSFT Enterprise Applications, MSFT Windows, Unix, RSA
SLN21 39|SLN11 240 jldM Connectors Authentication Manager, Siebel Enterprise Applications, and 13M RACF
Idm The standard [dM management component shall be Oracle Management Pack Plus for
SLNIl 20|SLN1L 1.41 [Management Identity Management
The standard external facing portal for Exchange and Integration Eligibility capabilities
shalf be Exeter OnedGate suite, this solution supports the Citizen view, Small Business
view, Broker view, Navigator view, and Customer Service view [or exchange data/centent)
SLN11 41(SLN111.42 |OneGate and contains adapters/connectors to Sieble and LifeRay web portal.
) The standard correnspondence management tool shall be Thurderhead suite that enables
the mm_._m_,m:oz and management of official letters/correspondece to potential enrollees,
SLN11 42|5LN11 1.42 |Thunderhead enrollees, navigators, emplovers, brokers, and state administrators.
The standard 1ax {Gul Tor INbound Taxes shall B RIgNtrax irom inaviquals [enroliees, -
potential enrollees, navigators, employers, and brokers) providing appropriate
documentation supporting their health insurance needs, this tool wiil collect the inbound
faxes, integrate with the Enterprise Content Mangaement tool {via SCA adapter) for
SENLL 43[SLN111.42 |RightFax . docurnent storage, and fax procssing workflow. -




SLN1Z |1 37 SLN12,1.37 Salutions shall allow for the request of or entry of data from external devices (e.g. Sc_mnm kiosks, barcode scanner, RFID
seanner, speech
SEN1Z (1 38 SLN12.1.38 Salutions shall notify the user when a source Soluticn is uhavailable / inoperable 2nd notify user that any available information
SLN1Z {1 39 SIN12.1.39 Solutions's web interface shall be Web 2.0 compliant -
SLN12 |1 40 SLN12.1.40 Solutions shall not require users to reemer data due to validation errors
SLN1Z |1 41 SLN1Z.1.41 Solutions shall enakle central workfiow alerts and transacticnal status. Solutions shall centralize pending work items for the
user a3 i 3 work gueue
SLN12 |2 42 SLN12.1.42 Solutions shall support multi-language ***Open action item to identify which [anguages and whether right to left functionality
lis reauired to be supported
SLN12 |1 a3 SLN12.1.43 Solutions shall have the capability to u_._u_._ messages to the intended workers without requiring them to mvmn_m..nm_z inquire for
the data
SIN12 |1 44 SLN12.1.44 Solutions shall provide a hover option ever stete defined fields to generate a description of the data element.
SLN1Z2 1 45 SLN12.1.45 Sojutions shall rminimize the number of mouse clicks / user interaction to complete any action.
SiN12 1 56 SIN12.1.46 Solutions shall provide aute cempletion functionality for user defined fields.
SLNi1z |1 a7 SIN12.1.47 Sofutions shall provide linked.access to help functions which contai the appropriate information and search of all help
information from every window, based on user orofifes,
SLN12 (1 48 5LN12.1.48 Solutions shall use a Graphical User Interface [GUI) to help the user navigate to the next logical step in the workflow, or freely
navigate ta other parts of Solutions’s functionality, and then allow the user to return to complete the in-process task.
SLN1Z (1 43 SLN1Z.1.49 Sclutions shall preserve context by limiting abrupt transitions and redisplays in nam« to maximize and enhance the user
SLN1Z (1 S0 SLN1Z,1.50 Sclutions shaltspeak the users’ _m_._w.._mwm‘ with werds, phrases and concepts familiar to the user, rather than selution-criented
terms,
SLN1Z (1 51 SIN12.1.51 Solutians shall foliow real-werid Vermont convertions, making information appear in a natural and logical order.
mc.ﬁn 1 52 S1N12.1.52 |Customer Service Creating and maimaining consumer assistance tools, including a website through which enrollees and prospective enroflees of
qualified heaith benefit plans may ebtain standardized comparative information on such pizns, a toll-free telephone botline to |
. respond to requests for assistance, and interactive online communication teels, in a manner that complies with the Americans
with Disakilities Act.
SLN1Z (1 52 5LN12.1.53 [Customer Service Solutions shail Include graphics capability for notifications /
. Admi
SLN1Z (1 54 SLN12.1.54 |Customer Service Infermation must be provided to applicants and enroliees in plain language and in a manner that is accessible and timely to—
’ (1} Individuals living with disabilities including accessibie Web sites and the provision of auxiliary aids and services at no cost to
the individual im accordance with the Americans with Disabilities Act and sectior’504 & 508 of the Rekabilitation Act.
(2] Individuals whe are limited English preficiert through the provision of language services at no cost to the individual,
including
{i) Oral interpretation;
{15) Wrrtten translations; and .
{iif} Taglines in non-English languages __._a_nmn__.ﬁ the availability of language services.
SLNiZ |1 55 SLN1Z.1.55 |Financial The Financial system shall incorporate features designed to reduce the amount of direct keying required to inftiate transaction
’ iManagement processing, such as.the following: the use of default values, lock-up tables, automatic data recall, single-function windows
(e.g-, one input screen per transaction), the abilky to pass commion data from screen to sareen, highlighting of required fields,
auto tabs, the ability to retrieve suspended transactions by cmm?gum. document, account, and transaction entry undo/redo.
SLN12 [1 56 SLN12,1.56 |General The Finantial system shall incorporate graphical user imerface characteristics, such as the foflowing: rouse-activated icons,
buttons, scroll bars, drop-down lists, check boxes, menu bars, text boxes, tool tips, resizable windows, and.cut, copy, and
naste functinns and vndafrede fnctiomality
SLNiz (1 57 SLN12.1.57 |General The Solution shall aliow a search based on one single criteria or multiple search criteria
SLN1Z (1 58 SLN12.1.58 |Customer Service The system shall u3<_nm mvmmn: and _.»mm_.__._w impaired customers with the ability to communicate through a Teletypewriter
Cail Center am




Oracle Policy Automation Connector for Siebel

Yes (as defined by Oracle)

User Productivity Kit {UPK] Vermont ULA -
UPK Enterprise User X Yes (as defined by Oracle)
UPK Deveioper X Yes (as defined by Oracle}

Vermont ULA
Oracle Custorner Master Data Management Integration Base Pack X Yes {as defined by Oracle}
Oracle Application Integration Architecture Foundation Pack X Yes [as defined by Oracle}
Cracle Custorner Master Data Management Integration Optien for Siebel CRM X Yes (as defined by Qracle}
Siebel Field Service integration to Oracle Real-Time Scheduler X Yes {as defined by Oracle}

Product Vermont ULA
rise Edition (OBIEE] and Sichel Bf Analytics
Business Intelligence Publisher X Yes [as defined by Oracle}
Oracle 8usiness Intelligence Suite Enterprise Edition Plus x Yes [as defined by Oracle}
Informatica PowerCenter and Power Connect Adapters X Yes (as defined by Oracle}
Business Intelligence Management Pack: . X Yes (as defined by Oracle)
Contact Center Telephony Analytics X Yes (as defined by Oracie)
Service Amalytics X Yes (as defined by Oracle)
Partner Analytics X Yes (as defined by Oracle)
Case Managernent Analytics X Yes [as defined by Oracle)

Product

Vermont ULA

Qrocle Database

Oracle Database Enterprise Edition X Yes {as defined by Cracle}
Rea! Application Clusters X Yes {as defined by Cracle}
Advanced Security X Yes {as defined by Cracle}
Oracle Active Data Guard X Yes {as defined by Oracle}
Diagnestics Pack x Yes {as defined by Cracle}
Tuming Pack X Yes {as defined by Oracle)
Change Managernent Pack- (how called database lifeeyele manhagement packi X Yes {as defined by Oracle)
Provisioning and Patch Automation Pack for Database X Yes {as defined by Oracle}
Configuration Management Pack for Cracle Database X Yes {as defined by Qracle)
Oracle Cata Masking Pack X Yes (a5 defined by Oracle)
Database Vault X Yes |as defined by Oracle)
{Secure Enterprise Search X Yes {as defined by Oracle)
Secure Enterprise Search Connector - Siebel X Yes {as defined by Omacle)

Product Vermont ULA

Oracle Fusion Middieware/S0A

Oracle Application Managerment Suite for Siebel | X ‘Yes (as defined by Oracle)
WebLogic Suite ) X Yes (as defined by Oracle)
SOA Management Pack Enterprise Edition X Yes (as defined by Oracle)
‘WebLogic Server Management Pack Enterprise Edition b3 Yes {as defined by Oracle}
[SOA Suite for Oracle Middieware X Yes {as defined by Oracle}
Unified Business Process Management Suite X Yes (as defined by Oracle}
Audit Vault Server A Yes {as defined by Oracle}
Audit Vault Collection Agent A Yes (as dafined by Oracle}




Production Access View

Individual

e

Employee

Employer

| Navigator

Assisters (in person and remote)

Broker

ssuers

Premium Processor

Health Connectors

Health Guides

Other (VHC Peers, VHC Whisperers)

SOV HBE Staff

Maxmus (outsourced Call Center CSR agen

Plan Administrator

Enrollment Administrator

Overall Website Administrator .

ESD (Ecaonomic Service District Office) Non Healthcare

17 [Question Staff Worker
18 |DVHA L2 Resolver
19 HAEU {Health Access Eligibility Unit) Staff Worker
20 |State Health Care BPS (Benefits Program Specialist) =
21 Eligibility Workers in the 12 ESD District Offices
22 |DCF (Department of Children and Families) Staff Worker
23 |Legal Aid Worker
24  [211 Worker
25 |DFR {Department of Financial Reguiations) Staff Worker
26 |Ombudsman - -
27 Anonymous R et iR
28 |Project / Developer Team "
25 |IT Operational Support {CGI & State) - b &k ki ke k]




